General Surveillance Management Center

User's Manual

V8.2.0



User's Manual

General

Foreword

This user's manualintroduces the functions and operations of the general surveillance management

center (hereinafter referred to as "the system" or "the platform").

Safety Instructions

The following signalwords might appear in the manual.

Signal Words

Meaning

A DANGER

Indicates a high potential hazard which, if not avoided, will resultin
death or serious injury.

AWARNING

Indicates a medium or low potential hazard which, if not avoided,
could resultin slight or moderate injury.

A CAUTION

Indicates a potential risk which, if not avoided, could resultin
property damage, dataloss, reductions in performance, or
unpredictable results.

Provides methods to help you solve a problem or save time.

Provides additionalinformation as a supplement to the text.

Frequently Used Functions

Icon/Parameter Description

B View the details of an item.

B Clear all selected options.

[ Search for items by keywords or specified content.

B orDelete Delete items one by one or in batches.

or & Edit anitem.

zz;bE Enable, or Enable or disable items one by one orin batches.

&3 orExport Exported the selected content to your local computer.
or Refresh Refresh the content.

* A parameter that must be configured.

Privacy Protection Notice

As the device user or data controller, you might collect the personal data of others such as their face,

fingerprints, and license plate number. You need to be in compliance with your local privacy

protection laws and regulations to protect the legitimate rights and interests of other people by

implementing measures which include but are not limited: Providing clear and visible identification

toinform people of the existence of the surveillance area and provide required contact information.
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About the Manual

The manualis for reference only. Slight differences might be found between the manualand the
product.

We are not liable for lossesincurred dueto operating the productin ways thatarenotin
compliance with the manual.

The manual will be updated according to the latest laws and regulations of related jurisdictions.
For detailed information, see the paper user’s manual, use our CD-ROM, scan the QR code or visit
our official website. The manualis for reference only. Slight differences might be found between
the electronic version and the paper version.

All designs and software are subject to change without prior written notice. Product updates
might resultin some differences appearing between the actual product and the manual. Please
contact customer service for the latest program and supplementary documentation.

There might be errors in the print or deviations in the description of the functions, operations
andtechnical data. If thereis any doubt or dispute, we reserve theright of final explanation.
Upgrade the reader software or try other mainstream reader software if the manual (in PDF
format) cannot be opened.

All trademarks, registeredtrademarksand company names in the manualare properties of their
respective owners.

Please visit our website, contact the supplier or customer service if any problems occur while
using the device.

If there is any uncertainty or controversy, we reserve theright of final explanation.
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Important Safeguards and Warnings

This section introduces content covering the proper handling of the device, hazard prevention,and

prevention of property damage. Read carefully before using the device, and comply with the

guidelines when using it.

Operation Requirements

A\

A suitable operating environment is the foundation for the device to work properly. Confirm

whether the following conditions have been met before use.

Use the device under allowed humidity and temperature conditions. Refer to the technical
parameters for requirements on the operating temperature and humidity of the device.

Use the device on astable base.

Do not let any liquid flow into the device to avoid damage to internal components. When liquid
flows into the device, immediately disconnect the power supply, unplug all cables connected to
it, and contact after-sales service.

Do not plug or unplug RS-232, RS-485 and other ports with the power on, otherwise, the ports
will be easily damaged.

Back up datain time during deploymentand use, in an effort to avoid data loss caused by
abnormal operation. The company is not liable for data security.

The company is not responsible for damages to the device or other product problems caused by
excessive use or otherimproper use.

Installation Requirements

& DANGER

Make sure that the power is off when you connect the cables, install or disassemble the device.
For devices with earthing systems, make sure they are grounded to avoid being damaged by
static electricity orinduced voltage, and prevent electrocution from occurring.

Allinstallation and operations must conform to local electrical safety regulations.

Use accessories suggested by the manufacturer,andinstalled by professionals.

Do not block the ventilator of the device, and install the device in a well-ventilated place.

Do not expose the device to heat sources or direct sunlight, such as radiator, heater, stove or
other heating equipment, which is to avoid the risk of fire.

Do not place the device in explosive, humid, dusty, extremely hot or cold sites with corrosive gas,
strong electromagneticradiation or unstable illumination.

Avoid heavy stress, violent vibration, and immersion during installation.

A WARNING

Safe and stable power supply is a prerequisite for proper operation of the device.

Make sure thatthe ambient voltageis stable and meet the power supply requirements of the
device.

Prevent the power cord from being trampled or pressed, especially the plug, power socket and
thejunction from the device.
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® Fordevices that can be powered by multiple supplies, do not connect them to two or morekinds
of power supplies; otherwise, the device might be damaged.
® Referto the specific user’'s manualfor the power requirements of single device.

VAN

It is recommended to use the device with a lightning protector for better lightning-proof effect.

Transportation Requirements

A\

® Pack the device with packaging provided by its manufacturer or packaging of the same quality
beforetransportingit.

® Avoid heavy stress, violent vibration, and immersion during transportation.

® Transport the device under allowed humidity and temperature conditions. Refer to the technical
parameters for requirements on the transportingtemperature and humidity of the device.

Storage Requirements

A\

® Storethedevice underallowed humidity and temperature conditions. Refer to the technical
parameters for requirements on the storing temperature and humidity of the device.
® Avoid heavy stress, violent vibration, andimmersion during storage.

Maintenance Requirements

A WARNING

® (ontact professionals for regular inspection and maintenance of the device. Do not disassemble
or dismantle the device without a professional present.
® Use accessories suggested by the manufacturer,and maintain the device by professionals.




User's Manual

Table of Contents

FOTEWOIM ...ttt cseese s s ssse s s bbb e s a8 se SRR R e s s ins I
Important Safeguards aNd WarNiNGS ................insssssssssssssissssssssssssssssssssssssssssssssssssssssssns I
T OVEIVIEW ...ttt esss s esse b aas e s s s st s e eSS s ARt s et e bbb ae bt snc 1
ToT INBPOAUCHION ...ttt es bbb bbb st ettt 1
T2 HIGhLIGRLSs...........o st st s s bbbttt b ARttt snas 1

2 Installation and DePlOYM Nt ... iiririnierieiseeiseissisesseisssssssessssassssssssssssssssssssssssssssssssssssssssasessssassssesssssssses 2
2.1 Configuring Single-server DePIOYMENt ............... i isssessssssssssssssssssssssssssssssssssssssssses 3
2.1.1 Configuring Basi C PArameEters ..................ennincnsinnineisinsnsissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 3

2.1.2 Configuring DUl NetWOrK Cards ................ninrnnineinsinsnsissssisssssssssssssssssssssssssssssssssssssssssssssssssssssnns 5

2.2 Configuring Distributed DePIOYMENL............... s sssssass s st st ssstsssassssssssssssssssanees 6
2.3 Configuring HOt STANADY ...t sesesssssssssassssssssssssssssssssssssssssssssssssssssssesssssssesssssssesess 6
2.4 CoNFIGUIING NAHM ...ttt sttt bbbt st st s s st st s s s s s b s s bbb entenbenbensesssssssssans 8
2.5 CoNfigUIING LAN OF WAN ...........coriitiniseireinsississssseisssssssssssssssssssssssssessssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssnes 9
2.5.7 CoONFIGUIING ROULET ...ttt st ssssssssssssssssssssssssssassssssssssssssssssssssssssssssssssssssssnsans 9

2.5.2 Mapping IP or DOMain NAME ...........ininininisisisiseississisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 10

3 CoONfIGUIING BASIC SEUUINGS ...ttt s st s s e s s st s s s s st sanssnsas 12
3.1 Login and Password INItialiZation ...ttt sssssssssssssssasssssans 12
3.2 QUICK GUIAE.......ccoeeeicececeneeeeeseese e assessse s ssse s ssssessessss s et s bbb e e ssessseessesssces 12
BLB S@IF-CRECK ...ttt e R 15
3.4 NEtWOIK CONFIQ........oooeierrisesecetss ettt ssse st ass s s st ssss b ss s es et asn b s ss s s bt s s s saens 15
Bu4. T NIC CONFIG......ireireeeies ettt ssss s s s sss s s bbb as s et b s s s s s b s ssn s s sansssabansanes 15

B4 2 NEEWOIK MOME...........oeeeiceeiectise ittt es st ss b ssse s b ases st ase bbb s st ss bt ase b sasessnsass 16

3.4.3 CoNNECHION DEEECHION. ... ssesse e ese s s s s s s assesassassesassassesaseesses 17

BuA. 4 ROULE SEIUP ...ttt sttt sss s ss s ss s s s s s s ssssassssasessasssssssassnsssenssssnsssssssssssssssssssessesssssssnss 18

3.5 MOAE CONFIQ......oouiiierirrireissisese st ssssssssss s sssssssssssssssssssssbssssssssnsssssssssssssessnssssssessssssessnssssssessssssssssssnes 19
3.5.1 Configuring MaiN/SUD............eeceeei et ss e tssetsse st bt asse bbbt asse s sasetaes 19

3.5.2 Configuring HOt STANADY ...ttt ssssssssssssssssssssssssssssssssasssessansesssnns 20

306 SECUITY SEUUP ...t es e ese s s st s s bR e e s e ssessesssss 20
3.6.71 SSH CONNECHION SEUUP ...ttt ssas s st ssssssssssssssssssssssssssssssssssssssssssssssssssssssans 20
3L6.2ENABIING TLS ...ttt sttt b s a s s s bbb e bbbttt s s s s s R s R s e s s b e beebesbanen 20

3.7 SYSteM MaAINTENANCE ...ttt st s sttt st ssbssbssssessessessessassasssasbasaasssssssssntens 21
3.7.1 BasiC MAINTENANCE ...ttt es s ess s s ass s ss s e sas st st as s ssasasasss 21

372 L 00 ettt s s R st A st At R et etas bt anteae 22
B.7.3UPAtiNG SYSTOIM ...ttt sstsse et s st essessse st ssssssssesasesssssssasessssssessessssasesssssssssessssanes 22

B8 BASIC CONFIG ...ttt sttt sttt b s st A b as bbbt bbbt et es s s senasssesansantans 22




User's Manual

3.8.T ManNQA@iNG ACCOUNT ...ttt sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssessasns 22
BuB.2THME SEUUP ...ttt st e s bR e ettt Re bR bRt e bR b n R e n Rt Rt et s Rt en e benn 23
4 BasiC CONFIGUIALIONS ..........c.ovieeieeieriseeeisiestss st s s sssss s ss st s sssssss s s s s ssssssssssssssssesssssssssssssssssssssssssssssssssnssnssssans 25
4.1 PrEPAratioNs ...ttt st ts s et et e e e e bbb e s e bR bbb e b s et s R bR bas s et enantenn 25
4.1.1Installing and Logging into DSS ClIent ................rnecneneinerineiseseesessseesssessssssessessssssssssesssssesas 25
4.1.1.1INStAlling DSS ClENt ...ttt tes s st st estssssssssasssssssssssassassassansans 25
4.1.1.1.1 DSS Client REQUIFEMENTS ...ttt sessss s ssssssassasssssassasssssessesens 25
4.1.1.1.2 Downloading and Installing DSS Client..................ccccoinnnnenninnensinssssesssssssssssssssenns 25
4.1.1.2 Logging iN 0 DSS ClieNt ...ttt issssssssssssssssssessessessssssssssssasssssasssssons 26
4.1.2Installing Mobile CHIENt ...t ssssssssnsss s sssssssssssesssssens 27
4.2 MaNAQGING RESOUICES ............ovueeereeeinririeenseisesseusssssssessssasessssssssssssssassssessssssssssssssssesassssssssssssssssasssssssssassssssssssssssssasssss 28
4.2.1 Adding OrganiZation ...............cccocvineniernenenesssssssss sttt ssssesssssssssssssssssssssssssssssssessessessessesssssssassassassanses 28
4.2.2 MaNAGING DEVICE...........ieicieeeieieeiseiseisesesests s s ssessssssssssss st st tasessass s ssssssesssssssssssssassaseasessassens 30
4.2.2.1 Searching for ONlINE D@VICES..............iirerninessissnsisssssississsssssssssssssssssssssssssssssssssssssssssssssssns 30
4.2.2.2 INtIAlIZING D@VICES ...ttt ss st sssssssssssssssssssssnsssssessasssssssssssssssssssssans 31
4.2.2.3 Changing DeVice [P AdAr@ss ..............enenenineninisissssissssssssssssssssssssssssesssssssssssssssssssssssssssssons 31
4.2.2.4 AAAING D@VICES ...ttt sttt s sss s ssssssssasssssssssssestesssssessssssssssssssssasssssassassans 32
4.2.2.4.1 Adding Devices ONe by ONe. ... inrnneeessississisessssississsssssssssssssesssssssssssssssssses 32
4.2.2.4.2 Adding Devices through Searching.................nnnnessssissssssseens 33
4.2.2.4.3 IMPOItING DEVICES ...ttt sssssssssssssssssssssssssssasaassssssssssssssassanes 34
4.2.2.5 EAiting D@VICES ........cooeureereereerereiresisisisisisississsssssssssssessessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassassans 35
4.2.2.5.1 Changing [P AAIESS .............cccoiuvrinrinrinninnineinniseesisessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 35
4.2.2.5.2 Modifying Device INfOrmation ................eineincennineiseseiscssisessessssssssesssssssssssssssesas 35
4.2.2.5.3 Configuring Channel Features in Batches ... 37
4.2.2.5.4 Modifying Device Organization................nismssnsssssssnssssisssssssss 37
4.2.2.5.5 Changing DeVvice PassWOrd...............iiiisineieisieiesssssssssssssssssssssssssssssssssssssssssssns 38
4.2.2.6 Logging in to Device WebPpage ... ininiisisisissisississsssssssssssssssssssssssssssssssssssssssssns 38
4.2.2.7 EXPOItING DEVICES............oueereieeieicenrieinseisessesssesssssessssssessessssssssssssssssesasessssssssssssssasssssssssssessssassssesasssnns 39
4.2.2.8 Modifying Device TImMe ZONe.............rireneineisrisiseiessssssssssssisssssssssssssssssssssssssessssssssssssssssssssss 40
4.2.3 BiNAING RESOUFICES...........ocovrreiereieieiesiesiesissassssassas s ss s s s bes s s s ses s s st sssassasses bbb bes s s s ses s sssassassansantas 40
4.2.4 Adding ReCOIING PLaN ...t ssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 42
4.2.4.1 Adding Recording Plan One by ONe ............iicinnninnnssesessssssssssssssssssssssssssssssssssssses 43
4.2.4.2 Adding Center Recording Plans in Batches ...............ininininccsssnenesesssesssssssnes 44
4.2.4.2.1 General Recording PIan..............iiinenneineisiecseiesssissssessessesssssssssssssssssssssssssssssssssssss 45
4.2.4.2.2 Motion Detection Recording Plan ... sssssssssssssssnses 45

4.2.5 Adding Time TeMPIAte. ...ttt ssssssssssssssssssssssssssssssssssssssssssssssssssssssess 47
4.2.6 Configuring Video Retention Pariod.................nncnsnnsiscssssissssisssssesssssssssssssssssssssssssssssses 47

VI



User's Manual

4.2.7 CONFIQUIING EVENLS ...ttt sttt ass sttt bbb bbb ss s s s s sansas 48
4.2.8 Configuring DEVICe ParameEters ..............ineneinninsinsisisisssssisssssssssssssssssssssssssssssssssssssssssssssssssssses 49
4.2.8.1 Configuring Camera PrOPEIties...............orrierenrinninsinnsnsississssssssssssssssssssssssssssssssssssssssssssssssssnns 49
4.2.8.1.1 Configuring Property Fil@s ... ssssstssssssssssssssssssssssssssssssssssssssssssans 49

4.2.8.1.2 Applying Configuration Files ................cneinneinneineensiseissisesssessesssssssssssssssssssssssssens 54

B.2.8.2 VIAEO ... eseese s ese s s ssss s sass e ass s R Rt 57
4.2.8.2.T VIO STr@AM..........ceeeeeeeecceieceeseeseeseesseessesseesa e sassasse s sassessseassessssessesssessssssasesssssases 57

4.2.8.2.2 SNAPShOt STr@aM ...ttt bbb bbbt 59

4.2.8.2.3 OVEIIAY ...ttt bttt st ekt 61

4.2.8.3 AUAIO.........eeerseeisisisstss sttt st st ss b b s s sse sttt b sttt en bbb s s s asaaenan 64

4.2.9 Synchronizing People Counting RUIES ..................rineeneineieieiseneisessiesssesssssssssssssasesssssssssssssses 65
4.3 AAAING ROIE @NA USEY ...ttt sttt ss s s s s s ssssssassssssssasssssassesbastesbessentessssssnsansanes 66
4.3.T AAAING USEE ROIE.........oieiieeseitiss sttt sssessesssssssssssssesssssssssesassssssssssssssssssssssssssssesssssssssnes 66
4.3.2 AAAING USEF ...ttt ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssssenes 67
4.3.3 PassSWOrd MaiNtENANCE. ...t tsseessesse s essessessse s e esse s sas s ssasstssssasesssssssssessssasessses 68
4.3.3.1 Changing Password for the CUIrent USEr .................neerecnensrnnessisssssesssssessssssssssssssssssssenes 68
4.3.3.2 Changing Password for Other USErs................ . ricnicsinneiesinsssisssssessesssssssssssssssssssssssssssssens 69
4.3.3.3 Resetting User PassWOrd .............incsensssssisssssssssssssssssssssssessssssssssssssssssssssssssssassassans 69

4.4 CONFIGUIING STOFAQE. ...ttt ssssase s b ssss s b ssss s sasasssssssssessssasabssssssssessssssssssssssssssns 70
4.4.1 Configuring NEIWOIK DisSK...........ccoerriririrrininrinireisssssissisesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 70
4.4.2 CONFIGUIING SEIVEE DiSK ...ttt ssss s s s s st sass s sssssss s sasssssanssnnes 72
4.4.3 Configuring DEVICE STOFAge...........oeeereeeereseesesese sttt ssssass st s sassssssassssssssssssssssasssssasssnnes 72

5 BUSINESSES CONFIGUIALION ...ttt sttt sttt s bbb ssnaneas 74
5.7 CONFIGUIING EVENLS ...ttt sas st ts bbbt ss s s s ss s s s s s s s e bbbt es b st enbensessnsansans 74
5.1.1 Configuring EVENt LINKAQG @ ...........oviiiniiinenieensiessesesssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 74
5.1.2 Configuring CombINe@d EVENTS ...t issss s sssssssssssssssssssssssssssssssssssssssssssssns 77
5.1.3 Filtering RePetitive AIQrms ...t ssssssssssssssssssssssssssssssssssssssssssssssssssssss 78
5.2 CONFIGUITNG VAP ...ttt ssss s sssesasssssesasssssessssssssssssssssssssssssssssasssesssssasssssssssesssesasesssesasessses 78
5.2, T PreParations ...t sss s sssssssssasssssssssssssssssss s sesses st es st sssssssssssssssassssssssessessensassessnsnes 78
5.2, 2 AAING VAP ...ttt sttt tss s sssssssss s ssssssasssssss s sas s s s sss s s st st sssassasssssassessessessassassessases 78
5.2.3 MArKing D@VICES ...........ovvrirerrirrreirsiseissiseissississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssns 80
5.3 Personnel and Vehicle Management.................ineiessssssssssssssssssssssssssssssssssssssssssssssssssssas 80
5.3.1 Adding Person and Vehicle GroUPS ... ininninenenenesesesessssssssssssssssssssssssssssssssssssssssssssssses 81
5.3.2 Configuring Personnel INfOrmation ...t sssesssssassssssassenss 81
5.3.2.1T AAAING @ PEISON ...ttt sss st sttt bbb s ssss s e sansns 81
5.3.2.2 IMPOorting MUItiple PEISONS.............ovirenrinereiniinrisiseissssssssisssssssssssssssssssssssssssssssssssssssssssssssssssssess 87
5.3.2.3 Extracting Personnel INfOrmMation. ... ssssssssssssssssssssssssssssens 88

Vi



User's Manual

5.3.2.4 Issuing Cards inN BatCh@s...............circneeeseseseststs sttt ss s ass s ssssassassassanses 20
5.3.2.5 Editing Person INfOrMation ..................iincnincnsinenssssssssssssssisssssssssssssssssssssssssssssssssssens 93
5.3.3Vehicle ManagemeENnt ...............inininininisisisisieissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssases 93
5.4 Watch List CONFIGUIAtION ...ttt ssss st s s s st s sass s basssss s sass s sanssnen 95
5.4.T FAC@ WAtCh LISt ..........ooerceicireteieieictsssse et essessesasesssssssssessseasssssssssssssssessessssssesssssssssesasssssssssssasss 92
5.4.1.1 Creating Face COMPAriSON GrOUP............oreiricercsiesinsinsinsisstssssssssssssssssssssssssssssssssssssssssssesssssessasens 2
5.4.1.2 AAAING FACES...........ooeeeeeeeeeeseses sttt sss s s sss s st st sassassassas s bes s s ses s ssssss s sssansassansanens 97
5.4.1.3 AIMING FACES ...ttt ssessesse s ssasse st s assassssssssssssesssssssssssssssssssssesssasessssssssens 98
5.4.2VeRicle WAtCR LiSt ...ttt assessesssesse s sssessessessesassssssssesssssssasesssssssssesas 99
5.4.2.1 Creating Vehicle ArmiNg GrOUP.............iriiinininninsinsinsinsississssssssssssssssssssssssssssssssssssssssssssssssssssssssns 99
5.4.2.2 AddIiNgG VERICIES............oirrecieeineieeseistseiseiseississtssessesasesssssssasssssssssssesssssssssssssessesasssssssssssessssaes 100
5.4.2.3 ArmiNgG VERicles...............eeeecseteeteetestsetsstssssssssssss st tss st ssssssssssssssssssssssssssssssassassassassestons 100

5.5 ACCESS CONTION ...ttt saseesse e sssessse s ssss s s et s st s bbb e s e bs s s nsseenn 101
5.5.T PrEPArAtioONS ...ttt st ssss st ss st sssasses s ss st s s e e s s e s s s st s esasben st s s sassasassenastenans 101
5.5.2 CONFigUIING DOOK GFOUPS .........coovererriererriseersissessesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssanes 101
5.5.3 Configuring Access PErmiSSiON GROUPS ............c.ccocvmuereerriniensisnsesssssssnsssssssssssssssssssssssssssssssssssssssssssssssseses 102
5.5.4 Configuring PUDBIIC PQSSWOIAS ...ttt sstesissssssssssssssssssssssssssssssssssssssssssssssssssessssssssssens 103
5.5.5 ANtI-PASSDACK ...ttt st a st a s s s s sttt 103
5.5.6 SYNCArONIZING RECOTS ...t isssssissssssssessssssssssssssssssssssssssssssessssssssssssssssssssssssssssssss 105
5.5.7 Configuring Time T@MPIAtes.............ireininsnssisscssssssss st sssssssssssssssssssssssssssssssssssssssanes 106
5.5.8 Configuring Holiday PIanSs.................irinereesessisessissssstssssssss st ssssssstssssssssssssssssssssssssssssssssssassssssanes 106
5.5.9 Configuring Access CONTIOI DEVICES ..............rrvrecneenseneessisssstssssstsssssssssssssssssssssssssssssssssssssssssssnssnes 107
5.5.10 Configuring Door INfOrMatioN ...ttt essssssssssassassans 108
5.6 VIdEO INTEICOM ...t ssse s ssse s ssssasses s s s s bas s bas et sss e e sssesssesssens 110
5.6.T PrEPAratioNs ..ottt tsssssesssss s s sssssssssssssssssssssssssssssssssssssessssessesssssssssssssssssssssssssssessasnsns 110
5.6.2 Call MaNAg@@MENT ...t ssesssass st st sss s ss s ssssssssssssssssssasassssssssssssssses 110
5.6.2.1 Configuring Call GFOUP ...ttt sss s s sssss s sassssssassasssanes 110
5.6.2.2 AddiNg ManN@Ager GIOUP ..........c.ccerrureuuremernneusssesssessessessessesssssssssssssessssssssssssssssssssssssssssassssssssssssssssassssses 111
5.6.2.3 Configuring RElation GrOUP ...............ieieieicississesesessessesssssasssssssssss s s sssssssessessesssssssanes 112

5.6.3 Configuring BUildiNG/URit..............covirinrinennininninnineissssisssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 113
5.6.4 SYNCArONIZING CONLACES..........ocvvrierriseecissseesseess sttt s ssssssssssssssssssssssssssssesssssssssssassssnsanes 114
5.6.5 Setting Private PasSWOKd ... ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 114
56,6 APP USEE ........eeieeeeetreeeseseseastsast st sse st s sttt st s a st s st st st s st a st a st e s et b st sesst st st asttane 114
5.7 ViSitor MAnagemENt ..............oeeieineieineinneseuneisssesssssssssessssssssssssssssssssssssssssssssssssssssesassasssssssssssesassssssssssssssesssssss 115
5.7 T PrEPAratioNs ...ttt bbbttt a e s s bbb e R R an st as 115
5.7.2 Configuring ViSit SEHINGS .........cccovvvririrririreieinisnineseisessisssssississsssissssssssssssssssssssssssssssssssssssssssassssssssss 115
BB PArKiNG LOt ...ttt st ss s ssss s s s s s s s s bsss s b s sess s sassssn s sssassnsssssesssssnsens 117

Vil



User's Manual

B5.8.T Preparations ... sessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssessssens 117
5.8.2 Configuring Parking Lot ...............coovvirineinrinensissssinsssssssissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 117
5.8.2.1 Basic INfOrMAtioN ...ttt tssesass s s bbb bbb saseaasesas 117
5.8.2.2 EVENt PArameEter ...t ssssssssessessesessesessessessssssassassassassas 121
5.8.3 Managing VERicle GrOUP ............ccoveerireineenrieineieisessessesasesssesssssessssssssssssssssessssssssssssssssssssssssssssssssssssssssesas 123
5.9 INtIlIGENT ANQIYSIS ...ttt sss st b asebsssssssse s ssssbsssasessesasasssssssasessssasssns 123
5.9.1 People COUNLING GROUP ...ttt ass s st asssssassassss s sss s ses s bes s sesssssssassassassassssssssesses 123
5.9.2SChedUI@A REPOTt...............ooeeeeeeeeeeeeests sttt bbb bbb bbb s s e b e sas b sas 125
6 BUSINESSES OPEIALION ...ttt st et b e as s e bt en st es bbbt as b e s et en et s sasantann 126
6.7 MONITOFING CONTET ...ttt s b sttt s se s bbbt ssnssnssssssssssens 126
6.1.T MAIN PAQE.........ooiieerieieieisetseiesississtssessesaseas st sssessssasesss st assbsstasessesas s b asse b s asebsssasessebasesssssesasessssssessess 126
6.1.2Vid@O MONITOKING ...ttt ss st sttt bbb bbb st sss s sassansansns 127
6.1.2.T VIieWIiNG LiVe VIA@O............ecsteeeestessesssessssssassas st sssessssssssssssssssasssssassasssssassassassanes 127
6.1.2.2 VIBW.....oeeieiieieiseteisstsetsesseasessessessa sttt s sssssssssssssasasssssssssssbassassassssssssssssssssssssssssssssassassses 138
6.1.2.2.1 Creating VI@W ...ttt ississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 138
6.1.2.2.2 VIEWING VICW........oeriieiereresisisesss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 139
6.71.2.3 FAVOKIEES ...t cnsena s s sssessseassessssassessssessesssssssessssesssssaseassssasesssesssesssesssesssesssesass 140
6.1.2.3.1 Creating FAVOTIES............cccoviinerinericnicisesiesss st ssssssssssssssssssssssssssssssssssssssssssssssssssssssess 140
6.1.2.3.2 VIeWING FAVOKITES ...ttt ssssssssessssssssssssaseasessessssssssssssseses 141
B.T.2.8 PTZ...... ettt a sttt s s ettt sttt bttt 141
6.1.2.4.1 CONFIGUIING PrESEL...........ooeeeeeecreesee sttt sttt st s s ssssssssssssssssssssssssssnsans 141
6.1.2.4.2 CONFIGUITNG TOU ...ttt sss st s sssssssasssssssssasssssasssssssssssssnsssssessanssssans 142
6.1.2.4.3 Configuring Pattern ...ttt sss st sss s sssssssssnes 143
6.1.2.4.4 Enabling/Disabling Pan ................iininieisneseeisssssissssssssssssssssssssssssssssssssssssssssas 144
6.1.2.4.5 Enabling/Disabling WP er .............cecneciecineeieeesessessessesssessesssssssesssssssessessnes 144
6.1.2.4.6 Enabling/Disabling Light ...t ssesseseassessssasesseenes 144
6.1.2.4.7 Configuring Custom COMMANM............cccocerirrerrinrrneensiensssisssestsssssesssssssssssssssssssssssssssssssssns 145
6.T.2.4.8 PTZ IMENU...........oecieeeeeeees et ssessessesssssss s s s s s essesssss s ssssssssssssssssssaseaseasessensessasesns 145
6.1.2.5 FiSheYe-PTZ SMArt TrACK ..o sssassissssessessssssssssssssssssssssssssssssesssssssssssasses 147
6.1.2.5.1 PreParations ... sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssoss 147
6.1.2.5.2 Configuring Fisheye-PTZ Smart Track ..........c.ccccouvenrerrnnineneinnensinssseusssssessssssssssssssssns 148
6.1.2.5.3 Applying Fisheye-PTZ Smart Track............cccuvrererenenennennensinsensinsesssnssssssessessessesssssssssssens 149

6. T.BPIAYDACK ...ttt s s s s 150
6.1.3.1 Page DESCrIPLION ...ttt s sastsssssssasesssssssssessssasssssssssssesasssssssssssess 150
6.1.3.2 Playing Back RECOFAINGS..........ccovuriririneieiniinsisiseissssissssssssssssssssssessssssssssssssssssssssssssssssesssssssssssssses 151
6.1.3.3 LOCKING VIdEOS...........covrieriireireinniiseieissississiseisssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 154
6.1.3.4 TAQQGING VIA@OS..........coverrieieirninisesssseess s sssssssssss st ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess 156




User's Manual

6.1.3.5 Filtering ReCOrdiNg TYPE ..........ccoienrireneinineineiseississsissisesssssssssssssessssssssssssssssssssssssssesssssssssssssssssses 157
6.1.3.6 ClIPPING VIAEOS...........orriieieressisessississ st ssss st sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess 158
6.1.3.7 SMAIt SEAICH ...t s st b s aens 160
6. 1.4 MaP APPLICAtIONS ...t ettt e st a s s bbb s bbb s s n et s aen 162
6.1.5VIdEO Wall..........coooiiicereecreiceseisseseisesseas et sssessssssesse s ssassbsssasessesastassbsssasessssasessesssssssssssassssesasessssssssess 164
6.1.5.1 Configuring Vid@o Wall ................eeessss sttt asssssssssssssssssssssssssssssssesssssnses 165
6.1.5.1.1 Pag@ DESCHIPLION ...ttt sssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssees 165
6.1.5.1.2 PreParations ...t issss s sssssssssssssssssssesssssssssssessssessssessssssessssessssessass 166
6.1.5.1.3 Adding Video Wall ... ssssstsssssssssssssssssssssssssssssssssssns 167
6.1.5.1.4 Configuring Video Wall Display Tasks............c.ccoccoruomeurrrenrnrinnensinnensenssnsessssssnssssssssssssssenns 168
6.1.5.1.5 Configuring Video Wall PIANs .................iinininnissississsssissssssssssssssssssssssssssssssses 169
6.1.5.2 Video Wall APPlIiCations ...ttt tsstssasssss s ssssssssssss s sessssessessessanes 171
6.1.5.2.1 INSTANt DISPIAY.........coccvvirirririreiriseseietse st isssssssssssssssssssssssssssssssssssssssssssssssssssssasesssssns 171
6.1.5.2.2 Video Wall Task DiSPIay.............ccccouvrrrrrrrnnrnrinnineinsissensisssssisssssssssssssssssssssssssssssssssssssssssssssssans 172
6.1.5.2.3 Video Wall PIan DisPlay ...............coovririnrinrineineineinsineinenesenesesssssessssssssssssssssssssssssssssssssssssss 173

6.2 EVENT CONTEN ...t e e e e ettt aens 173
6.2.T REAI-TIME ALAIMS ..........corecce e esessses s s s s s s s s sas b sas s sas s sasesans 174
6.2. 2 HISTOFY ALAIMS ...ttt sssssssssssssssssssssbsssassssesssssssssssssessssssssssssssssesssssssssesssssssssssssess 176
6.3 DEEPXPIOIE ...ttt st bR R AR AR e bbb s R s R s R s tas 176
6.3.1 S€arching fOr RECOKMS ...t sssssss s st s st sssss b s s bssssssssnsasess 176
6.3.25€arching fOr PEOPI..........eeeecres sttt st s s s s st sanen 178
6.3.35€arching fOr VERICIES............eceeere sttt sttt s s s s s s s ass s saees 180
6.4 ACCESS MaNAGEMENT ...ttt seseesesstsesessasassasssssssssssssssssssssssssssssssssassssstsssssssssssssssssssassssns 181
6.4.1 Access CONLrol APPLICAtioN ...ttt ses s 181
6.4.1.71 VIEWING VIAEOS ...ttt isssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 181
6.4.1.2UNIOCKING DOOK..........ooireererererisisisisisiseississississassasssse s s sssssssssssssssssssssssssssssssssssssssssssssasssess 183
6.4.1.3 LOCKING DOOK..........oirieireereireinesesisisisisisssssssissssssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 184
6.4.1.4 Viewing EVENt Details ...ttt ssessssssssssssssasssssssssssssssssssssssasens 184
6.4.1.5 Viewing Access CONLIOl RECOIAS ... s s s s sss s ssssessssanees 185
6.4.1.5.1 ONIINE RECOKAS ..ot sseessessseessesssessseassessssessessasesssesasssssssasesssesasesnss 185
6.4.1.5.2 OffliN@ RECOKAS ...........coniemeeeeee ettt sssetssessse s s bbb es s baseaase 186

6.4.2 Video INtercom APPLICAtioN............ et ettt e s aen 187
6.4.2.71 CAll CONTEN ...ttt s e se s es s bbb s bbb st sase s asesesn 188
6.4.2.2 RElEaSing IVIESSAQES .............cocurruneiremrisiuseiesssissssssssessssasssssssssssssssesssssssassssssssssssssssssssssssssssesssssssssssasess 191
6.4.2.3 Video INtercom RECOIAS ..............eeeceeeceencemeennecsetaneesseessessssessessssassessssassesssssssesssesssesssssnes 192
6.4.3 VisSitor APPLICAtioN ...ttt bbb st sas s sas 192
6.4.3.7T PreParations ...ttt tss s sss s sssesssesas s s s ssssssessssessssessasssssssssessssessssessessssessssones 192




User's Manual

6.4.3.2 ViSitor APPOINTMENL ... ssssssss s sssssssssssssssssssssssssssssssssssssses 192
6.4.3.3 ChECKING IN........cocecsns ettt bbb sss s s s s s s s st s b s ssn s ssssssn b sssess 194
6.4.3.4 Checking OUL ...ttt isssssassasesse s ssss s sas s st ssssssssssssssssssassassasssssssssssssess 197
6.4.3.5 Searching for ViSit RECOKS................cooereierinetnsineesstssssstsssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 197

6.5 ParKiNG LOt............ciiicieeireicerisisseieisesse ettt esse s ssssssstssessesasesssssssssessssasesssssssssassssssessesasssssssssassssesasssssssesssssnes 197
6.5.1 Entrance and EXit MONIEOFING ...ttt sssssssssssssssssssssssestestessesssssesssens 197
6.5.25€arching fOr RECOKAS ...t sttt bbbttt ses st 199
6.5.2.1 Searching for ENtrance RECOIAS.................enrnninenninsnsinsssessssssssssssssssssssssssssssssssssssssssses 199
6.5.2.2 Searching for EXit RECOKAS .............o.eeinrencinnisessisssississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 199
6.5.2.3 Searching for FOrced EXit RECOKAS ...t sssssstss s sssassssssssssssens 200
6.5.2.4 Searching for Capture RECOIAS ...............irinrineinneinessssisssissssssissssssssssssssssssssssssssssssssssessssssses 200

6.6 INTEIlIGENT ANQNYSIS ...ttt s bssasse s st b ssase b sssessssassssebssasssssssassasns 201
6.6.T PEOPIE COUNTING ...ttt sttt b ssssbssssssssesssssssssssssassssssssssbsssssasssssssssesssssssssssssess 201
6.6.1.T REal-HIME COUNL ...ttt st ss s s s tb et a bbbttt 201

6.6. 1.2 HIiStOrical COUNL ...ttt ssess s ass st sa s ass s sasesss s sasens 202

6.6. 2 HEAL IVIAPS ...ttt sttt ss sttt ettt st sttt s bbbttt s astasseen 203
6.6.3 IN-area PeoOPI @ COUNLING ...ttt sttt bbbt sss s st sasssssassssssssenens 204

7 GENEKal APPLICALION ...ttt sttt st s bbb s e tas 206
7.1 TArget DEEECHION ...ttt st s st ss s as st bbb bbb b st st s st st ssbasbaseasen 206
71T TYPICAI TOPOIOGY ...ttt sssssssssssssssssssssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 206

T 1. 2Pr@PAratioNS ...ttt ettt s st bbb e e s bbb s AR bbbt e e s et s s tesaerasbenn 206
7. 1.3 LIive Target DEt@CioN ...t st st s s sss s ssn s sss s sssssssssssssssssssssns 207
7.1.4 Searching for Metadata SNapShoOts ...t sesaens 207
T2 ANPR.......ooeeceeieeteeie et sas e assesss e s ssse s s bR R SRR SRR 208
7. 2.1 TYPICAl TOPOIOGY ......cooeriieiiriiiireiseissississississssssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 208
7.2 2 Pr@PArations............ccoooveieeeeieteeeteestse sttt tes st es st es s bes et s bt as e s e st e e s et en Rt bt et b e en et s R sassenasbenn 208
T.2.3LIVE ANPR..........erererere sttt st bbb st 209
7.2.4Searching for Vehicle SNapshot RECOTAS..............iniinncineinneissinssississesseissssssssssssssssssssesasesases 209
7.3 FAC@ RECOGNITION ...ttt sttt bbb b s s s s s s s e s bbbttt es b s s s senansansaen 210
7.3, T TYPICAl TOPOIOGY ...t ississssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 210
7.3 2 Pr@PArations ...ttt as st es st ss st s st b e es s s et e et e b en s bbbt r et en et n e tanbenasbenasbenn 210
7.3 3 AIMING FACES ...ttt sttt sss s st st s e st e bbb sse s sss s ssassssnens 211
7.3.4Live FAaCe RECOGNITION ...ttt ssss s st sss s s ssnsss s sss s sssssssssssssnens 211
7.3.55€earching for FAce SNAPSIOLS ...ttt ssass s s s s sass s sanees 212

8 SYStEM CONFIGUIALIONS ...ttt sttt bbbt s bsss st base s b s s bbb bass s bassssebsnsasasns 213
8.7 LiceNS@ INFONMALION ...t sse s ssse s s es bbbt sssesane 213
8.2 SYSTOM PAra@mELErs ...ttt ettt sttt st sttt sttt seen 213

Xl



User's Manual

8.2.1 Configuring SecUrity Parameters ... iieininnineneissssisssssisssssssssssssssssssssssssssssssssssssssssesss 213

8.2.2 Configuring Retention Period of System Data ..............nnnninennineneisnsssssssssssssssssssssens 214

8.2.3 Time SYNChIONIZAtION ...ttt s bbb sttt e s bbb s ses 214

8.2.4 Configuring EMaQIl SEIVEN ...ttt sss s sssssss st ssssasssssssssssssssssssssssnsssssnsas 216

8.2.5 Configure Device ACCeSS ParamMeters...............inrineiinecinsiississsssssssssssssssssssssssssssssssssssssssssssesssssses 217

8.2.6 REMOTE LOQ ...ttt ssss s sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssens 218

8.2.7 Configuring Push Notification and Certificate for APp ..........ceeeecnenenesesenessssssssessesnns 218

8.3 BACKUP QN RESTOK ...ttt st ss st ettt as st bbb s bbbt e basbantas 219
8.3.T SYSEEM BACKUP ...ttt st sttt bbb bbb s s s sa s s sssssssns 219

8.3. 2 SYSEOM RESTOT ...ttt ettt bttt s sttt b st an b aes 220

O MANAGEMENL ...ttt ssesstsssass s st st sssstsssssssssssssesssssssssassssssssssstsssssassssssssssssssssasssssssssssssssssssssssssssssses 222
9.7 MANAGING LOGS ..o issssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssssssssssessssesssses 222
0.T.T OPEIAION LOG ...ttt ssessessessessesse st stsasstsssssssssssssssssssssssssssssaseasessessassasssnsens 222

0.1, 2D @VICE LOGQ ...ttt sttt sttt s st st st sttt s bbbt s s st ssa st anens 222

0. T 3 SYSEOM LOG ...ttt s sttt st sttt bbbttt st e seen 222

0. T 4 SEIVICR LOQ ...ttt sttt s s st st st st bbb st st asnsanens 222

9.2 DOWNIOAAING VIAEOS ...ttt s s ssssssssssssssssssasssssssssssssssssssssssessessessessssssssssssassassasses 223
9.3 CoNfiguIiNG LOCAl SELUINGS .........coooviee sttt s bbb st ss s s s s et assassan s ses 224
9.3.1 Configuring GENEral SELHNGS ...ttt ssssssssssssssssesssssssssessssss 225

9.3.2 Configuring ViId@O SEUINGS ...t sssssssssssssssssssssssssssssssssssssssssssssssssasses 226

9.3.3 Configuring Video Wall SEHHNGS ...t ssssssssss s sssssssssssssssssssssssssssssssses 229

9.3.4 Configuring Alarm SEEHNGS ...ttt st s s s s st s s s s st s sanees 230

9.3.5 Configure File StOrage SEtUINGS ...t sttt ss st sesssssessos 232

9.3.6 VIieWing SROICUE KQYS ..........oiiiirieineisiseineiesississsseiesssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssssssnss 233

9.4 Playing LOCal VIdEOS.............ovririnnirereieinsinsiseiseisssississsssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 233
9.5 QUICK COMMANMS.........coeeiereccreceeieeeese e es s ess s st as s sas st ss bt s s s s s s sase s s e s assesacs 235
Appendix 1 Service Module INErodUCHION ... asssssssssssssssssssssssssssssssssssssssssanes 237
Appendix 2 Cybersecurity ReCOMMENAAtIONS ... eeneesseeseesessesssessessssssessssessesssesssessaes 239

Xl



User's Manual

1 Overview

1.1 Introduction

DSS General Surveillance Management Center is a high-performance security management platform
based on LinuxOS and pre-installed DSS software. It provides higher performancein the low-end
and mid-end market, offering a reasonably low price for a highly efficient and carefully designed
system.

1.2 Highlights

® EasytoUse
All-in-One, plug & play.
® (Cost-effective
¢ One-time payment for hardware and whole software capacity.
¢ Lower price per channel.
® Stable and Reliable
¢ Linux OS based design with high efficiency and reliability.
¢ Less maintenanceinvestment.
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2 Installation and Deployment

The system supportsstandalone deployment,and LANto WAN mapping.
Standalone Deployment

For projects with a smallnumber of devices, only one server is required.

Figure 2-1 Standalone deployment

Network
Cable

DSS

2
- &
v ‘@ oo - . w
IPC  PTZ Camera PTZ Camera NVR VTO Access Controller
LAN to WAN Mapping

Perform port mapping when:

® The server ofthe platform and devices are on a local area network, and the DSS client in onthe
internet. To make sure that the DSS client can access the platform server, you need to map the
platform IP to the Internet.

® The platformison alocal area network, and the devices are on the Internet. If you want to add
devices to the platform through automaticregistration, you need to map the IP address and
ports of the platform to the Internet. For devices on the Internet, the platform can add them by
their IP addresses and ports.
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The configuration system does not differentiate service LAN ports and WAN ports. Make sure that
the WAN ports and LAN ports are the same.

2.1 Configuring Single-server Deployment

Configure the basic settings for each server before deployment.

2.1.1 Configuring Basic Parameters

Procedure
Step1  Turnonthe platform,andthen click Network.

Figure 2-2 Network

Step2 Onthe Select Port drop-down list, select the port that is connected to the network card
you want to configure, and then on the Default Port drop-down list, select the default
network card of the platform.

Step3  ConfigurethelP address, subnet mask, default gateway, and DNS, and then click OK.

The platform will automatically restart.




User's Manual

Figure 2-3 Network settings

Network Settin

2

[, |

Network Mode: Load Balance

Select Port; LPort it

++ Add Bound Port.

5. | Preferred DNS:

i i

Alternate DNS:

Default Gateway ‘ L

Step4  Go to https://IPaddress that you configured/config in the browser.
L1

For first-timelogin, follow the on-screen instructions to set a password, security questions,
and time zone.
Step5 Configure network parameters.
1) Select Quick Guide > NIC Config, or Network Config > NIC Config.
2) Configurethe parameters,and then click Apply and Restart.

11
Default network card and its parameters have been configuredin step 2 and 3.

Table 2-1 Network card parameter description

Parameter Description

® Multi-address

Multiple network card (hereinafter referred to as NIC) mode. You can
configure different network parameters for different NIC to access to
multiple network segments and achieve high network reliability. For
example, ISCSI storage expansion solution. When setting ISCSIstorage
expansion, NIC 1 can be used for communication, NIC 2 is reserved and
NIC 3 and NIC 4 can be used for ISCSI storage.

® | oadBalancing

Select NIC Mode

Multiple NICs shareoneIP and work at the sametimeto sharethe

network load, providing greater network capacity than the single NIC
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Parameter

Description

mode. When one of them fails, the network load will be re-distributed
among therest NICs to ensure network stability.

® Fault-tolerant
Multiple NICs share one IP. Normally, one of them works. When the
working NIC fails, another one will automatically take over the job to
ensure network stability.

® Link Aggregation
Bind NICs so that all thebound NICs work at the same timeand share
network load. For example, bind two NICs and set multi-address for the
othertwo NICs. Then the server has three IPs. The bandwidth of the two
bound NICs is 2K and the other two are 2K respectively. This is
applicable to stream forwarding, not storage.

Add Network Card

When the NIC mode is fault tolerance, load balance or link aggregation, you
need to add network card.

Select NIC to bind. You can bind 2 NICs as needed.

Network Card
Config

After NIC is selected or added, its information will be displayed.

MAC Address

Displays the MAC address of the server.

IPv4

After selecting anetwork card, you can set its IP address, subnet mask,
default gateway and DNS server address.

IPv6

Enable IPv6 and configure the parameters to connect the platformto an
IPv6 network, you can add devices with IPv6 address to the platform.

Default Network
Card

Select the default NIC. This NIC will be used as the default NIC to forward
data package between non-consecutive network segments such as WAN or
public network.

Step6  Set servertimezoneandtime.

1) Afterrestart completes, login to the configuration system again, and then select Basic

Config > Time Config.

2) Configurethe parameters,and then click Application.

Table 2-2 Parameters description

Parameter Description

Time Zone Select time zone of the server.

Date/Time Click the box to select the date and time.

Sync PC glleclfjsslr):rglc PC to synchronize the time of the server with the computer you

2.1.2 Configuring Dual Network Cards

Two network cards are usually used for network segmentation. For example, the platform and

devices are on two different network segments. You can login to the platform through the IP

address of the default network card, and the platform can access devices through another network
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card.

Prerequisites

Set the network card mode to multi-address mode, and then configure the parameters of each
network card. For details, see "2.1.1 Configuring Basic Parameters".

Procedure
Step1  Go to https://platform IP address/config in the browser.
Step2 Entertheusernameand password, and then click Login.
Step3  Select Network Config > Network Mode, and then select Dual NIC.
Step4 Onthe Local IP 2 drop-down box, select the IP address of the other network card, and
then click Apply and Restart.
Figure 2-4 Dual network cards mode
[Network Mode
Appty e Restat

Related Operations

In dual network cards mode, you can configure LAN and WAN mapping for the default network card.
For details, see "2.5 Configuring LAN or WAN".

2.2 Configuring Distributed Deployment

2.3 Configuring Hot Standby

Configure hot standby server so that when the main server fails, the spare server can take over the
job and ensure system stability.

Prerequisites
® (Connect network cables.
¢ Use network port 1 as business network port, and then configurean IP address on the
business network segment for the network port 1. Connect network port 1to thesame LAN
via switch, and thevirtual IP address and the one of network port 1 need to be in the same
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segment.
¢ Take network port 2 as heartbeat network port, which is used to keep data from both servers
in synchronization. Configure an IP address for network port 2 that is on another network
segment than network port 1, but the IP address of network port 2 of both servers need to be
in the same network segment. You can check and configure the IP address of network port 2
on the config system.
® The network modeis setto multi-IP mode. For details, see "3.4.1 NIC Config".
® NTP time synchronization has been enabled on both servers. For details, see "8.2.3 Time
Synchronization".
® Preparean IP address thatis not used in the business network segment. After the configuration is
complete, you can access this IP address to access the platform.
® Hotstandbyis the synchronization of the databases of the two servers. If you need to change any
configuration that does not involve the databases, such as a port number, you must make sure
this port number is the same on both servers.

Procedure

Step1 Login tothe Config system.
Step2  Select Mode Config > Hot standby.

Figure 2-5 Hot standby

Hot standby

Make sure config passwords of host and spare are identical, otherwizse data sync and fallure switch may fail

Step3  Configurethe parameters.

[0

The NIC mode must be Multi-address for hot spare to work normally. For details, see "3.2

Quick Guide".
Table 2-3 Hot standby parameter description
Parameter Description
Virtual IP A.fter setting virtualIP, it can have access to platform via the
virtual IP.
Mask It is in accordance with the mask of network port 1.
SparelP IP address of spare server network port 1.
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Parameter

Description

Spare beat IP

IP address of spare server network port 2.

Spare config username

Spare config password

The login username and password of spare server Config system.

[

® The login password to Config system of the main and spare
servers must be the same.

® The password cannot be changed after hot standby is
configured.

One-key Check

Click One-key Check to confirm username and password.

RemoveHot Spare

After clicking One-key Check and the platform indicates
everythingis OK, you can click this button toremovethe hot
spare configuration.

If you need to completely remove the hot spare configuration,
you need to click this button on the main server first,and then on
thespareserver.

A

For this operation, you must access the LANIP addresses of the
servers.

Step4  Click Apply and Restart.

2.4 Configuring N+M

Onthe mainserver, enable the sub server,and then create the sub-standby relationship.

Prerequisites

® The relevantservers have been well deployed.

® The DSS client has been installed. For details, see "4.1.1 Installing and Logging into DSS Client".

Login tothe DSS client of the main server.On the Home page, click > System

2) Select Standby Server for Server Type, and then click OK.

Procedure
Step1
Deployment.
Step2 Click B
Step3  Click Bl toenable thesubservers.
Step4 Configurea standby server.
1) Click ] ofasubserver.
Step5

Configure the sub-standby relationshipin either of the following ways.

® Go tothe Configure Server interface of the sub server to select a standby server.
1. Click B ofa subserver.
2. Onthe Select Standby Server(s) interface, select one or more standby servers.
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Figure 2-6 Select a standby server

9 Server Configuration

Server Name: IP Address:

Selected (1)

3. Click OK.

® Go tothe Configure Server interface of the standby serverto selecta subserver.

1. Click 1 ofa standby server.

2. Onthe Select Sub Server(s) interface, select one or more sub servers.

You can click to adjust the priority.
3. Click OK.

2.5 Configuring LAN or WAN

2.5.1 Configuring Router

If the platformisin a local network, you can visit it from the public network by performing DMZ

mapping. For the list of the ports to be mapped, see the table below.

Table 2-4 Port matrix

Function Port Service Must be Mapped
80 (nginx http) HTTP No
443 (nginx https) HTTPS Yes
1883 (MQ service
PC client login mobile App MQ-mqtt Yes
. (encryption)
connection)
61616 (MQ servicePC | MQ-openwire
. . . Yes
client connection) (encryption)
9100 (MTS service
RTSP) RTSP Yes
Live video
9102 (MTS service
RTSPS) RTSP overTLS No
9320 (SS service RTSP Yes
RTSP)
Playback
9322 (SS service
RTSP TL N
RTSPS) SP overTLS o]
ANPR flOOOO-SOOOO (PTS RTP Yes
image stream)
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Function Port Service Must be Mapped
5080 (SC service) SIP registration (UDP) | Yes
Video intercom 20000-30000 (SC Audio stream
. dio st ) forwarding port Yes
service audio stream (UDP)
Redirection of
) 9005 (admin service) automatic No
Automatic registration
registration
9500 (ARS service) Dahua sgcond— Yes
generation protocol

e

® Make surethat the number ofthe WAN ports is consistent with that of the LAN ports.

® Youcan configure LAN and WAN mapping and dual network cards mode at the same time. For

how to configure dual network cards, see "2.1.2

Configuring Dual Network Cards".

Figure 2-7 Topology of deploying LAN and WAN mapping and dual networks cards

WAN
Login through

Dahua
devices

Login Emugh

domain name Auto

domain name

LAN A

Network card 3
A

Directly connected

¥ y
1P

Network card 2

T

IF

NVIF

Router (port mapping)

registeration

Port
forwarding

Login
‘ihmugh

P PC Client

Router (port mapping)

LAN B

Part forwarding

¥
Devices Devices

2.5.2 Mapping IP or Domain Name

If the platform is deployed in a local network, you can map the IP address of the server to a fixed

10
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WAN IP or adomain name, and thenlog in to the server using the WANIP or domain name.

Procedure
Step1 Login tothe Config system.
Step2  Select Network Config > Network Mode.

Figure 2-8 Network mode

Network Mode

Select Network Mode

Sarvica Part Config

Senice Service Type Port Operavon

Reuter Conlig

Step3  Entera fixed WAN IP address or adomain namein the Mapping IP | Domain box, and then
click OK.

1

® [fyouwant tousea domain name, you need to make related configurations on the
domain nameserver.
® The DNS information of the network card must be the same as the domain name
server.
Step4 Click OKand then the services will restart.

11
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3 Configuring Basic Settings

Login to the Config system (configuration system) to quickly configure network parameters, basic
parameters, safety parameters,as well as system update and self-check.

3.1 Login and Password Initialization

Procedure

Step1  Go to https://DSS platform IP address/config in the browser.
The password resetting interfaceis displayed.

Figure 3-1 Reset password

Question 1:  Who is your favorite singer?

* Answer 1

Question 2: | Which is your favorite flower in spring?

= Answer 2:

Question 3: | What is your father's name?

* Answer 3
Step2 Entera passwordand confirmit,and then click Next.
Step3  Set security questions,and then click Next.
Step4 Configurethetime andtime zone, and then click Finish.

Service is restarted and you need to login to the system again.

3.2 Quick Guide

Onthe Quick Guide interface, you can quickly configure network settings,and LAN to WAN
mapping.

Procedure
Step1 Login tothe Config system, and then select Quick Guide > Network Card Config.

12
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Select NIC Mode

Metwork Card Config

IPvE

Figure 3-2 Network card configuration

Step2 Configurethe parameters.

Table 3-1 Network card parameter description

Parameter

Description

Select NIC Mode

® Multi-address

Multiple network card (hereinafter referred to as NIC) mode. You can
configure different network parameters for different NIC to access to
multiple network segments and achieve high network reliability. For
example, ISCSI storage expansion solution. When setting ISCSIstorage
expansion, NIC 1 can be used for communication, NIC 2 is reserved and
NIC 3 and NIC 4 can be used for ISCSI storage.

Load Balancing

Multiple NICs share one IP and work at the sametimeto sharethe
network load, providing greater network capacity than the single NIC
mode. When one of them fails, the network load will be re-distributed
among therest NICs to ensure network stability.

Fault-tolerant

Multiple NICs share one IP. Normally, one of them works. When the
working NIC fails, another one will automatically take over the job to
ensure network stability.

Link Aggregation

Bind NICs so thatall thebound NICs work atthe same timeand share
network load. For example, bind two NICs and set multi-address for the
other two NICs. Then the server has three IPs. The bandwidth of the two
bound NICs is 2K and the other two are 2K respectively. This is
applicable to stream forwarding, not storage.

When the NIC mode is fault tolerance, load balance or link aggregation, you

Add Network Card | need to add network card.
Select NIC to bind. You can bind 2 NICs as needed.
gs:/f\;;)rkCard After NIC is selected or added, its information will be displayed.

13
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Parameter Description
MAC Address Displays the MAC address of the server.
IPva After selecting anetwork card, you can set its IP address, subnet mask,

default gateway and DNS server address.

IPv6 Enable IPv6 and configure the parameters to connect the platformto an
IPv6 network, you can add devices with IPv6 address to the platform.

Select the default NIC. This NIC will be used as the default NIC to forward
data package between non-consecutive network segments such as WAN or
public network.

Default Network
Card

Step3  Click Apply and Restart.
Step4 Login tothe Config system, and then select Quick Guide > Network Mode.

Figure 3-3 Network mode

Metwork Mode

WAN Mapping
Mapping IF Condg

Step5 Configurethe parameters.

Table 3-2 Network mode parameter description

Mode Parameter Description

The platform will only use the default network card, and you
Single NIC can only access the platform through the IP address of this
network card.

If the platform has more than one network cards, you can
configure an additional one so that the platform can access

,’:‘Ai\;\;ork more devices on another network segment.
Dual NIC [1]
To use Dual NIC, you must set the network mode to multi-
IP address mode, and then configure the parameters of the
network cards.
Map the LAN IP to aWAN IP, so that you can access the
WAN WANIP | platform through the WANIP. If the WAN IP changes
Mapping Domain Name frequently, you can map it to adomain name, and useit to

access the platform.

14
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Mode Parameter Description

Displays all services used by the platform and their ports.
Service Port Click i tochangetheir port numbers as needed.
Config Forintroduction to each service, see "Appendix 1 Service
Module Introduction”.

Step6 Click Apply and Restart.

3.3 Self-check

® (lick System Status, and then select Service Status, CPU Status, Network Status, or Local Disk
Status to check the different status of the platform.

® Hoverthe mouseoverorclick theicons of [ZEEEEE-IECNON ot the upper left corner to

check the status of the ports, IP addresses, network, CPU, and disks.

3.4 Network Config

3.4.1 NIC Config

Configure the parameters so that the platform can connect to the network.
Procedure
Step1  Select Network Config > NIC Config.

Figure 3-4 Network card configuration
| Network Card Config

Select NIC Mode

Network Card Conhg

1Fvd

P Address Subnet Magk Galeway

IPvis

Default Network Card:  Metwork Card 1

Apply and Resta

Step2 Configurethe parameters, andthen click Apply and Restart.

15



User's Manual

Table 3-3 Network card parameter description

Parameter

Description

Select NIC Mode

® Multi-address

Multiple network card (hereinafter referred to as NIC) mode. You can
configure different network parameters for different NIC to access to
multiple network segments and achieve high network reliability. For
example, ISCSI storage expansion solution. When setting ISCSIstorage
expansion, NIC 1 can be used for communication, NIC 2 is reserved and
NIC 3 and NIC 4 can be used for ISCSI storage.

® |oadBalancing
Multiple NICs share one IP and work at the sametimeto sharethe
network load, providing greater network capacity than the single NIC
mode. When one of them fails, the network load will be re-distributed
among therest NICs to ensure network stability.

® Fault-tolerant
Multiple NICs share one IP. Normally, one of them works. When the
working NIC fails, another one will automatically take over the job to
ensure network stability.

® |ink Aggregation
Bind NICs so that all the bound NICs work at the same time and share
network load. For example, bind two NICs and set multi-address for the
othertwo NICs. Then the server has three IPs. The bandwidth of the two
bound NICs is 2K and the other two are 2K respectively. This is
applicable to stream forwarding, not storage.

When the NIC mode is fault tolerance, load balance or link aggregation, you

Add Network Card | need toadd network card.
Select NIC to bind. You can bind 2 NICs as needed.
L\:ls';vf\?;rkCard After NIC is selected or added, its information will be displayed.
MAC Address Displays the MAC address of the server.
IPva After selecting a network card, you can set its IP address, subnet mask,
v default gateway and DNS server address.
IPv6 Enable IPv6 and configure the parameters to connect the platformto an

IPv6 network, you can add devices with IPv6 address to the platform.

Default Network
Card

Select the default NIC. This NIC will be used as the default NIC to forward
data package between non-consecutive network segments such as WAN or
public network.

3.4.2 Network Mode

You can set the platform to work in mapping mode or multi-IP mode. In mapping mode, you can

configure LAN IP to WANIP mapping, or LAN IP to domain name mapping, so that you can use the

WAN IP or domain nameto visit the platform deployedin a local network. In multi-IP mode, you can

16
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assignan IP address to the platform and useit to visit and operate the platform.

Procedure
Step1  Select Network Config > Network Mode.

Figure 3-5 Network mode

Natwork Mode

Step2 Configurethe parameters.

Table 3-4 Network mode parameter description

Mode Parameter Description

network card.

The platform will only use the default network card, and you
Single NIC can only access the platform through the IP address of this

Network

Dual NIC [ L]

network cards.

If the platform has more than one network cards, you can
configurean additional one so that the platform can access
Mode more devices on another network segment.

To use Dual NIC, you must set the network mode to multi-
IP address mode, and then configure the parameters of the

WAN access the platform.

Map the LAN IP to aWAN IP, so that you can access the
WANIP | platform through the WANIP. If the WAN IP changes
Domain Name frequently, you can map it to adomain name, and useit to

Module Introduction".

Mapping Displays all services used by the platform and their ports.
Service Port Click & tochangetheir port numbers as needed.

Config Forintroduction to each service, see "Appendix 1 Service

Step3  Click Apply and Restart.

3.4.3 Connection Detection

Check whether the IP address or URL is connected normally to validate the network interconnection

17
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between servers or between the devices and the server.
Procedure
Step1 Select Network Config > Connection Detection.

Figure 3-6 Connection detection

Connection Detection

Connection Detection

PING Detection :

Detect

Detect

URL Detection :

Step2 EnterlP address or URL,and then click Detect.

3.4.4 Route Setup

Add staticroute to establish access between servers in different network segments.

Procedure
Step1  Select Network Config > Routing Settings.

Figure 3-7 Route setup

Route Seiup
Route Setup
) Refresh + Manually Add

Reouter Addness Suonet Mask Gateway Metwork Can Operanen

Step2 Click Manually Add.

18
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Figure 3-8 Add statisticrouter

Static Routing Details

Router Address:
Subnet Mask:

Gateway:

Step3  EnterrouterIP address, subnet mask and default gateway.

Table 3-5 Parameter description

Parameter Description

Router Address The IP address or the network segment of the host you want to
access.

Subnet Mask The subnet mask of the network you want to access.

Gateway The IP address of the default gateway or the next hop.

Step4  Click OK.

3.5 Mode Config

3.5.1 Configuring Main/Sub

When configuring distributed deployment or N+M deployment, set the server to be main or sub
according to the actual situation.

Procedure

Step1  Select Quick Guide > Service Mode, or select Mode Config > Service Mode.
Step2  Select Main Server or Sub Server according to actual configuration.

1

If the serveris setto Sub Server, enter IP address and HTTPS port of the main server.
Step3  Click Apply and Restart.

19
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3.5.2 Configuring Hot Standby

Configure hot standby server so that when the main server fails, the spare server can take over the
job and ensure system stability. For details, see "2.3 Configuring Hot Standby".

3.6 Security Setup

3.6.1 SSH Connection Setup

After enabling SSH connection, the debugging terminal can log in to platform server to debug
device via SSH protocol.

Procedure
Step1  Select Security Config > SSH Connection Service.

Figure 3-9 SSH connection

S8H Connection Setup

SSH Connection Setup
@ After SSH is enabled you can log in to the Linux background. You are recommended to enable SSH when troubleshooting, and disable it in other cases

SSH Connection:
-

Step2 Enable SSH Connection.

1

Disable SSH Connection after debugging.

3.6.2 Enabling TLS

By default, the platform only supports TLS1.2. You must enable TLS1.2 according to the on-screen
instructions to normally access the Config system. If you must use TLS1.0 or TLS1.1, you must enable
TLS self-adaptive mode on the platform. Please be advised that TLS1.0 and TLS1.1 poses security
risks. Werecommend you disable TLS self-adaptive mode and enable TLS1.2 to avoid unnecessary
risks to your system.

Procedure
Step1  Select Security Config > TLS Config.

20
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Step2

Step3

Step4

Figure 3-10 TLS self-adaptive mode
TLS Setting

£1.2 in your browser seltings to access the web client.

en IE browser, click the "Tools" by

W ck the he top right comer, and then sel
ect the "Advanced" tab_ In th T

g ect "Intemet Options’
- "Security" sub-section, select the "Use TLS 1.1" and "Use TLS 1.2" check boxes.

TLS Self-adaptive Mode:

Click ,and then click OK.
The platform will restart.
Open Internet Explorer, click on the upper-right corner, and then select Internet
Options > Advanced.

In the Security section, select TLS1.0 or TLS1.1, click Apply, and then click OK.

3.7 System Maintenance

3.7.1 Basic Maintenance

Restart, shutdown andreset the server. You can also reset password.

Procedure
Step 1

Select System Maintenance > Basic Maintenance.

Figure 3-11 Maintenance

Basic Maintenance

!

Restore Detault

Reset Password

Click theicons for various functions.

® Reboot: Restarttheserver.

® Shut Down: Shut down theserver.

® Restore Default: Restore the serverto default settings.

® Reset Password: Verify your current password to reset the password. Wait for the
server to restart,and then go to the config system to set a new password.
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3.7.2 Log

You can download the logs of all services to your computer.

Procedure

Step1 Select System Maintenance > Service Log.
Step2  Select the date,and then click Download to download thelogs.

3.7.3 Updating System

We recommend you update the system regularly to enjoy enhanced performance and functions.
Before updating your system, contact technical support to get the update package.

Prerequisites
Unzip the update package to get the updatefile in .bin format.

Procedure
Step1  Select System Maintenance > System Update.
Step2 Click B3,and thenselect the updatefile.

Figure 3-12 Update

System Update

System Update

@ Current Program Version: V8.000.0000004.0.R.20211129.1638197138
Please make sure the target version is newer than the current version. Otherwise,
update might fail.

Update through Web

Update Package Path

Step3  Click Update.

3.8 Basic Config

3.8.1 Managing Account

You can change the login password of admin user.
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All services will be restarted after changing the password. Check if the services have been restarted

successfully during use.

Procedure
Step1  Select Basic Config > Manage Account.

Figure 3-13 Manage account

Manage Account

Manage Account

Old Username:
Old Password:

New Password:

Confirm Password:

Step2 Enter Old Password, New Password and Confirm Password.

Step3  Click Apply and Restart.

|

It will restart all services after modifying password. Check if the services have been

restarted successfully during use.

3.8.2 Time Setup

Set time zone and time where the serveris located.

Procedure
Step1  Select Basic Config > Time Config.
Step2 Configurethe parameters.
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Table 3-6 Parameters description

Parameter Description
Time Zone Select time zone of the server.
Date/Time Click the box to select the date and time.

Click Sync PC to synchronize the time of the server with the computeryou

Sync PC .
areusing.

Step3 Click Application.

24
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4 Basic Configurations

Configure basic settings of the system functions before using them, including system activation,
organization and device management, user creation, storage and recording planning, and event
rules configuration.

4.1 Preparations

4.1.1 Installing and Logging into DSS Client

Install the DSS client before licensing it.

4.1.1.1 Installing DSS Client

You can visit the system through the DSS Client for remote monitoring.

4.1.1.1.1 DSS Client Requirements

To installand use the DSS Client, we recommend you prepare a computer that meets the following
requirements.

® (PU: Intel Corei7, 64 bits 4 Core Processor

Memory: 16 GB

Graphics card: NVIDIA® GeForce® GTX 1060 3 GB

Network card: 1000 Mbps

Hard drive capacity: 200 GB for the DSS client

4.1.1.1.2 Downloading and Installing DSS Client

Procedure
Step1  Go to https://IPaddress of the platform in the browser
Step2 Click PC, andthen Download.
If you save the program, go to Step 3.
If yourunthe program, go to Step 4.
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Figure 4-1 Download DSS Client

DSS PC Client

An easy-to-use professional video
surveillance management software.

Step3  Double-click the DSS Client program.

Step4  Select the checkbox of | have read and agree to the DSS agreement and then click Next.
Step5  Select installation path.

Step6  Click Install.

System displays theinstallation progress. It takes about 5 minutes to complete.

4.1.1.2 Logging in to DSS Client

Procedure
Step1  Double-click onthe desktop.
Step2  Select a language.
Step3  EnterthelP address and port number of the platform.

Onthe drop-down list, platforms that are in the same network as your computer will be
shown.
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If you want to log in to the platform using its domain name, you must link its IP address to
a domain namefirst. For details, see "2.5.2 Mapping IP or Domain Name".

Figure 4-2 Automatically discovered platform

IYDSS

Mormal User

©

Remember Password

Auto Login

Step4 Click anywhereelse on the page to startinitializing the platform.

For first-timelogin, you will be automatically directed to the initialization process.

If you are notloggingin for thefirst time, enter the IP address, port number of the

platform, username, and password, and then click Login.

1) The default useris system.Enter and confirm the password, and then click Next.
The password must consist of 8to 32 non-blank characters and contain at least two
types of characters: Uppercase, lowercase, number, and special character (excluding '
" &),

2) Select your security questions and enter their answers, and then click OK.

The client will automatically login to the platform by using the password youjust set.

4.1.2 Installing Mobile Client

Procedure

Step1 EnterlP address ofthe DSS in the browser and then press Enter.
Step2 Click Mobile > Download, and then scan the QR code to download the App.
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Figure 4-3 Download App by scanning QR code

DSS Mobile Client

DSS Mobile Client (iPhone & Android Phone)

Application-based | Scalable | Scan QR code to download

@& Download on App Store

" Download for Android

— [ oomoms s

4.2 Managing Resources

Manage system resources such as devices, users, and storage space. You can add organizations and
devices, configurerecording plans, bind resources,and more.

4.2.1 Adding Organization

Classify devices by logical organization for the ease of management. The default organization is
Root. If the parent organization is not specified, newly added devices are attached to Root.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.

Step2 Click &
Step Add an organization.

w N

1) Select a parent organization.
2) Click B3
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Figure 4-4 Add an organization

Organization

=2 pyf-1

3) Enterthe name of the organization, and then click OK.
Figure4-5 Add an organization

9 Create Organization
Parent Organization:
Root

Organization Name:

Remark:

You can also right-click the root organization, and then click Create Organization to

add an organization.

Related Operations
® (Changeorganization name
Right-click the organization, and then click Rename.
® Delete an organization
Organization with devices cannot be deleted.
Select the organization, click B, or right-click an organization and select Delete.
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® Changethe organization of devices
Select one or more devices, and then click Move To to move them to another organization.

4.2.2 Managing Device

Add devices before you can use them for video monitoring. This section introduces how to add,
initialize, and edit devices and how to change device IP address.

4.2.2.1 Searching for Online Devices

Search for devices on the same network with the platform before you can add them to the platform.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.
Step2  Click &
Step3  Click B.
The icon changesto B when devices are searched.

® Whenusing the platform for thefirst time, the platform automatically searches for
devices on the same network segment.

® [f notthe first time, the platform automatically searches for the devices in the network
segment you configured last time.

Figure 4-6 Search for devices

Step4  Specify IP Segment, and then click Search.

Figure4-7 IP segment search
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4.2.2.2 Initializing Devices

You need toinitialize the uninitialized devices before you can add them to the platform.

Procedure

Step1
Step 2

Step5

Search for devices. For details, see "4.2.2.1 Searching for Online Devices".
Select an uninitialized device, and then click Initialize.

o

® You can select multiple devices to initialize them in batches. Make sure that the
selected devices have the same username, password and email information. The
information of these devices will be the same after initialization, such as password and
email address.

o Click B nextto Initialization Status to quickly sort out devices in certain status.

Enter the password, and then click Password Security.

Enter the email address, and then click Change IP.
[L]

The email is used to receive security code for resetting password.
Enter the IP address, and then click OK.

When setting IP addresses in batches, the IP addresses increasein an ascending order.

4.2.2.3 Changing Device IP Address

You can change IP addresses of the devices that have not been added to the platform.

Procedure

Step3

Step4

Search for devices. For details, see "4.2.2.1 Searching for Online Devices".

Select a device, and then click Change IP.
1]

For devices that have the same username and password, you can select and modify their IP
addresses in batches.

Figure 4-8 ChangeIP address

MAC Address

Enter New IP, Subnet Mask and Gateway, and then click Save.
When setting IP addresses in batches, the IP addresses increase in sequence.
Enter the username and password used to login to the devices, and then click OK.
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4.2.2.4 Adding Devices

You can add different types of devices, such as encoder, decoder, ANPR device, access control,and
video intercom. This section takes adding an encoder as an example. The configuration pages shown
here might be different from the ones you see for other types of devices.

il

When you add devices by using automaticregistration, IPsegment, orimporting, some devices will
fail to be added if they exceed the number of devices or channels allowed to be added to the
platform. These devices will be displayed in Devices without License.

4.2.2.4.1 Adding Devices One by One

There are multiple ways you can add devices to the platform, including using domain names, serial
numbers, IP addresses, IPsegments, and automaticregistration.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, and thenin the Basic Config
section, select Device.
Step2  Click
Step3  Click Add.
Step4 Enterdevice login information, and then click Add.

In the Add Mode drop-down list,
® |P Address: Add a device. We recommend selecting this option when you knowthe IP
address of the device.

Only Encoder devices support IPvé. If you want to add devices to the platform through
IPv6 addresses, you must first configure an IPv6 address for the platform. For details,
see "3.4.1 NIC Config".

® [P segment: Add multiple devicesin the same segment. Werecommend selecting this
option when thelogin username and password of the multiple devices in the same
segmentarethesame.

® Domain Name: Werecommend selecting this option when the IP address of the device
changes frequently and a domain nameis configured for the device.

® Auto Registration: We recommend this method when the IP address of a device might
change.The ID ofauto register has to be in accordance with the registered ID
configured on the device you want to add. The port number must bethe same on the
platform and on the device. The auto register port is 9500 on the platform by default.
To changetheauto register port number, log in to the config system, select Network
Config > Network Mode, and then change the port number of DSS_ARS service.
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@ﬂ

¢ Aftera device is added through auto registration, hover the mouse over its IP
address on the device list, and then you can see its local IP address and the IP
address it uses to connect to the platform.

¢ Sleep functionis supported for IPCs that use 4G mobile network to communicate
and are solar-powered only when they are added to the platform through
automaticregistration.

® P2P: Add devices under a P2P account to the platform.The platform must be able to
access the P2P server.Thereis no need to apply for the dynamicdomain name of the
device, perform port mapping or deploy a transit server when usingiit.

1]
The parameters vary with the selected protocols.

Figure4-9 Add an encoder

1.Login Infor

Step5 Entertheinformation.
Step6 Click OK.
® To add moredevices, click Continue to add.

® To gotothe web managerofa device, click .

4.2.2.4.2 Adding Devices through Searching

Devices on the same network with the platform server can be added using the automaticsearch
function.

Procedure

Step1  Searchfor devices. For details, see "4.2.2.1 Searching for Online Devices".
Step2  Select a device, and then click Add to Device List or B2
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@ﬂ.

If devices have the same username and password, you can select and add them in batches.

Figure4-10 Addin batches

Step3  Select the serverand organization, enter username and password, and then click OK.

4.2.2.4.3 Importing Devices
Enter the device information in the template, and then you can add devices in batches.

Prerequisites
You have downloaded the template, and then enter device information in the template.

Figure4-11 Download template

Organization Root
+ &+ Add Delete ! & Import I h Export Move To

Q

All En r ol Videy ANPRELC i Vall Control
it (e IP Address % Device Name Device Type v  Organization
1111 DVR root

. Import

SupportFile
Total of 29 Re =il

- Miern
R 5

=+ Addto D!

Procedure
Step1 Login tothe DSS Client. On the Home page, click BY, andthenin the Basic Config
section, select Device.
Step2  Click &
Step3  Click Import.
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Figure4-12 Import devices

Import

Support File Extension:

Step4  Click Import File, and then select the completed template.
Step5 Click OK.

4.2.2.5 Editing Devices

Edit the information of devices.

4.2.2.5.1 Changing IP Address

Forthe devices that have been added to the platform, and their IP addresses have been changed,
you can edit their IP addresses directly on the platform so that they can connect to the platform
normally.

Procedure
tep1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.

:

Step2 Click Device Config.
Step3 Click Ed ofadevice.

Step4 Edit thelP address,and then click OK.

4.2.2.5.2 Modifying Device Information

Procedure
tep1 Login tothe DSS Client. Onthe Home page, click EY, and then in the Basic Config

:

section, select Device.

Step2 Click B
Step3  Click of a device, and then edit device information.

Click GetInfo and the system will synchronize device information.
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Figure 4-13 Basicinformation

9 All Devices

Step5

Step8

Click Video Channel, and then configure the channelinformation, such as the channel
nameand channelfeatures.

® The features that you can set for channels vary with the types of devices.

® [fthe device is added through the ONVIF protocol, you can configure the stream type
of it video channels.

Click the Alarm Input Channel tab, and then configure number, names, and alarm types

of thealarm input channels.

|

Skip the step when the device does not support alarminput.

® Alarmtypeincludes externalalarm, Infrared detect, zone disarm, PIR, gas sensor, smoke
sensor, glass sensor, emergency button, stolen alarm, perimeter and preventermove.

® Alarm type supports custom. Select Customize Alarm Type in the Alarm Type drop-
down list. Click Add to add new alarm type. It supports up to 30 custom alarm types.

Click the Alarm Output Channel tab and then edit the number and names of alarm

output channels.

Click the Audio and Light Channel tab, and then edit the number and names of the audio

andlight channels.

This tab will only appear if the device has audio and light channels.
Click OK.
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4.2.2.5.3 Configuring Channel Features in Batches

Configure the channel features in batches so that devices can work normally. The platform also

displays the number of each type of channels features allowed to be configured to help you plan the

types and number of devices you will use.

Procedure

192
—+
[

—

wn |\
~+ |+
QF
w N

wn |Nn
—+ —+
[ ‘(’D
(62 I NN

IPC

Step6

Login to the DSS Client. On the Home page, click EY, and then in the Basic Config
section, select Device.

Onthe top of the page, select More > Capability Set Management.

In the Capability Set Type drop-down list, select a type, and then the platform will only
display devices and channels that are configured with that type of capability set.

Select the channels you want to configure.

Click the area below the Features column, and then select one or more features.

Figure 4-14 Select capability sets

Channel Name Device Name Organization Features

IPC

Complete configuration.

® If configurationis complete, click Complete to save the settings and exit the page.

® |f youwant to configure more channels, click Save to save your current settings, and
then continue your configuration. When it is complete, click Complete to save the

settings and exit the page.

4.2.2.5.4 Modifying Device Organization

You can move a device from an organization node to another one.

Procedure
Step1

N

Step
Step

w

Login tothe DSS Client. On the Home page, click B, andthenin the Basic Config
section, select Device.

Click

Select a device to be moved, click Move To, select the target organization, and then click
OK.
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Figure4-15 Move a device

4.2.2.5.5 Changing Device Password

You can change device usernames and passwords in batches.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.

Step2 Click E2.
Step3  Select a device, and then click Change Password.

w

You can select multiple devices and change their passwords at the same time.

Figure 4-16 Change device password
W Delete & Import 2 Export 4 MoveTo
Encoder
L] IP Address E words in Batches A ganizati Online Status ¥  Offline Reason Operation
Offline & ion. 4

L B

- Canz

Step4 Entertheold and new passwords,andthen click OK.

4.2.2.6 Loggingin to Device Webpage

After a device is added to the platform, you canclick [ to go to the webpage of the device.

The platform supports accessing the webpage of a device through the HTTPS protocol. If you want
to use this function, you must complete the following steps. For details procedures on the device
webpage, see the user's manual of the device.

1. Login tothe webpage of the device, and then download the trusted CA root certificate.

2. Double-click the certificate, and then click Install Certificate.

3. Select Current User, and then click Next.
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o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revacation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@) Current User
) Local Machine

To continue, dick Next.

Mext Cancel

4. Storethe certificate to Trusted Root Certification Authorities, and then click Next.

x

€ £¥ Certificate Import Wizard

Certificate Stare
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
|Trushed Root Certificaton Authorities Browse...

Mext Cancel

5. Click Finish.

6. Onthe webpage ofthe device, create a device certificate, and then apply it.

For thelP address in the certificate, you must enter the IP address of the computer that visits the
webpage.

4.2.2.7 Exporting Devices

You can export the information (except username and password for login) of all the devices on the
DSS client. When you need to switch or configure a new platform, you can quickly add them all by
importing them, but you need to enter the username and password for login again. You can export
up to 100,000 devices ata time.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, andthenin the Basic Config
section, select Device.
Step2 Click &
Step3  (Optional) Select only the devices that you need.
Step4  Click Export.
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Step5 Enterthepasswordusedtologin totheDSS client, encryption password,and range, and
then click OK.

You can configure whether to verify the password. For details, see "8.2.1 Configuring

Security Parameters".

® The encryption password is used to protect the exportfile. It consists of 6 uppercase or
lower case letters, numbers, or their combination. You need to enter it when using the
export file.

® Youcan select All to export all the devices, or Selected to export the devices you

selected.
Step6  Select a path onyour PC, and then click Save.

4.2.2.8 Modifying Device Time Zone

Configure device time zone correctly. Otherwise you might fail to search for recorded video.
(L]

If a device is accessed through ONVIF and the ONVIF version is earlier than 18.12, the device DST
cannot be edited on the platform. You can only edit manually.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.
Step2 Click B2
Step3  Select a device, and then click Time Zone Settings.

w N

Figure 4-17 Modify device time zone

& Import % Export & MoveTo W Change

ncoder ontrol  Video Intercom ANPR Device Video Wall Control
+ Device Name Device Type ~ Organization Online Status

Time Zone Settings

3aja California

- s

Step4 Select atimezone.
Step5 Click OK.

4.2.3 Binding Resources

The platform supports binding resources for linked actions. You can link a video channel with an
alarm input channel, ANPR channel, access controlchannelor another video channel, so thatyou
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can view the associated video for alarm, face and other businesses.

Procedure
Step1

Config

Step4

=)
5
=)
=)
=)
=)
73
73
73
73
73
73
73
73
73
73
23

Login tothe DSS Client. On the Home page, click EY, andthenin the Basic Config
section, select Device.

Click E.

Select a channel, and then click Modify.

Figure 4-18 Bind channel

I I cameral

(5]

e

iod Template

Recording Retrieval A

Recording Retrieval Duration

Video Storage Config

Recording Type Retention Period (Days)

Channel Binding

Channel Name Device Name

Select a channel, and then click OK.

Operation

Operation

Operation
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[L]
Multiple channels can be selected.

Figure 4-19 Select the channels you want to bind to the camera

9 Channel Bind

Select Channel Selected(1)

Q Channel Name Device Name Operation

i Root (2 y IPC e

e e N

(O [O]

el I O 0 b

e iy
b J Cancel

Step5 Click OK.

4.2.4 Adding Recording Plan

Configurerecording plans for video channels so that they can record videos accordingly.

You can configure 2 types of recording plans for a channel. One is generalrecording plan,and a
device will continuously record videos during the defined period. The otheris motion detection
recording plan, and a device will only continuously record videos when motion is detected.
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4.2.4.1 Adding Recording Plan One by One

Adda center recording plan or device recording plan for a channel, so that it can make general or
motion detection videos within the defined period.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config

section, select Device.

Step2  Click &
Step3  Select a channel,and then configure a recording plan.

® (onfigurea center recording plan.
1) Click Add Recording Plan next to Center Recording Plan.

Figure 4-20 Add a center recording plan (1)

Al Rule Config Sync People Counting...

2) Configurethe parameters, and then click OK.

Table 4-1 Parameter description

Parameter Description
Enable Turn on or off the recording plan.
Position Videos will be stored on the server by default. It cannot be changed.

® Generalrecording: The device will continuously record videos within
the defined periods.

® Motion detection recording: The device will continuously record
videos within the defined periods on motion detections.

Recording Type

Select Main Stream, Sub Stream 1 or Sub Stream 2.

StreamType Videos recorded on the main stream will have the best quality, but they
require more storage.

Remarks Customizable description for the recording plan.

Select a default time template or click Create Time Template toadda

Recording Time new time template. See "4.2.5 Adding Time Template".

3) Click OK.
® (onfigurea device recording plan.
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The platform can obtain and display the recording plan that has been configured on
EVS ofthe latest versions. You can check if recording plan are obtained and displayed
on the pageto knowif your EVSis of the latest version.

1) Click Add Recording Plan next to Device Recording Plan.

Figure4-21 Add a device recording plan (1)

Al Rule Config Sync People Counting...

2) Configurethe parameters,andthen click OK.

Table 4-2 Parameter description

Parameter Description
Enable Turn on or off therecording plan.
Position Videos will be stored on the device by default. It cannot be changed.

The device will make recordings using the main stream by default. It

Stream Type cannot be changed.

Remarks Customizable description for the recording plan.

Select a default time template or click Create Time Template toadda

Recording Time
ng i new time template.See "4.2.5 Adding Time Template".

Related Operations

® Enable/disablea recording plan
EXJ meansthatthe plan has been enabled. Click theicon and it becomes M, and it means
that the plan has been disabled.

e Click B:Copy therecording plan to other channels.

® Edit arecording plan
Click of corresponding plan to edit the plan.

e Click B todelete recording plans one by one.

4.2.4.2 Adding Center Recording Plans in Batches

Add a center recording plan of general or motion detection videos for multiple channels at the same
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time.

4.2.4.2.1 General Recording Plan

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Storage Plan > Recording Plan.

Figure 4-22 Center recording plan

Step2  Select General Recording Plan > Add General Recording Plan.
Step3  Configurethe parameters,andthen click OK.

Table 4-3 Parameter description

Parameter Description
Enable Turn on or off the recording plan.
Position Videos will be stored on the server by default. It cannot be changed.

Select Main Stream, Sub Stream 1 or Sub Stream 2.

Stream Type Videos recorded on the main stream will have the best quality, but they
require more storage.

Remarks Customizable description for the recording plan.

Select a default time template or click Create Time Template to add a

Recording Time
ng i new time template. See "4.2.5 Adding Time Template".

Recording Channel | Select the channels youwanttoadd therecording plan for.

4.2.4.2.2 Motion Detection Recording Plan

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Storage Plan > Recording Plan.
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Figure 4-23 Center recording plan

Step2  Select Motion Detection Recording Plan > Add Motion Detection Recording Plan.
Step3 Configurethe parameters,andthen click OK.

Table 4-4 Parameter description

Parameter Description
Enable Turn on or off therecording plan.
Position Videos will be stored on the server by default. It cannot be changed.

® Generalrecording: The device will continuously record videos within

Recording Type the defined periods.

® Motion detectionrecording: The device will continuously record
videos within the defined periods on motion detections.

Select Main Stream, Sub Stream 1 or Sub Stream 2.

Stream Type Videos recorded on the main stream will have the best quality, but they
requires more storage.

Remarks Customizable description for the recording plan.

Select a default time template or click Create Time Template toadda

R g Ti
ecording Time new time template. See "4.2.5 Adding Time Template".

Recording Channel | Select the channels youwanttoadd therecording plan for.

Related Operations

® Enable/disablea recording plan
X meansthatthe plan has been enabled. Click theicon and it becomes I, and it means
that the plan has been disabled.

® Edit arecording plan
Click of corresponding plan to edit the plan.

® Edit arecording plan
Click of corresponding plan to edit the plan.

(] : Select multiple channels,and then delete them at the same time.

and @ Disable

: Select multiple channels, and then enable or disable them at the sametime.
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4.2.5 Adding Time Template

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the Basic Config
section, select Device.
Step2  Click B
Step3  Select a channel, and then add a recording plan.
Step4 IntheRecording Time drop-down list, select Create Time Template.

Creating time templatein other pagesis the same. This chapter takes creating time
templatein Record Plan page as an example.

Figure 4-24 Create time template
Time Template
Time Template Name
Copy From:
All-Period Template
mplate

i Template

Monday:
Tuesday:
Wednesday:
Thursday:
Friday:

Saturday:

o
o]
o
o
o
o
o

Sunday:

Step5 Configurenameand periods. You can set up to 6 periodsin one day.
Select the Copy From check box, and then you can select a template to copy from.
e Onthe timebar, click and drag to draw the periods. You canalso click [=2], and then
draw the periods for multiple days.
e Youcanalsoclick B to configure periods.
Step6  Click OK.

4.2.6 Configuring Video Retention Period

For videos stored on the platform, you can configure video retention period. When the storage
space runs out, new recorded videos will cover the oldest videos automatically.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device > Device Config.
Step2  Select a camera, and then click Modify.
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Figure 4-25 Go to recording storage configuration page

Step3 Click [ to enable the storing of different type of video, and then configure the
retention period.
Step4  Click OK.

Related Operations

Enable/disablerecord plan
In the operation column, B means that the recoding storage configuration has been enabled.
Click theicon and it becomes [, meaning that the configuration has been disabled.

4.2.7 Configuring Events

You need to set up the event configuration on a device or its channels to receive alarms onthe
platform.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Device.

Step2 Click &
Step3  Select a channelor adevice, and then click Event Config.

Events that can be configured are different for different types of devices. If you select
Device, you can only configure general events. If you select Channels, various events
supported by different types of channels will be displayed.
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Figure 4-26 Go to the event configuration (device)

10D 4
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Figure 4-27 Go to the event configuration (channel)

IPC
d2h

Sync People Counting...

o[l

Step4  Configure events. For details, see "5.1 Configuring Events".

4.2.8 Configuring Device Parameters

Configure the camera properties, video stream, snapshot, video overlay, and audio configuration for
thedevice channelon the platform. The platform only supports configuring the channels added via
IP in Dahua protocols.

[L]
Device configuration might vary depending on the capacities of the devices. The pages in the
section are for reference only, and might differ from the actual ones.

4.2.8.1 Configuring Camera Properties

Configure cameraimage parameters for the Daytime, Night, and Regular modes to ensure high
image quality.

4.2.8.1.1 Configuring Property Files

Procedure

Step1  Login tothe DSS Client. Onthe Home page, click EY, and thenin the Basic Config
section, select Device > Device Config.

Step2  Select a device, and then click Parameter Setting.
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Figure 4-28 Device configuration
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Step3  Select Camera > Camera > Camera Properties.

w
® To gotothe device web page, you can click Link to Device Webpage.
® A PTZ control panelwill bedisplayed if the device has PTZ function.

Table 4-5 PTZ operation

Operation

Icon/Function Description
Click itand the camera will rotate to the corresponding
Arrow keys N
direction.
8
Adjustthe speed. The higherthe value, the faster the camera
rotates.
Zoom in and out.
B Adjust thefocus level.
S O Adjusttheaperture.

Step4 IntheProfile Management drop-down list, selecta mode.
The parameters you configured will be applied to the mode.
Step5 Click Image, and then configure the parameters.

Table 4-6 Parameter description

Parameter Description

Style You can settheimage style to be Standard, Soft, or Vivid.

too high, images tend to look blurred.

You can adjust the overallimage brightness through linear tuning. The
Brightness higher the value, the brighter theimage and vice versa. If this valueiis set
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Parameter

Description

Contrast

Adjusts the contrast of theimages. The higher the value, the bigger the
contrast between the bright and dark portions of an image and vice versa.
If the contrast valueis set too high, the dark portions of animage might
become too dark, and the bright portions might be over-exposed. If the
contrast valueis set too low, images tend to look blurry.

Saturation

Adjusts color shade. The higher the value, the deeper the color and vice
versa. The saturation value does not affect the overall brightness of the
images.

Sharpness

Adjusts the edge sharpness ofimages. The higher the value, the sharper
theimage edges. Setting this value too high might result in noises in
images.

Gamma

Changesimage brightness by non-linear tuning to expand the dynamic
display range of images. The higher the value, the brighter theimage and
vice versa.

Step6 Click Exposure, and then configure the parameters.

el

If the device that supports real wide dynamic (WDR) has enabled WDR, long exposure is

not available.

Table 4-7 Parameter description

Parameter

Description

Anti-flicker

® 50Hz and 60Hz: With the 50/60 Hz household power supply, exposure can
be automatically adjusted based on the brightness of the scene to ensure
that no horizontal stripe appears on theimage.

® Outdoor: In an outdoor scenario, you can switch the exposure modes to
achieve your target effect.

Mode

The following options are available for different exposure modes of the
camera:

® Auto: Autotuning of theimage brightness based on theactual
environment.

® Gain Priority: Within the normalexposure range, the device adjusts itself
automatically firstin the preset range of gains as per the brightness of the
scenes. If the image has not achieved the target brightness when the gains
hit the upper limit or lower limit, the device adjusts the shutter
automatically to achieve the best brightness. The gain priority modealso
allows for adjusting the gains by setting up a gain range.

® Shutter Priority: Within the normal exposure range, the device adjusts
itself automatically firstin the preset range of shutter values as per the
brightness of the scenes. If theimage has not achieved the target
brightness when the shutter value hits the upper limit or lower limit, the
device adjusts the gains automatically to achieve the best brightness.

® Aperture Priority: The apertureis fixed at a preset value before the device
adjusts the shutter value automatically. If theimage has not achieved the
target brightness when the shutter value hits the upper limit or lower limit,
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Parameter Description

the device adjusts the gains automatically to achieve the best brightness.
® Manual: You can set up the gains and shutter values manually to adjust
image brightness.

[

e [f the Anti-flicker is set to Outdoor, you can set the Mode to Gain Priority
or Shutter Priority.
e Different devices have different exposure modes. The actual pages might

be different.
Reduces the noises of multiple-frame (at least two frames) images by using
3DNR . . . . . .
inter-frameinformation between two adjacent frames in a video.
When 3D NR is On, you can set up this parameter.
Grade Y P P

The higher the grade, the better the noise reduction effect.

Step7  Click Backlight, and then configure the parameters.

e Turning on Backlight Correction avoids silhouettes of relatively dark portions in
pictures taken in a backlight environment.

® Turning on Wide Dynamic inhibits too bright portions and makes too dark portions
brighter, presenting a clear picture overall.

® Turning on Glare Inhibition partially weakens strong light. This featureis useful in a
toll gate, and the exit and entrance ofa parking lot. Under extreme lighting conditions
such as deep darkness, this feature can help capture the details of the faces and license

plates.
Table 4-8 Parameter description
fna::‘de'ght Description
® When selecting the Default mode, the system adjusts exposure
automatically to adapt to the environment and make theimages takenin

Backlight the darkest regions clear.

Correction ® When selecting the Custom mode and setting up a custom region, the
system exposes the selected custom region to give theimages takenin
this region proper brightness.

HLC Glare inhibition. The system inhibits the brightness in bright regions and

reduces thessize of the halo, to make the entire image less bright.

To adapt to the environmental lighting conditions, the system reduces the
brightnessin bright regions and increases the brightness in dark regions. This
ensures clear display of objects in both bright and dark regions.

Wide Dynamic m

The camera might lose seconds of video recordings when switching from a
non-wide dynamic mode to wide dynamic.

The system adjustsimage brightness automatically based on the

SSA environmentallighting conditions to showimage details clearly.

Step8 Click WB, and then configure the parameters.
The WB feature can be used to display colors more accurately. For example, white objects
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will appear consistently white in various lighting conditions.

Table 4-9 Parameter description

WB Mode

Description

Auto

The system automatically corrects different color temperatures to ensure
normaldisplay of image colors.

NaturalLight

The system automatically corrects the scenes without manmade lighting to
ensure normaldisplay ofimage colors.

The system automatically corrects the outdoor scenes at night to ensure

StreetLamp normaldisplay of image colors.

The system automatically corrects mostoutdoor scenes with naturallighting
Outdoor e g . .

and artificial lighting to ensure normaldisplay ofimage colors.
Manual You can set up thered gains and blue gains manually for the system to

correct different color temperatures in the environment accordingly.

Regional Custom

You can set up custom regions and the system corrects different color
temperatures to ensure normaldisplay ofimage colors.

Step9 Click Day/Night, and then configure the parameters.

You can set up thedisplay mode ofimages. The system can switch between the Colored
mode and the Black&White mode to adapt to the environment.

Table 4-10 Parameter description

Parameter Description
The Day/Night settings are independent of the Config Files settings.
Mode ® (olored: The cameradisplays colored images.
® Auto:The cameraautomatically selects to display colored or black&white
images based on the environmental brightness.
® Black&White: The camera displays black&white images.
Defines the sensitivity of the camerain switching between the Colored mode
and the Black&White mode.
Sensitivity m
You can set up this parameter when the Day & Night modeis set to Auto.
Defines the delay of the camerain switching between the Colored mode and
the Black&White mode. The lower the delay, the faster the switch between the
Delayed Colored mode and the Black&White mode.
recording m
You can set up this parameter when the Day & Night mode is set to Auto.

Step10 Click Defog, and then configure the parameters.

Image quality drops when the cameraiis placed in thefoggy or hazy environment. You can

turn on Defog to make theimages clearer.
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Table 4-11 Defog parameters

Defog Mode Description
You can set up the defogintensity and the atmosphericlight intensity

Manual manually. The system adjusts theimage quality as per such settings. The
atmosphericlightintensity mode can be set to Auto or Manual for light
intensity adjustment.

Auto The system adjusts theimage quality automatically to adapt to the
surrounding conditions.

Off Defog disabled.

Step11 Click IR Light, and then configure the parameters.

Table 4-12 Parameter description

IR Light Mode Description

You can setup thelR light brightness manually. The system provides light for
Manual . ; :

images as per the preset IR light brightness.
SmartIR The system adjusts the brightness of the light to adapt to the surrounding

conditions.

Zoom Priority

The system adjusts theilluminator according to the lighting condition.
® Whenthe environment turns dark, the low beam will be used first. If the
low beam is not enough, the high beam will be used.
® Whenthe environment turns bright, the high beam will be adjusted or
turned offfirst. If it is still too bright, the low beam will be adjusted or
turned off.

® Whenthe focal lengthis adjusted to a wide angle value, the high beam
will not be usedto avoid overexposure on the objects near the camera,
but you can manually adjust the brightness of the low beam by reducing
orincreasing the light compensation value.

Off

IR light disabled.

Step12 Click Apply.

Repeat the steps above if you want to set up the configuration files for other modes.

4.2.8.1.2 Applying Configuration Files

Apply the image parameters as configured in the pre-defined periods.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config

section, select Device.

N

Step Click E.

w

Step Select a device, and then click Device Config.

54




User's Manual

Figure 4-29 Device configuration

Config

Parameter Setting

1 EventlInfo Event

Event Type Priority Time Template Tag Action Remarks Operation

Step4 Click Profile Management, and set configuration files.
® Whenthe modeis setto Regular, the system monitors the objects as per regular

configurations.

Figure 4-30 Set configuration files as regular

® Whenthe modeis set to Full Time, you can set Always Enable to Daytime or Night.

The system monitors the objects as per the Always Enable configurations.
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Figure4-31 Set configuration files as full time

® Whenthe modeis set to Shift by time, you can drag the slider to set a period of time as
daytime or night.For example, you can set 8:00-18:00 as daytime, 0:00-8:00 and 18:00-
24:00 as night. The system monitors the objects in different time periods as per
corresponding configurations.
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Figure 4-32 Set configuration files as shift by time

Full Time ®) Scheduled

9 10 11 12 13 14 15 16 17 18

Cancel

Step5  Click OKto save the configurations.

4.2.8.2 Video

Set video parameters such as video stream, snapshot stream, overlay, ROland saving path.

4.2.8.2.1 Video Stream

Set thevideo stream parameterssuch as stream type, encoding mode, resolution, frame rate, stream

control, stream, [ frame interval, SVC, and watermark.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, and thenin the Basic Config
section, select Device.
Step2 Click E.
Step3  Select a device, and then click Device Config.

w N
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Figure 4-33 Device configuration

¥ im Root

Config
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» A root Parameter Setting
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1 Eventlinfo FE

Event Type Priority Time Template Tag Action Remarks Operation

Step4  Select Camera > Video > Video Stream.
Step5 Set Video Stream.

Figure 4-34 Configure video stream settings

1]
The default values of streams are for reference only, and the actual pages might be
different.
Table 4-13 Video stream parameters
Parameter Description
Video Settings Enable ordisable Sub Stream parameters.
® H.264: H.264B (Baseline Profile), H.264 (Main Profile), H.264H (High
Profile). Bandwidth consumption level at the sameimage quality:
H.264B > H.264 > H.264H.
® H.265: Main Profile encoding, consuming less bandwidth than H.264
Encoding Mode atthe sameimage quality.
® MJPEG: Frame-by-frame compression, requiring large bandwidth
and high video stream to ensure clearimage. To achieve better video
image, it is recommended that you select the largest stream value
from the given options.
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Parameter

Description

® SVAC(Surveillance Video and Audio Coding): It is a standard for
security surveillance applications in China.

Smart Codec

Turning on Smart Codec will compress theimages to save storage
space.

1]
When smart codeis on, the device does not support sub stream 2, RO|,
IVS event detection.

Resolution

The resolution of the videos. Different devices might have different max
resolutions.

FPS

The number of frames per second in a video. The higher the FPS, the
moredistinctand smooth theimages.

Bit Rate Control

The following video stream controlmodes are available:
® BRC_CBR:Thebit stream changes slightly around the preset value.
® BRC_VBR:Thebit stream changes according to the monitored
scenes.

L]
When the Encode Mode is set to MJPEG, BRC_CBR remains the only
option for stream control.

Image Quality

This parameter can be set only when Stream Ctrl is set to BRC_VBR.

Video image quality is divided into six grades: Best, Better, Good, Bad,
Worse and Worst.

Stream

This parameter can be set only when Stream Ctrl is set to BRC_CBR.

You can select the proper stream value from the drop-down box based
onactual scenarios.

Reference Stream

The system will recommend an optimal range of stream values to users
based on theresolution and FPS set up by them.

| FrameInterval

Refers to the number of P frames between two | frames. Therange of |
Intervalchanges with FPS.

It is recommendedto setthel Interval to be two times as the FPS value.

SvC

FPS is subject to layered encoding. SVCis a scalable video encoding
method on time domain.

Watermark

Turn on Watermark to enable this feature.

You can verify the watermark characters to check whether the video has
been tempered or not.

Characters for watermark verification. The default value is DigitalCCTV.

Step6  Click Apply.

4.2.8.2.2 Snapshot Stream

Set snapshot parameters, including snapshottype, picture size, picture quality, and snapshot speed.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click B, andthenin the Basic Config
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section, select Device.

Step2  Click &
Step3  Select a device, and then click Device Config.

Figure 4-35 Device configuration

Config

» A root Parameter Setting

» 2 TPC Y

P e IPC

1 Eventinfo Even

Event Type Priority Time Template Tag Action Remarks Operation

Step4 Onthe Device Config page, select Camera > Video > Snapshot Stream.

Figure 4-36 Configure snapshot stream settings

Camera

& Link t

- Cancel

Step5 Set Snapshot Stream.
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Table 4-14 Snapshot stream parameters

Parameter Description

It includes General and Trigger.
® Regular refersto capturing pictures within the timerangeset upin a

time table.

Snapshot Type ® Trigger refers to capturing pictures when video detection, audio
detection, IVS events, or alarms are triggered, provided that video
detection, audio detection, and corresponding snapshotfunctions are
enabled.

Image Size Sameas theresolution in Main Stream.

Image Quality Sets up image quality. It is divided into six grades: Best, better, good, bad,

worse and worst.

Snapshot Sets up the frequency of snapshots.

Interval Select Custom to manually set up the frequency of snapshots.

Link to Device

Webpage Go totheweb page of the device.

Step6 Click OK.

4.2.8.2.3 Overlay

Set video overlay parameters, including tampering, privacy mask, channel title, period title,
geographicposition, OSD, font, and picture overlay.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config

section, select Device.

Step2 Click (2.
Step3  Select a device, and then click Device Config.

Figure 4-37 Device configuration

Config

Parameter Setting

1 EventiInfo EventConfig

Event Type Priority Time Template Tag Action Remarks Operation

Step4 Onthe Device Config page, select Camera > Video > Overlay.
Step5  Set privacy mask.
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Figure 4-38 Overlay
Camera

Camera

Privacy Masking

Time Title

1) Click the Privacy Mask tab.
2) Click Il to enable the function.
3) Click to adjust the size and position of the area frame. You can add 4 area frames at
most.
Step6  (Optional) Set the channel nameto display on the video.
1) Click the Channel Name tab.

Figure 4-39 Set channelname
9 Device Config

Camera

Camera

Privacy Mask
Channel Name

Enable:
—z3

Channel Title:

314

Period Title

OSD Overlay

People Count

2) Click IBl to enable the function.

3) Adjustthesize and position of the name frame.
Step7 (Optional) Set the period title to display on the video.

1) Click the Period Title tab.
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Figure 4-40 Set period title

9 Device Config

Camera

Privacy Mask

Channel Name

Period Title

Enable:

OSD Overlay

People Count

2) Click B to enable the function.
3) (Optional) Select Week Display so that the week information displays in video images.
4) Adjustthesize and position of the frame.
Step8 OSD overlay.
1) Enable Geographic Position, and then enter the geographicinformation ofthe
camera.
2) Select a text alignment method.

Figure4-41 OSD overlay
9 Device Config

Camera

Camera

Privacy Mask
Channel Name
Period Title

OSD Overlay

Step9 Click OK.
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4.2.8.3 Audio

Set audio parameters such as encoding mode, sampling frequency, audio input type, and noise
filtering.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, andthenin the Basic Config
section, select Device.
Step2  Click B
Step3  Select a device, and then click Device Config.

w N

Figure 4-42 Device configuration

Config

Parameter Setting

1 Eventinfo Even

Event Type Priority Time Template Tag Action Remarks Operation

Step4 Onthe Device Config page, select Camera > Audio.
Step5 Set parameters.

Figure 4-43 Configure audio settings

Camera

Table 4-15 Audio parameters

Parameter Description

Audio settings can be enabled when video has been enabled.

Audio Settings After disabling Audio Settings in Main Stream or Sub Stream sections,

the network transmits a mixed flow of videos and audios. Otherwise, the
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Parameter Description

transmitted flow only contains video images.

The encoding modes of audios include G.711A, G.711Mu, AAC, PCM, and
Encoding Mode G.726.
The preset audio encode mode applies to audio talks.

sampling Available audio sampling frequencies include 8K, 16K, 32K, 48K, and 64K.
Frequency

The following types of audios connected to devices are available:
Audio Input Type ® Lineln: Thedevice must connect to externalaudio devices.

® Mic: The device does not need external audio devices.

After enabling noisefiltering, the system automatically filters out the

Noise Filterin . .
9 noisesin the environment.

Adjusts the microphonevolume.

Microphone
Volume m
Only some devices support adjusting microphone volume.

Adjusts the speaker volume.

Speaker volume |RA|
Only some devices support adjusting speaker volume.

Step6  Click Apply.

4.2.9 Synchronizing People Counting Rules

If you create, edit or delete people counting rules on a device, you have to manually synchronize
them to the platform.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the Basic Config
section, select Device.
Step2 Click B2
Step3  Select a channel, and then click Sync People Counting Rules.

w N
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Figure 4-44 Synchronize people counting rules from the device
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Step4  Click Sync Rules, and then the system prompts Synchronization Complete.

Figure 4-45 Synchronize people counting rules from the device

3 Syne People Counting Rules

4.3 Adding Role and User

Users of different roles have different menus and permissions of device access and operation. When
creating a user,assignarole toit to give the corresponding permissions.

4.3.1 Adding User Role

A roleis a set of permission. Classify users of the platform into different roles so that they can have
different permissions for operating the devices, functions and other system resources.
® Superadministrator: A default rule that has the highest priority and all the permissions. This role

cannot be modified. A super administrator can create administrator roles and commonroles. The
system supports 3 super administratorsat most.

® Administrator: A default rule that cannot be modified and has no permission of authorization,
backup and restoring. An administrator can create other administrators.

Commonrole: A commonrolethat has no permission of authorization, backup and restoring,
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user management, and device management.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config

section, select User.
Click EA.

Step3 Click Add, setrole information, and then select device and control permissions and assign

N

—+
%

N

therule to users.

Figure4-46 Adda role

® [fa deviceis not selected under Device Permissions or a menu not selected under
Menu Permissions, all users assigned with this role will not be able to see the device or
menu.
e Click [# ofa selected organization. All permissions of subsequently added devices
under this organization will also be assigned to users of this role.
Step4  Click OK.

4.3.2 Adding User

Createa user account forlogging in to the platform.

Procedure
Step1 Login tothe DSS Client. On the Home page, click B, and thenin the Basic Config
section, select User.
Step2 Click Add, and then configure the user information.

Table 4-16 Parameter description

Parameter Description

Username Usedto log in to theclient.
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Parameter

Description

Multi-client Login

Allow the user tologin to multiple clients at the same time.

Password

Confirm Password

Usedto log in to theclient.

Enable Forced
Password Change at
First Login

The useris required to change the password at first-time login.

Enable Password
Changelnterval

Forcethe userto changethe passwordregularly.

Enable Password

The password must be changed after it expires on the defined date.

Expiry Time

The PTZ control priority of the user. The larger the value, the higher the
PTZ Control priority. For example, User A has a priority of 2 and User B has a priority
Permizsior:s of 3. When they operate on the same PTZ camera, which is locked, at

thesametime, the PTZ camera will only respondto the operations from
UserB.

Email Address

Used to reset password and receive alarm emails.

Limit the user to log in from specific computers. One user can be bound

Bind MACAddress to5 MAC addresses at most.
Select one or moreroles to assign the user permissions, such as which
Role .
devices areallowed to be operated.
Step3  Click OK.

Related Operations
e Click [ tolock user.Thelocked user cannot login to the DSS Client and App.

Procedure
Step 1

Password.

e (lick to modify information of a user except the username.
e Click B todeleteauser.

4.3.3 Password Maintenance

The platform supports modifying user password, and resetting system user password when it is
forgotten.Only the system user can reset password. Other users, when their passwords are
forgotten, can ask the system user to modify the passwords.

4.3.3.1 Changing Password for the Current User

We recommend changing your password regularly for account safety.

Login tothe DSS Client, click [ at the upper-right corner,and then select Change
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Figure 4-47 Change password

Step2 Entertheold password, new password, and then confirm the new password. Click OK.

4.3.3.2 Changing Password for Other Users

The system user can change the password for other users without the need to verify the old

password.
Procedure
Step1 Login tothe DSS Client. Onthe Home page, click B, andthenin the Basic Config

section, select User.

Step2  Click EA.
Step3  Select a user,andthenclick H.
Step4 Enable Change Password, enter the new password and confirm password, and then click

OK.

Figure 4-48 Change userinfo
9 Modify User

Basic Info

Username:

Multi-client Login:

Confirm P
200000000 000000800

4.3.3.3 Resetting User Password

You can reset the password of a user by security questions or emailaddress, but only the system
account supports resetting the password by security questions.

Procedure
Step1 Onthelogin page, click Forgot password?.
Step2 Entertheaccountthatyouwant toreset the password for,and then click Next Step.
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Step3  Select how you wantto reset the password.
® By security questions. Thisis only applicable to the system account.
1. Click Reset Password through Security Questions.
2. Answerthequestions,andthen click Next Step.
® Byemail address. Thisis applicable to all accounts, but an email address must be
configuredfirst. For details, see "4.3.2 Adding User".
1. Click Reset Password through Email Verification.
2. Click Send Verification Code.
3. Entertheverification code that you received from the email address, and then click
Next Step.
Step4  Set anew password and confirmit, and then click Next Step.
The password has been reset.

4.4 Configuring Storage

Managethe storage of the platform, including adding network disks, setting storage types to store
different types of files, and setting the storage location and retention period of the images and
recorded videos from devices.

4.4.1 Configuring Network Disk

The storageserver is required to be deployed.

Oneuservolume of the current network disk can only be used by one server atthe sametime.

User volume must be formatted when adding network disk. Check if you have backed up the
data.

Procedure
Login to the DSS Client. On the Home page, click EY, and then in the Basic Config

section, select Storage.

(7]
—
D

—_

Step2  Select
Step3  Click Add.
Step4  Select server name and mode, enter the IP address of network disk, and click OK.

® Normalmode: All volumes of the network disk will be added. Those used by any user
will be in red.

® Usermode:Enterthe usernameand password of a user. Only volumes of the network
disk assigned to this user will be added.
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Figure 4-49 Add network disk (normalmode)

9 Add NetDisk

Server Name:

Cancel

Figure 4-50 Add network disk (user mode)
O Add NetDisk

Server Name:

admin

- oz

Step5  Select disk,and then click to format the corresponding disk.
1. Select user volume, andthen click

2. Select format disk type, and then click OK.
® Video: Stores videos.

¢ Image and File: Stores all types ofimages.

Figure4-51 Format disk
Initialize Disk

Disk Type:

Video

Related Operations

e To configuredisk type, click EEd.
e To formatadisk, click [E.

71



User's Manual

[

Formatting will clear all data on the disk. Please be advised.

4.4.2 Configuring Server Disk

Configurelocal disk to store different types of files, including videos, ANPR snapshots, and face or
alarm snapshots. In addition to the local disks, you can also connect an external disk to the platform
server, but you have to format the external disk before usingit.

® Tosetuplocal storage, you need a physical disk with only one volume or any volume of one
physical disk. Back up the data of the disk or volume before setting its disk type, which will
format and erase all data fromiit.

® Onephysical disk with only one volume or any volume of one physical disk can only store one
type of files. If you need to store more than one type of files, you need more than one physical
disks or volumes, but it cannot be the one where you installed the operating system of the server.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config
section, select Storage.

Step2 Select@
Step3 Formatadisktoset astoragetype

A

This operation will clear all data on the disk. Please be advised.
1) Select user volume,andthen click
2) Select storagetype,andthen click OK.

® Video: Stores videos.

® Images and Files: Stores all types ofimages.

[

If you do not set up one or more disk types, you will not be able to properly use
corresponding functions. For example, if you do not set up an Image and File disk, you
will not see images in all alarms.
Step4 Managelocal disks.

® |nitialize disk
Click &

® To configuredisk type: Click [EEJ.

® To formatadisk:Select a disk or user volume, click

4.4.3 Configuring Device Storage

When there are alarge number of devices on the platform, it will puttoo much pressureonthe
network disks or local disks because they might produce a lot of face, video metadata, and event

images, and videos that need to be stored. The platform supports setting the storage location and
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retention period of theimages and videos for storage devices, such as an IVSS, to reduce the
pressureontheserver.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, andthenin the Basic Config
section, select Storage > Device Storage Config.
Only organizations with storage devices are displayed.
Step2  Select an organization, click & of a device on the right.
Step3  Configurethe parameters,and then click OK.

Table 4-17 Parameter description

Parameter Description

® Save to Central Storage: Allimages produced by the channels
connected to this device will be stored on the network disks or

Eventimage Storage local disks of the platform.

Location ® Link to Images on Device: Allimages produced by the

channels connected to this device will be stored on the device
itself. The platform will obtainimages from the device.

® Save to Central Storage: All alarm videos produced by the
channels connected to this device will be stored on the network
disks or local disks of the platform.

® Link to Videos on Device: All alarm videos produced by the
channels connected to this device will be stored on the device
itself. The platform will obtain videos from the device.

Event Video Storage [11

Location .
To make sure that alarms videos are complete, we recommend

you seta 24-hour recording plan for the device. Otherwise, the
platform might not be able to obtain videos. For example, a
recording plan of 00:00-14:00 has been configured onthe
device so that the channels connected to it will record videos
during that period. If an alarm is triggered on 14:01, the
platform will not be able to obtain videos for this alarm.

This function is applicable to the images and videos stored on the
device.

After enabled, the platform will obtain the value from the device,
Retention Time of Images | andyoucan change itto 1-180. The images and videos that have
and Videos on Device been stored longer than this value will be automatically deleted.

A\

Deleted files cannot be recovered. Please be advised.
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5 Businesses Configuration

This chapter introduces the basicbusinesses, such as storage plan, video monitoring, access control,
video intercom, target detection, face recognition, parking lot, and intelligent analysis.

5.1 Configuring Events

To receive alarms triggered by devices, you need to configure them on the platform.

5.1.1 Configuring Event Linkage

Configure the event source, and thelinked actions. When the event is triggered, the platform will
perform the actions you defined, such as taking a snapshot recording a video.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,

select Event > Event Config.
Step2  Click Add.

Figure 5-1 Configure theevent source

Step3  Configuretheevent source.

Table 5-1 Parameter description of event source types

Parameter Description

Select the type according to the type of the device or channel.

[

e Before configuring the event, check whether the channel
Device, video channel, features match theevent type; otherwise the event type
alarm input channel, access cannot be selected as thealarm source. To configure channel
controlchannel, and features, see "4.2.2.5.2 Modifying Device Information".
parking lot e If Alarm Input Channel is selected, check whether the
Triggered Event thatyou select matches the channelfeature

of thealarm input channelyou select. Otherwise, the event

will not be triggered.
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Parameter Description
This is a type of event that is manually triggered. Click Add Soft
Trigger Event Type to customize its name andicon. When
Soft Trigger viewing the live video image of the configured channel in the

Monitoring Center, you can click theicon to triggeran alarm
manually.

Combined Event

When a combined event is triggered, the platform performs the
defined linked actions. For howto configure combined events,
see "5.1.2 Configuring Combined Events".

Custom Alarm

This is used for events that devices support, but the platform
currently does not.

Click Add Extended Standard Event, and then configure the
alarm source, name, and alarm code.

Step4 Configurethe priority, when the event can be triggered, and other information.

Table 5-2 Parameter description

Parameter

Description

Priority

The priority level is used to quickly know the urgency of the event
when it is triggered.

Time Template

Select a time template for when the event can be triggered. If you
want to createa new template, see "4.2.5 Adding Time Template".

Holiday Template

Select a holiday template for when the event will not be triggered.
To createa new template, follow the steps below.

1. Inthedrop-down box, click Create Custom Holiday Template.
2. Enteranameforthe holiday.
3. Click Add, and then add a period and adjust the time.
You can add up to 50 periods.
4. (Optional) If there are other holiday templates, you can select
Copy From, and then select a template to copy its periods.
5. Click OK.

Tag

Enter some content that is used for filteringamong a largeamount
of events.

Step5 Configurealarm linkage actions.
® To link video, enable Linked Action > Link Video, and then configure the parameters.

Table 5-3 Parameter description

Parameter Description
® FEventsource:The camera of the alarmitselfis linked when the
alarm occurs.
Bound camera:If the alarm channel is bound to a video channel,
Camera you can view the video of the bound channel. To bind a channel,

see "4.2.3 Binding Resources".

Select camera: Select a camera so that you can view the camera
video when the associated alarm is triggered.
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Parameter

Description

Whenan alarmis
triggered, display
camera live view on
client

Enable this parameter, and then the platform will open the real-time
video ofthe channelwhere an alarm is triggered, and play it in the
defined stream type.

[

After the eventis configured, select Local Settings > Alarm, enable
Open Alarm Linkage Video and set how the video will be opened, As
Pop-up or Open in Live View. For details, see "9.3.4 Configuring
Alarm Settings".

Event Recording

Startrecording when an alarm is triggered. The video will be saved
to .\DSS\DSS Client\Record by default.

Stream Type

Define the stream type of the recorded video. If you select main
stream, the recorded video will be in higher quality than sub stream,
but it requires more storage.

Recording Time

The duration of the recorded video.

Prerecording Time

When thereis recorded video thatis stored on the device or platform
beforethe alarmis triggered, the platform will take the defined
duration of that video, and then add it to thealarm video. For example,
when the prerecording timeis setto 10 s, then the platform will add 10
s of video beforethe alarmis triggered to the alarm video.

[

e |[fthe alarmvideois stored on the device, we recommend you
configure a 24-hour recording plan to make sure that thereis
prerecorded content to add to the alarm video.

e Ifthe alarm videois stored on the platform, the platform will record
videos and use certain input bandwidth continuously.

® This parameteris not applicable to alarms in parking lots.

e To triggerasnapshot, enable Trigger Snapshot. The platform takes 2 snapshots,and

savethem to the Imageand File disk.

Select a video channel, and then it will take asnapshot whenanalarmiis triggered.
® To link a PTZ action, click Link PTZ, and then select the PTZ channels and presets to be

linked.

® (lick Alarm Output, select an alarm output channel,and then set the duration. The

channel will send outalarm signal when an alarmis triggered.

® To link audio and light, click Link Audio and Light, select theaudio and light channels,

andthen select the action duration.

® (lick Link Access Control Device, select door channels,and then select a linked action.

When an alarm is triggered, the door channels you selected will be locked, unlocked,

normally open or normally closed.

® To play alarm video onthe video wall, click Link Video Wall, select a camera on the left

of the page, and then select a video wall window on the right of the page.
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Step6

Step7

Make sure that you have added decoders to the platform, configured video wall and set
alarm window.

® To execute an HTTP URL;command, click Link HTTP URL Command. Click Add, and
then configureits request method, HTTP URL, and remarks. You can click totestif
thecommandis valid.

® To link emails, enable Email, and click Bl to add the email address, and then an email
will be sentto the selected email address when an alarm is triggered. You can also
manually enter an email address, but you must press Enter to make it valid.
To configure the email template, select Add Email Template from the Email Template
drop-down list.

® Applyan alarm protocolto help users process alarms when they are triggered. Click
Alarm Protocol, and then select a protocolfrom the Protocol Template drop-down
list.
Oryou can click Add protocol template to create a new protocol.

Select one or more users who will receive the notification when an alarm is triggered.

The users will only receive notifications when they arelogged in. If you need to add more

users, see "4.3 Adding Role and User".

@Lﬂ.

If the page becomes too long because you need to configure many parameters, you can
use the paneon theright to quickly go to different positions.
Click OK.

5.1.2 Configuring Combined Events

Configure therelation between the time of trigger of 2 events, and then you can configure what

actions to performed when the event is triggered.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Event > Combined Event Rule Config.
Step2  Click E3 toadda rule for combined events.
Step3  Enteranameforthe rule,andthen configure the details.
Forexample, select event B occurs and configurethe Xand Y to be 10 and 50 seconds
respectively. If event B occurs during the 10 seconds to 50 seconds after event A occurs, a
combined eventis triggered, and then the platform will perform defined linked actions.
Step4 Click OK.
The previous pagedisplays.
Step5 Click Add, and then configure the parameters of the combined event.
Table 5-4 Parameter description
Parameter Description
Name Enter a name forthe combined event.
Rule Select a rule.
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Parameter Description

Source of Combined Event Select the event and event source for event A and B.

Step6 Click OK.

Related Operations

Configure thelinked actions for the combined event. For details, see the previous section.

5.1.3 Filtering Repetitive Alarms

If certain alarms are frequently triggered, you can configure an interval during which they can only
be triggered once. Forexample, a tripwire alarm can only be triggered oncein 10 seconds.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, andthenin the App Config section,
select Event > Alarm Config.
Step2  Click Add.
Step3  Select an event,andthen configurethe interval.

Step4  Click OK.

5.2 Configuring Map

5.2.1 Preparations

Devices are deployed. For details, see device user's manuals.
Basic configurations of the platform have been finished. For details, see "4 Basic Configurations".

® A map pictureis prepared.
® To showdevice alarms on the map, make sure that Map flashes when alarm occurs is enabled
in Home > Management > Local Settings > Alarm.

5.2.2 Adding Map

A raster mapis suitable for places where you want to view their detailed information, such as a
parking lot. You can add multiple ones.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, and thenin the App Config section,
select Map.
Step2 Select Main Map, and then click Add Map.
Step3  Enterthe map name, select the picture and then click OK.

78



User's Manual

Figure 5-2 Add main map

Name: Description:

Local Area

Map:

Step4 Addasubmap.

1) Click theadded raster map, and then click Add Sub Map.
2) Enterthemap name, upload the picture, and then click Next Step.
3) Dragthe pictureto the desired position and click OK.

Related Operations

Hide Device Name

Only display theicons of devices.

Delete resources

To delete a device from the map, click it and then click Delete Device.

Show device

Select which type of resources you want to display on the map.

Move

To move adevice, click Move and then drag the device on the map.

Select

To select one or more devices, click Select, and then click the devices on the map one by one.
Pane

To select devices in batches, you can click Pane, and then drawa frame on the devices to select
the device.

Clear

To clear all markings on the map, click Clear.

Add Sub-map

To add a sub map on the current map, click Add Sub Map, click onthe map tolocate it, entera
name, upload a map picture and then click OK.

Map scale

Select Map Scale > Configure the map scale, drawa line one the map, and then enter its actual
distance.

Length

Select Box > Length, connect two points with a line on the map (double-click to finish drawing),
and then the distance between the pointsis shown.
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® Area
Select Box > Area, select a region on the map (double-click to finish drawing),and then the area
is measured.
e AddMark
Select Box > Add Mark, and then mark information onthe map.
® Reset
Select Box > Reset torestore the maptoits initial position and zoom level.

5.2.3 Marking Devices

Link a device to the map by dragging it to the corresponding location on the map according to its
geographicallocation.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Map.
Step2 Click themap.

Figure 5-3 Map

Step3 Dragthe device channel from theleft device tree to the corresponding location of the
map.

5.3 Personnel and Vehicle Management

Configure personneland vehicle information for the applications of access control, vehicle control,

andvideo intercom.

® Personnelinformation contains card number, password, face picture, and more. People bound
with vehicle information will be displayedin the vehicle list.

® Vehicle information helps to confirm the entry of the vehicle into a certain area. Vehicle bound
with personnelinformation will be displayed in the personnellist.

80



User's Manual

5.3.1 Adding Person and Vehicle Groups

Add person and vehicle groups to easily manage people and vehicles. People and vehicles use the
same groups.Only administratorscan add, edit,and delete person and vehicle groups.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Personal and Vehicle Info.

N

Step Click Person List or Vehicle List.
Step Click EH,and then configurethe parameters.

w

Table 5-5 Parameter description

Parameter Description
This is for permission control. For example, if a user cannot access
Parent Group Group A, then the user cannot access all the groups under Group
A.
Group Name Entera nameforthe group.

Only the roles and their users can view this group.

Roles Allowed Access O
Click B toseethe users assigned with theroles.

Step4 Complete configuration.
® (lick Add to addthe group and exit the page.
® (lick Save and Add Person to add people to the group. For details, see "5.3.2
Configuring PersonnelInformation".

5.3.2 Configuring Personnel Information

Add people to the platform and grant them access to different access control devices, entranceand

exits permissions,and more.

(1]
To collect fingerprints or card number, connect a fingerprint collector or card reader to the computer
where the PC client is installed.

5.3.2.1 Adding a Person

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, andthenin the App Config section,
select Personal and Vehicle Info.
Step2  Click 8.
Step3  Click Add.
Step4  Click the Basic Info tab to configure person information.

1) Hoveroverthe profile,and then click Upload to select a picture or click Snapshot to

takea photo.
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® Youcan upload 2 pictures or take 2 snapshots.

e Click B ontheSnapshot page, and thenyou can select camera, pixel format,
resolution, and image quality. These settings are only effective with the current
client.

2) Enter personnelinformation as necessary.IDis required and must be unique. It can be
up to 30 characters, and letter-number combination is also supported.

Figure 5-4 Personnelinformation

9 Add Person

Basic Info

Name:

Rick Grimes

Remarks:

Only certain devices support the second picture or snapshot. The second picture or
snapshot can be the person's face being blocked, such as wearing a mask or a hat.
Step5 Click IEl, and then set person details as required, including nickname, ID, address,
birthday, region, company, job title, and more.
Step6 Ifthe personisresident, Click next to Resident Info, and then bind room number.

® Room No.: The number of the apartment in which this person lives. The room number
is displayed in the access records and video intercom operation records. Access
permission of the corresponding VTOis also included when authorizing access control
permission to this person.

® Homeowner: When several people live in one apartment, you can set one of them as
thehomeowner.

Step7  Click the Authentication Info tab, and then set validity period and access control
information.
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Figure 5-5 Authentication Info

Authentication Info

Multi-factor Authentication Password C Unlock Password (Only for 1st gen)

+ -

Fingerprints &

4+ Add

Fingerprint Name Operation

1) Configure effective periods, within which the face, card, password, and fingerprintare
effective.
2) When access controllers are added and passwords are required to unlock the door,
configurethe password first.
® A multi-factor authentication password mustbe used with a card, person ID, or
fingerprint to unlock the door. It is only applicable to second-generation access
controldevices.
e Click Bl andyou can setup anunlock password that can be used to directly unlock
thedoor.lt is only applicable to first-generation access control devices.
Issue cards to personnel.
Oneperson can haveup to 5 cards. There are two ways to issue cards: by entering card No.
or by acard reader. A card number is 8-16 numbers. Only second-generation access
control devices support 16-digit card numbers. When a card number is less than 8
numbers, the system will automatically add zeros prior to the number to make it 8 digits.
Forexample, if the provided number is 8004, it will become 00008004. If there are 9-16
numbers, the system will not add zero toiit.
® |[ssuea cardthroughacard issueroradevice with a card reader.
1. Click B nextto Card, select acard issuer or a reader of a device, and then click OK.
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Figure 5-6 Card reader manager

Card Reader Manager

Card Reader:

Device

Device:

2. Click EE, swipe acard on the device you select, the card number will be recognized
anddisplayed.
3. Click IE
® Manually enter the card number.
Click E&, enter card number, and then click

Figure 5-7 Reader manager

A12345678

Table 5-6 Card operations

Icon Description

If a person has more than one card, only the main card can be issued to thefirst-
generation access control device. Thefirst card of a personis the main card by
| default.

Click 1 onanadded card, the icon turnsinto [ which indicates that the card
is a main card.

Set acard as duress card. When opening door with a duress card, there will be a
duress alarm.

L] Click thisicon, itturnsinto E&, and 3 is displayed at upper right, which
indicates that the card is set as a duress card. To cancel the duress setting, click E&.

B Change card for the person when the current card does not work.

& | Removethe card,and thenit has no access permissions.
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Step9  Collect one or morefingerprints of the person.
To open doors with fingerprints, you need to collect the fingerprints from the person. A
person can have up to 3 fingerprints.
1) Click B nextto Fingerprint.
2) Click Add.
3) Select a fingerprint collector from the Fingerprint Collector drop-down list, and then
click OK.
4) Click Add.
Figure 5-8 A collected fingerprint
Fingerprint
Table 5-7 Fingerprint operations
Icon Description
One can have 3 fingerprints, but only these fingerprints can beissued to devices.
ﬁ
rj-..u. Click thisicon, andthenit turnsinto iﬁ'i , which indicates that this fingerprint
5 :
-l-‘.
has been setas a main one. To cancel the main fingerprint setting, click .
Set afingerprint as duress fingerprint. When opening door with a duress
fingerprint, there will be a duress alarm.
Tn Click thisicon, itturnsinto . which indicates that the fingerprint has been set
as a duress fingerprint. To cancel the duress setting, click .
Modify fingerprint name.
E Remove thefingerprint,and then it has no access permission.

Step 11

If the person has one or more vehicles, click 8] nextto Vehicle Information to add

vehicle information, so that you can grant access permissions to this person's vehicles later.

® [f vehicles have been added to the platform, click Select from Vehicle List, and then
select the vehicles for this person.

e [fvehicles have not been added to the platform, click I, and then enter the plate
number, and select a color and brand.

If the person needs access control permission, enable the permission first.

1) Click I nextto Access Control Permission.
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2) Select Access Type, and select Allow Device Login check box as needed.
® Allow Device Login: People have permission to go into web page from the device.
® Select General if youwantto set the person to be afirst-card user.

3) Click Add, and then select access control permission group. For details, see "5.4.1.1
Creating Face Comparison Group".

Figure 5-9 Add to access control permission group

Access Control Permission —®

255 Type:

General . Allow Device Login

s Permission Group:

& Add

Access Permission Group Name Operation

Step12 Enable Face Comparison to recognize the person by images.
1) Click [ nextto Face Comparison.
2) Select a face comparison group.

Figure 5-10 Face comparison

Face Comparison —®

You need to create a face comparison group first.
Step 13 If the vehicle needs access to the parking lot, enable and configure Vehicle Group first.
1) Click B nextto Parking Lot Vehicle Group.
2) Enable Parking Space Available and configure the number of the parking space for
the vehicle owner.
3) Click Add to select a vehicle of the person, and then select which vehicle groupiit
belongs to, and for how long it has permission to parkin the parking lot.
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Figure 5-11 Parking lot vehicle group

Parking Lot Vehicle Group —@

Parking

1

+ Add

Plate No. Vehicle Group Validity Period Operation

Step 14 Click OK.
[L]

To deletea person, you can select the person,and then click [E% to delete all people on
this page, select the Select All check box, and then click Delete.

Related Operations
e To edit basic information ofa person, select the person, and then click [E.
® To deletea person:
o Click B todelete aperson andassociated permissions.
¢ Select multiple people, and then click Delete to delete them and their permissions.
¢ Click Delete All to delete all the people and their permissionsinthe group.
® To view authorization exception, click .

e Tosearchfora person,enter key words inthe [

5.3.2.2 Importing Multiple Persons

To quickly add a number of personnel, you can download a personnel template, fill in it and then
importit to the platform. You can also import an existing personnelfile.

Prerequisites
Prepare an .xlsx file that includes the information of the people you want to import, their face images
(optional),and then compress them into a zip file. The .xIsx file can include information of up to
5,000 people. The zip file cannot be larger than 1 GB.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Personal and Vehicle Info.

Step Click B,
Step Select Import > Import from File.

w N
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Figure 5-12 Import personnelinformation

Import

Step4 Importthe personnelinformation file.
(11

If there is no personnelinformation file, click Template Download and follow the
instructions on the page to create personnelinformation.
Step5 Click OK.
The following cases might occur during animport:
e |[fthereare failures, you can download thefailures list to view details.
® Read carefully theinstructions in the template to make sure all the information is
correct.
® (Cannotreadthe contents with a parsing error reported directly.

Related Operations
® Export personnelinformation.
Select an organization, click Export, and then follow the instructions on the page to savethe
exported information to a local disk.
® Download template.
To add personnelinformation in batches, you can download the template, fill in the information,
andthen importit.

5.3.2.3 Extracting Personnel Information

When personnelinformation has been configured on access control devices or door stations, you
can directly synchronize the information to the platform.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,

select Personal and Vehicle Info.

Step2  Click E8.
Step3  Click Import, and then select Import from Device.
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Figure 5-13 Import from device

Person Group All Persons

+ ¢

% Export

Rasir Infn Aunthenticatinn Infn

iin All Persons Import from Device

Completed.

5 3 N -
sired person information: 2 [ ]

Step4 Click I, select a channel from anaccess controldevice or door station, and then click OK.

Figure 5-14 Extract task list

Import from Device

9 Acquire Task List

== I (=

- Carl € El

Step5 Double-click a result to view the detailed information.
Step6  Synchronize personnelinformation to the platform, or export information.
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Figure 5-15 Personnel extraction results

Import from Device

9 220

¥ Importall

Access Type Authorization Information
€]
€]
€]
General
General
1003 -
1001 -
General

General

® To addall the personnelinformation to the platform, click Import All.

® To add part of theinformation, select the people of interest, and then click Import
selected.

® To exportinformation, select the people you want, and then click Export.

5.3.2.4Issuing Cards in Batches

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,

select Personal and Vehicle Info.

Step2  Click E8.
Step3  Select the peopleto issue card to, and then click Batch Issue Card.
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Person Group

t
t
t

N | |
ol |

Figure 5-16 Issue card in batches
All Persons

Set term of validity.

Issue cards to personnel.

Supportissuing cards by entering card number or by using a card reader.
® Byentering card number
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Figure 5-17 Enter card number

9 Batch Issue Card

Name Operation

.

andy

1) Double-click the Card No.input boxes to enter card numbers one by one.
2) Click OK.

® Byusinga cardreader

1) Click B

2) Select a cardreader or device, and then click OK.
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Figure 5-18 Reader manager

3) Select people one by one and swipe cards respectively until everyone has a card
number.
4) Click OK.

5.3.2.5 Editing Person Information

Modify personnelinformation including basic information, authentication details, and authorization.

Person ID cannot be modified.

Procedure
Step1 Logintothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Personal and Vehicle Info.

Step2  Click Ef.
Step3  Click to edit information. For details, see "5.3.2.1 Adding a Person".

5.3.3 Vehicle Management

Manage vehicle information including vehicle type, owner, entry and exit permissions and arming

groups.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Personal and Vehicle Info..
Step2 Click )
Step3 Click Add to add vehicle information.
® Addvehicles one by one
1. In the Owner Info section, click Select from Person List to select the owner of the

w N

vehicle.

2. Configuretheinformation ofthe vehicle in the Vehicle Info section, such as the
vehicle group, plate number (required and unique), vehicle color, brand and more.
If you have selected an owner, you can add multiple vehicles.

3. Click - to enable Parking Lot Vehicle Group, and then you can set the
available parking spots for the selected person,and grant access permissions by
adding vehicles into entrance and exit vehicle groups.
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Figure 5-19 Parking lot vehicle group

Parking Lot Vehicle Group

Parkin;

1

Plate No. Vehicle Group Validity Period Operation

ABC12345 General Long Term (-]

L]
If the owner has more vehicles than the set parking spots, once no parking spots
available, owner cannot access the parking lot.

4. Click - to enable Vehicle Arming Group, and then click Add to arm the
vehicles you havejust added.

Figure 5-20 Vehicle arming group

Vehicle Arming Group —®

+ Add

Plate No. Vehicle Arming Group Validity Period Operation

ABC12345 High Risk Vehicle Long Term =1

(L]
Forarming group details, see "5.4.2.1 Creating Vehicle Arming Group".
® Add vehicles in batches
1. Click Import at the top, and then click Template Download.
2. Fill in thetemplate, and then select Import > Import File. Click to select the file and

import.
(L]
The platform supports downloading files that failed to import for you to check and
fix.
Step4  Click OK.
Step5 (Optional) You can export vehicle information to local storage as needed.
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Figure 5-21 Export vehicle information

Username: Login Passv

system

Encryption Pass Confirm Encryption Password:

Export Range:

® (lick Export and then enter required information, such as passwords for login and

encryption, to export all the items.
® Select vehicles, and then click Export to export only the selected information.

Related Operations
® Youcan search vehicles by entering keywords in search box at the upper-right corner.
® (lick or double-click the column to edit the vehicle information.

e (Click |E todelete vehicles one by one.You can also select multiple vehicles and then click
Delete at the top to delete in batches.

5.4 Watch List Configuration

Configure face and vehicle watch list for future investigation.

® Forface watch list, you can create and arm face comparison groups to recognize faces.

® Forvehicle watch list, you can create vehicle comparison groups, add vehicles and then link
devices for plate recognition.
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5.4.1 Face Watch List

Configure face watch list and issue the list to devices for recognition and alarm.

5.4.1.1 Creating Face Comparison Group

Only administrators can add, edit, and delete person and face comparison groups.

Prerequisites
® Make surethatthe devices for face recognition have been successfully configured onto the
Platform.
® Make surethat the basic configuration of the Platform has completed. For details, see "4 Basic
Configurations". During the configuration, you need to pay attention to following parts.
¢ Whenadding devices on the Device page, set the Device Category to Encoder.

Figure 5-22 Device category

“ Add Device

1.Login Information

Add Mode: Access Protocol:

IP Address Dahua

| Encoder

IP Addr Device Port:

Username: Password:

admin L L1 1T}

Organization:

Root

¢ When adding devices like NVR or IVSS which support face recognition, set the device feature
to Face Recognition. For details, see "4.2.2.5 Editing Devices".
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Figure 5-23 Feature configuration

9 All Device

asic Info

Channel Name Camera Type atures Keyboard Code

¢ Make surethatyou have configured at least one disk with the type of Images and Files to
storeface images. Otherwise, the snapshots cannot be displayed.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and then select Watch List > Face
Watch List.
Step2 Click Add, and then configure the parameters.

Table 5-8 Parameter description

Parameter Description

Face Comparison Group Entera nameforthe group.

Name

You can use colors to quickly differentiate each group. For
Color .

example, red indicates key targets.

Only the roles and their users can view this group.
Roles Allowed Access O

Click [ to seethe users assigned with theroles.

Step3  Click Add.

5.4.1.2 Adding Faces

Add people to face comparison groups. Their faces will be used for face comparison.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EY, and then select Watch List > Face
Watch List.
Step2 Click B ofa groupyou want toadd people toiit.
® Add people by person groups. This is the most efficient way, provided that you have
created person groups based on the access permissions. For details, see "5.3.2
Configuring Personnel Information".
Click Add by Person Group, select one or more groups,and then click OK. You can also
select Include Sub Groups to include the people in the sub groups of the groups you
select.
® Select the peopleyou want to add. This is applicable to people in different person
groups have the same access permissions.
Click Add by Person, select the people youwantto add, and then click OK.
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5.4.1.3 Arming Faces

The faces of the peoplein comparison groups will be sent to devices for real-time face recognition. If
the similarity reaches the defined threshold, alarms will be triggered.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthen select Watch List > Face
Watch List.

Step2  Click B ofthe face comparison group you wantto arm.
Step3  Click Add, select one or more devices or channels, and then click OK.

The platform will send the information of the face watch list to the devices and channels
you selected, and display the progress. If exceptions occur, you can click [ to seethe
reason.

Figure 5-24 Send face comparison group

Send Face Comparison Group

Face Comparison Group: 1111

A
m

- - e, Organization Operation
¥ B am Current Site

e
e

b

b

Cancel

Step4  Aftertheface watch list is successfully sent, click Next Step.
Step5  Click Add, select the channels youwantto arm, and then configure the similarity for each

channel.
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[L]
When the similarity between the face captured by the channeland aface in theface watch
list reaches oris greater than the defined value, it is considered a match.

Figure 5-25 Arm face comparison group

Arm Face Comparison Group
Face Comparison Group: 1111

AL
m

Q Selected (3)

_ . Device Channel Similarity Operation
¥ B i Current Site : s
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smart-gate-In 80 (-]

Step6  Click OK.

Step7 (Optional) View exceptions and arm the face comparison group again.
1) Click B to view why arming failed and address the issue.
2) Click Send Again to arm the face comparison group again.

5.4.2 Vehicle Watch List

Create a vehicle comparison group and add vehicles to it. After a vehicle comparison groupis sent to
ANPR cameras for recognition, alarms will be triggered if the vehicles in the group are captured and

recognized.

5.4.2.1 Creating Vehicle Arming Group

A vehicle arming group contains the information of multiple vehicles. When arming the group, you
can arm all the vehicles inside the group at the same time. Only administratorscan add, edit,and
delete person and face comparison groups. You can add up to 8 vehicle arming groups.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and then click Watch List > Vehicle

Watch List.
Step2 Click Add, and then configure the parameters.

99



User's Manual

Table 5-9 Parameter description

Parameter Description

Vehicle Arming Group Enter a namefor the group.

Name

You can use colors to quickly differentiate each group. For
Color o

example, red indicates key targets.

Only the roles and their users can view this group.
Roles Allowed Access ©=a

Click B to seethe users assigned with theroles.

Step3  Click Add.

5.4.2.2 Adding Vehicles

Add vehicles to vehicle arming groups. After armed, devices will recognize their plate numbers and
trigger alarms.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and then click Watch List > Vehicle
Watch List.
Step2  Click [ ofa group,ordouble-click a group, an then click Select from Vehicle List.
® Add vehicles by vehicle groups. This is the most efficient way, provided that you have
created vehicle groups. For details, see "5.3.2 Configuring Personnel Information".
Click Add by Vehicle Group, select one or more groups, andthen click OK.You can
also select Include Sub Groups to include the vehicles in the sub groups of the groups
you select.
® Select the vehicles you want to add. This is applicable to vehicles that you wantto add
arein different vehicle groups.
Click Add by Vehicle, select the vehicles youwant to add, and then click OK.

5.4.2.3 Arming Vehicles

The plate numbers of the vehicles in comparison groups will be sent to devices for real-time
recognition and trigger alarms.

Login to the DSS Client. On the Home page, click EY, and then arm the vehicle on the Event page.
Click Add to add an eventtoarm a vehicle watch list. For howto configure events, see "5.1
Configuring Events".
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Figure 5-26 Arm vehicle event
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5.5 Access Control

Issue cards, collect fingerprints and face data, and apply permissions, so that the authorized people
can opendoor by using card, face or fingerprint.

5.5.1 Preparations

Make sure that the following preparations have been made:

® Access controldevices are correctly deployed. For details, see the corresponding user’s manual of
the device.

® Basicconfigurations of the platform have been finished. See "4 Basic Configurations" for details.
¢ When adding access control devices, select Access Control for device category.
¢ (Optional) On the Bind Resource page, bind video channels for access controlchannels.

¢ Personnelinformation is added correctly. For details, see "5.3 Personneland Vehicle
Management".

5.5.2 Configuring Door Groups

Door groups allow you to easily manage access permissions by granting them to people in batches.
A normaluser canonly access a door group if it can access all the channelsin the group.
Administratorscanaccess all door groups by default. You can add up to 50 door groups.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Access Control > Door Groups.
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Step2 Click add,and then enterthe group name, select a time template and a holiday schedule,

select device channels, and then click OK.

After the time template and channels are configured, people assigned with the permission

can only unlock the doors during the defined periods.

® |ntheTime Template drop-down list, select Create Time Template. For details, see
"4.2.5 Adding Time Template".

® [fyouhave added holiday plans, select one in the Holiday Plan drop-down list. You can
also create new holiday plans. For details, see "5.5.8 Configuring Holiday Plans".

5.5.3 Configuring Access Permission Groups

By adding multiple door groups to an access permission group, you can quickly assign people
permissions to access all the channels in the door groups. Only administrators can edit the door
groups inaccess permission groups.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Access Control > Access Permission Group.
Step2 Click Add, and then configure the parameters.

Table 5-10 Parameter description

Parameter Description

Access Permission Group Entera namefor the group.

Name
Door Groups Select one or more door groups.

Only the roles and their users can access this group.
Roles Allowed Access ©=n

Click & toseethe usersassigned with theroles.

Step3  Click OK.
Step4 Click E andselect people to grant them access to the access control channels in batches.
® Add people by person groups. This is the most efficient way, provided that you have
created person groups based on the access permissions. For details, see "5.3.2
Configuring Personnel Information”.
Click Add by Person Group, select one or more groups, and then click OK. You can also
select Include Sub Groups to include the people in the sub groups of the groups you
select.
® Select the peopleyou want to add. This is applicable to people in different person
groups havethe sameaccess permissions.
Click Add by Person, select the people youwant to add, and then click OK.
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5.5.4 Configuring Public Passwords

Anyone with a pubic password can unlock associated doors. You can add up to 1,500 passwords.

Only second-generation access control devices and video intercom devices support this function.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Access Control > Door Groups.

Step2  Click [
Step3 Click Add, entera nameand a password, and then select the access controlchannels and

video intercom devices as needed.

Figure 5-27 Add a public password

9 Add Public Password

Basic Info

Select Access Control Channel

Channel Name Operation

]
e

Select Video Intercom Device

Step4  Click Save.

5.5.5 Anti-passback

The anti-passback feature requires a person to enter and exit from the specific doors. For the same
person,an entry record must pair with an exit record. If someone has entered by tailing someone
else, which means thereis no entry record, this person cannot unlock the door to exit.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Access Control > Door Groups.
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Step2  Onthe Access Control page, click [E.
Step3  Click the Anti-passback tab.

Step4 Click Add.

Step5 Configurethe parameters,and then click OK.

Figure 5-28 Anti-passback parameters
9 Anti-passback Config

+ Add

Group 1

Doorl Reader 1

Table 5-11 User selection information description

Parameter Description
Device You can select the device to configure the anti-passback rules.
Anti-passback name You can customize the name of an anti-passback rule.

The access card becomes invalid if

. ) an anti-passbackruleis violated.
Reset Time(min) o ] o (1]
The reset timeis theinvalidity =

duration. When the selected device isa

You can select the time periods to i I EEl e e R e

Time Template
P implement the anti-passback rules. must set up these parameters.

Remark Description information.
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(X'is anumber)

Parameter Description
The group sequence hereis the
Group X sequence for swiping cards. You can

add upto 16 readers for each group.

Each group can swipe cards on any
of thereaders.

Step6  Click -, and thenit changesto = The function is enabled.

5.5.6 Synchronizing Records

If access control devices go offline and then online again, the platform can automatically

synchronize records from them during that period to make sure that access controlrecords are

complete and up-to-date.

Procedure

Step1  Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,

select Access Control > Auto Sync Records.

N

Step Click I to enable the function.

(O8]

Step Set upa time, and then click Save.

The platform will synchronize records on aregular basis.

@Lﬂ.

Click Extract Now to immediately synchronize records from devices to the platform.

How records are synchronized:

® Ifrecordsona device was automatically synchronized to the platform, then the

platform will synchronize allrecords from the time of the latest record from thelast

automatic synchronization to the time you set. For example, the latest record from the

last automatic synchronization was on 2022-10-18 16:00, time of automatic

synchronization is set to 04:00 every day. The device was offline on 2022-10-18 18:00,
and then reconnected on 2022-10-20 16:00, then the platform, on 2022-10-21 04:00,
will synchronize therecords generated on the device from 2022-10-18 16:00 to 2022-

10-21 04:00.

® Ifrecordsona device has not been automatically synchronized to the platform,and the

device went offline and online multiple times, the platform will synchronize all the

records from the time ofthe latest record uploaded before the first offline, to the time

you set. For example, time of synchronization is set to 04:00 every day. The device first
goes offline on 2022-10-18 16:00 with the latest record uploaded on 2022-10-18 15:00.
Beforethetime of synchronization, the device goes offline and online multiple times.
Then on 2022-10-19 04:00, the platform will synchronize therecords generated on the
device from 2022-10-18 15:00 to 2022-10-19 04:00.
® Ifrecords ona device has not been automatically synchronized to the platform,and

records were not generated on the device and uploaded to the platform when the

device is online, then on the time of synchronization, the platform will synchronize the

records on the device within the past 24 hours.
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5.5.7 Configuring Time Templates

Configure time templates for different access control strategies. For example, employees can only
gain access to their offices during work time.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Access Control > Door Groups.
Step2  Click H.
Step3  Click Create Time Template from the Time Template drop-down list when adding or
editing adoor group.

Figure 5-29 Time template

Time Template
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Tu
Wednesday:
Thursday:
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o
o
o
o
o
o

Sunday:

Step4 Enterthetemplate name, set time periods, and then click OK.
There are two ways to set time periods:
® Dragyourmousecursoronthetimebars to select time sections. To remove a selected
time section, click on thetime barand drag.
e (Click & and then settime periods in the Period Setup dialog box.

® Youcan add up to 6 periods for each day.
® To usean existing template, select the Copy From check box and then selecta
templatein the drop-down list.

5.5.8 Configuring Holiday Plans

People can only unlock doors during the periods defined in the holiday plan. If a time templateis
also configured, then the holiday plan will take priority. For example, the time template and holiday
plan involve the same day. The effective periods of the time template on this day is 8:00-24:00, and
theholiday plan is 9:00-17:00. Then, people can only unlock the doors in the door group during 9:00-
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17:00 on this day.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Access Control > Door Groups.
Step2 Click Add Holiday Schedule from the Holiday Schedule drop-down list when adding or

editing adoor group.

Figure 5-30 Add a holiday plan

9 Holiday Plan

Holiday List 4
Holiday Name Date Operation

EEE] 2021-07-15 ~ 2021-07-16 A

Step3  Configurethe parameters.

1. Entera nameforthe holiday plan.

2. Configurethe periods when the holiday will be effective.

3. Click B toadda holiday: Enter the holiday name, set a start date, and how long this
holiday lasts, and then this holiday will be effective within the periods you set from the
previous step.

Step4  Click Add.

o=
You can add up to 4 holiday plans.

5.5.9 Configuring Access Control Devices

After an access control device is added, and if it is online, you can restart it, and synchronizeits time
with the platform.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the Basic Config

section, select Device.
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Step2 Click B
Step3  Select an access control device from the device tree.

Figure 5-31 Select an access control device

¥ i Root
b raa
» £ test-dms

» £o3 Build3

» O 220

> '.%.‘ pyf-1

b M root
Step4 Configuretheaccess controldevice.
® (lick Restart Device to restart thedevice.
e Click B atthe upper-right corner to go to the web page of the device.

5.5.10 Configuring Door Information

You can configure door status, Always-Open or Always-Close period, alarm and more.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click B, andthenin the Basic Config

section, select Device.

N

Step Select a door channelin the device tree, and then click Door Config on the right.

(O8]

Step Configure door information, and then click OK.
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Figure 5-32 Door configuration

9 Door Config
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The pageis only for reference, and might vary with different access control devices.

Table 5-12 Parameters description

Parameter

Description

Reader Direction

Indicates the in/out reader based on the wiring of ACS.

Door Status Set access control status to Normal, Always Open, or Always Close.

NO Period If enabled, you can set up a period during which the door is always
open.

NC Period If enabled, you can set up a period during which the door is always

closed.

Door Sensor Enable

You can only enable intrusion and timeout alarms when the door
sensor is enabled.

Enable Alarm

® Intrusion:If thedooris unlocked by methods you have not
configured, the door contact s split and triggers anintrusion
alarm.

® Unsuccessful Attempts Exceeding Limit: If failed to unlock the door
for certain times, an alarm will be triggered.

® Duress: Entry with the duress card, duress password, or duress
fingerprint triggers aduress alarm.

® Timeout: Unlock duration timeout triggers a timeoutalarm.

Public Password

Enable this function,and then you can use a public password to unlock
the door.For how to configure a public password, see "5.5.4
Configuring Public Passwords".
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Parameter Description

Sets up for how long the door will unlock. The door locks automatically

Unlock Duration after the duration.

Unlock duration exceeding the Unlock timeout triggers a timeout

Unlock Timeout
alarm.

You can useany one of the methods, card, fingerprint, face, and
password, or their combinations to unlock the door.

® Select And, and select unlock methods. You can only open the
door using all the selected unlock methods.

Unlock Method ® Select Orand select unlock methods. You can openthe doorin

one of the ways that you configured.

® Select Unlock by period and select unlock mode for each time
period. The door can only be opened by the selected method(s)
within the defined period.

5.6 Video Intercom

5.6.1 Preparations

Make sure that the following preparations have been made:
® Access controldevices are correctly deployed. For details, see the corresponding user’s manuals.
® Basicconfigurations of the platform have been finished. To configure, see "4 Basic
Configurations".
¢ When adding video intercom devices on the Device page, select Video Intercom as the
device category.
¢ When adding access control devices that supportintercom, select Device Category to
Access Control in Login Information, and then select Door Station access Controller or

Fence Station Access Controller according to the type of your device.

5.6.2 Call Management

Create call group, management group and relation group respectively and define restricted call
relations. This function is only available for administrators.

A\

Click on the page of call group, management group or relation group, the system will restore
management group and relation group to their original status.

5.6.2.1 Configuring Call Group

Only devices in the same call group can call each other.

® A call group will be automatically generated after you add to the platform a VTO or access
controldevice that supportsintercom. AllVTHs in the same unit will also be automatically added
tothe group, thenthe devices in the group can call each other.

110



User's Manual

® A call group will be automatically generated after you add a second confirmation station to the
platform.Addthe VTHs in the same house to the group, then the second confirmation station
andthe VTHs can call each other.

® A call group will be automatically generated after you add a fence station to the platform. All the
VTHs on the platform will be automatically added to the group by default, then the fence station
andthe VTHs can call each other. You can also click to edit the VTHs in the group, so that the
fence station can only call certain VTHs.

® Afteraddedto the platform, VTHs will be automatically added to corresponding groups ifthey
areassociated with VTOs, second confirmation stations, or fence stations, so that they can call
each other.

5.6.2.2 Adding Manager Group

Divide administratorsinto different groups and link them to call groups in different combinations.
This is useful when certain administratorscan only answer calls from certain devices. Administrators
include VTS and users with permissions to use the video intercom function and operate the devices.
VTS will be automatically added to the default manager group after added.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Video Intercom.
Step2 Click Bl
Step3 Click Manager Group Config.
Step4 Click Add Group.
Step5 Entergroup name,select administrator accountor VTS, and click OK.

The added management group is displayed in the list.
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® To transfer members, click and move the member to other groups.
® To managegroup members, click to add or delete group members.

Figure 5-33 Edit manager group
Add Manager Group

Group Name:

Control Permissions Selected(0)

Select All

system

Cancel

5.6.2.3 Configuring Relation Group

Link call groups and manager groups,and VTOs or VTHs in a call group can only call administrators

or VTSs of a linked manager group. There are 2 types of relations:

® A callgrouplinks to 1 manager group.

All online administrators in the manager group will receive the call when any device is calling. If

an administrator answers, it will stop ringing for other administrators. The call will only be

rejected if all administrators reject it.

A call group links to multiple manager groups.

Priorities vary for different manager groups. When any device is calling, all online administrators

in the manager group with the highest priority will receive the call first. If no one answers for 30

seconds, then the call will be forwarded to the manager group with the second highest priority. If

still no one answers, the device will prompt that thereis no response for the call.

Procedure

(92
~+
[

—
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~+ |+ |+ |t
o D wIN

Login to the DSS Client. On the Home page, click EY, andthenin the App Config section,
select Video Intercom.

Click B,

Click Relation Group Config.

Click Add.

Enter the group name, and then select one or more call groups and manager groups.
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Figure 5-34 Add a group relation
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Becauseonly up to 2 manager groups will receive a call, we recommend you select no
more than 2 manager groups.

Step6  Click B or to adjust priorities of the manager groups, and then click OK.
The upper manager group has higher priority.

5.6.3 Configuring Building/Unit

Make sure the status of building and unit of the DSS client is the same as the VTO. If building and
unit are enabled on the platform, they must also be enabled on the device, and vice versa; otherwise,
the VTO will be offline afterit is added. That also affects the dialing rule. Take room 1001 unit 2
building 1 as an example, the dialing ruleis as follows:

® If building is enabled while unitis not,theroom numberis "1#1001".

e If building is enabled, and unit is enabled as well, the room number is "1#2#1001".

e [f building is not enabled, and unit is not enabled either, the room numberis "1001".

Select a call mode to specify the order of calling VTH and App.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Video Intercom.

N

Step Click ER.
Step Enable or disable building and unit as required, and then click OK.

A

This configuration must be the same as the device configurations. Otherwise, information

W

of the devices might be incorrect. For example, if only Building is enabled on a VTO, you
must only enable Building on the platform.
Step4  Click Save.
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5.6.4 Synchronizing Contacts

Synchronize contacts information to VTO and then you can view contacts on the VTO or its web

page.
Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Video Intercom.
Step2  Click EL.
Step3  Select an organization node (VTO),and then click Send Contacts.
Step4  Select one or moreVTHs as needed, and then click OK.

Now you can view contacts on the VTO or web page.

5.6.5 Setting Private Password

Set room door passwords so that theroom door can be opened by entering password on the VTO
(outdoor station).

il

Make sure that contacts are sent to the VTO; otherwise you cannot set private password.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Video Intercom.
Step2  Click EA.
Step3  Select a VTO,and thenyou cansee all the VTHs linked to this VTO.
Step4 Selecta VTH andclick [@, orselect several VTHs and click Change Password.
Step5 Enterpassword, and then click OK.
You can usethe new password to unlock on the VTO.
[
The format should be room number + private password, and the room number consists
of 6 digits. For example, a person who lives in 1001 with the private password ofthe VTOin
the building being 123456, can enter 001001123456 to unlock the door.
5.6.6 App User

You can view information of App users, freeze user, modify login password and delete user.

Prerequisites
Appusers haveregistered by scanning the QR code on the platform or the VTH. For details, see the
user manual of the App.

Procedure

Step1  Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Video Intercom.
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Step2 Click EE.

Table 5-13 Parameter description

Operation Description

The App user cannot log in for 600 s after being frozen.

Freeze APP user The account will be frozen when invalid password attempts exceeds 5
by an App user.
Click and enter a new password on the Reset Password page, and
then click OK.
Change APP user m
login password ® The password must be 8 to 16 characters and include numbers and
letters.

e (lick @ todisplay password,or ™ tomask password.

Refresh thelist of

App users Click Refresh to display the App users that recently registered.

Click | todelete App users one by one, or select multiple App users,

Delete APP user . . .
Y click Delete, and then follow the instructions to delete the users.

5.7 Visitor Management

After visitor information is registered, the visitor can have access permission. Access permission is
disabled after the visitor leaves.

5.7.1 Preparations

® Access control devices have been added into the platform.
® Basicconfigurations of the platform have been finished. To configure, see "4 Basic
Configurations".

5.7.2 Configuring Visit Settings

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the App Config section,
select Visitor.
Step2 Configurethe parameters.
® Automaticyvisit
Enable the function, and then select the channels as needed. Visitors with appointment
can verify their identities on the selected channels without registering.
® Automaticleave
¢ Enable the function, and then select the channels as needed. Visitors who are
visiting can verify their identities on the selected channels to end their visits
automatically.
¢ Sign out regularly: Expired visits will be automatically ended at the defined time
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point.

¢ Daily sign-out time: For visitors who do not arrive for their appointment before the

daily sign-out time, their appointment will be canceled.

¢ Sign out now: For visitors who missed their appointment when you click this

button, theirappointment will be canceled.

® Default visitor permissions: Set the default access permissions for visitors.

® Email template: You canset up an email template and automatically send emails when

visitors make an appointment, arrive for their appointment, and end their visit. You can

customize the email subject and content with the visitor information, such as visitor's

nameand ID number.

® Visitor pass remarks: Customize the content ofremarkson a visitor pass.

Figure 5-35 Customize visitor pass remarks

Step 3

Click Save.

Figure 5-36 Visitor pass remarks
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5.8 Parking Lot

Controlvehicle entrance and exit control with the functions such as ANPR, number of parking space,
alarm, and search. In case the vehicle is not recognized by the ANPR camera, visitors can use VTO to
call themanagement center, and then the management center can remotely open the barriers after
verifying the identity of the visitor.

5.8.1 Preparations

Make sure that the following preparations have been made:
® Devices, such as ANPR cameras, VTOs, barriers, are added to the platform.
® Basic configurations of the platform have been finished. To configure, see "4 Basic
Configurations".
¢ Whenadding an ANPR camera, select Access ANPR Device as the device category.
After you have added ANPR cameras, you can bind video channels to their channels. This is
usefulwhen you haveinstalled other cameras at the entrance to view and record videos of
the entire scene, not just the vehicle. You can view video from the bound camera when
checking the alarm details. For howto bind channels, see "4.2.3 Binding Resources”.
¢ Whenadding an NVR, select Encoder as the device category.
¢ Select Entrance ANPR from Features for the corresponding NVR channels.
¢ Whenadding VTO, select Video Intercom as the device category.
Also,you need to add the information of people and assign them permissions so that they
can usethe VTO normally. For details, see "5.3 Personneland Vehicle Management".

Make sure that the configuration of building and unit on the DSS client is the same as the
device. If building and unit are enabled on the platform, they must also be enabled on the
device, and vice versa. Otherwise, the VTO will be offline after being added. For details, see
"5.6.3 Configuring Building/Unit".

¢ Snapshots taken by ANPR cameras are stored in the Images and Files disks. You must
configure at least one Images and Files disk so that snapshots of vehicles can be normally

displayed. For details, see "4.4 Configuring Storage".

5.8.2 Configuring Parking Lot

A parking lotincludes parking spaces, entrances and exits, barrier control rules and other
information. Link an ANPR camera for recognizing license plates,and a VTO for verifying identities.

5.8.2.1 Basic Information

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click BY, andthenin the App Config section,
select Parking Lot > Parking Lot Configuration > Parking Lot Basic Config.
Step2 Click theroot node named Current Site, and then click Add.
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Step3  Configurethebasicinformation of the parking lot,and then click Next Step.

Table 5-14 Parameter description

Parameter

Description

Parking Lot Name

To differentiate from other parking lots.

Enable Parking Space
Counting

Configure the total parking spaces and available ones.
® TotalParking Spaces: The totalnumber of parking spaces in
the parking lot.
® Available Parking Spaces: The number of parking spaces in
the parking lot that are notin use.

Fuzzy Match of Entrance &
Exit Plate No. Snapshot

® First Character Rule

¢ 1 character added to the front of the plate number: It will
still be considered as a match when an additional
characteris added to the plate number. For example,
AB12345 is recognized as AAB12345.

¢ Missing the first character of the plate number: It will still
be considered as a match when thefirst character is
missing from the plate number. For example, AB12345 is
recognized as B12345.

® LastCharacterRule

¢ 1 character added to the end of the plate number: It will
still be considered as a match when an additional
characteris added to the end of the plate number.For
example, AB12345 is recognized as AB123455.

¢ Missing the last character of the plate number: It will still
be considered as a match when the last character is
missing from the plate number. For example, AB12345 is
recognized as AB1234.

® Misread Character Rule: It will still be considered as a match if

a character is recognized incorrectly, but the number of

characters are correct. For example, AB12345 is recognized as

AB12B45.

[L]

When you enable multiple rules, the platform will check if each
rule is satisfied. Only when one or morerules are satisfied will
platform consider it to be a match. For example, 1 character
added to thefront of the plate number, and missing thefirst
character of the plate number are both enabled. When the plate
number AB12345 is recognized as AAB12345, it satisfied 1
character added to the front of the plate number, but not
missing thefirst character of the plate number. This will be
considered as a match. If the plate number AB12345 is
recognized as AB112345, it does not satisfy both rules. This will
not be considered as a match.
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Parameter Description

Auto overwrite when If a vehicle entered the parking lot but has not exited, a new
captured vehicle has not entry record will be generated when the vehicle is recognized to
existed have entered again.

Step4

Configure the entrance and exit points,and then click Next Step.
11

The platform supports up to 6 entrances and exits.

1)
2)
3)
4)

Click EJ or Add Entrance and Exit Point.

Entera name, and then click OK.

If there is an entrance point, click Ed next to Entrance.

Enter a namefor the point, selecta capture mode, and then add a camera, video
intercom device (optional), orinformation display (optional).

If limited by the surroundings, you can install two cameras for this point, and then set
Capture Mode to Dual Camera to improve the successful rate of recognition number
plates.

In Dual Camera mode, the vehicles captured by the two cameras within the defined
Dual Camera Coordination Time will be considered as the same one.You must
configurethe time properly according to the installation positions of the cameras and
thedistance between them.

Figure 5-37 Entrance point configuration

[+ Entrance *

-
Entrance W&

Entrance Name

License Plate Snapshot and Recognition
Capture Mode

Single Camera @ Dual Camera

Dual Camera Coordination Time (1-5s):

® Online

Information Display

If thereis an exit point, click ¥ next to Exit, and then configure the parameters.
The parameters are similar to the ones in Entrance. For details, see the steps above.
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Step5 Configurethe passingrules,and then click Save and Exit.

1) Select a vehicle entrancerule, and then configure the parameters.

Table 5-15 Parameter description

Parameter

Description

Registered Vehicles

® Registered Vehicles Access Rule
Click Add, and then select By Parking Lot or By Point.

By parking lot: The vehicle groups will be added to all entrance
and exit points of the parking lot,and the vehicles in these
group can enter and exit through any entrance or exit.

By point: You can add different vehicle groups to different
entrance or exit points. For example, vehicle groupis added to
East entrance but not South entrance, then the vehicles in the
group can only enter the parking lot through East entrance.

® Allow Passage When Available Space is 0: After enabled,
vehicles are allowed to enter the parking lot even if thereare
no available parking space.
Click lE to enable this function for an entrance point.

All Vehicles

All vehicles can enter the parking lot.

e Vehicles on the Blocklist to Enter: After enabled, vehicles on
the blocklist are also allowed to enter the parking lot.

® Registered Vehicles Access Rule
Click Add, and then select By Parking Lot or By Point.
By parking lot: The vehicle groups will be added to all entrance
and exit points of the parking lot,and the vehicles in these
group can enter and exit through any entrance or exit.
By point: You can add different vehicle groups to different
entrance or exit points. For example, vehicle groupis added to
East entrance but not South entrance, then the vehicles in the
group can only enter the parking lot through East entrance.

Custom

You can customize the passing rule for the entrance.

® Forhow to configure Registered Vehicles Access Rule and
Allow Passage When Available Space is 0, seethe content
above.

o All Vehicles: Select a default time template or createa new
one,and then any vehicle can enter the parking lot within the
specified duration.

For how to createa new time template, see "4.2.5 Adding Time
Template".

® Open Barrier by Verification: After enabled, theaccess
permission of a vehicle must be verified,and then an
administrator can manually open the barrier for it. If Open
Barrier by Card Swiping After Verification is also enabled,

thedriver can swipe a card, and then the barrier will
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Parameter Description

automatically open if the can verify the driver to be the owner
of the vehicle.

® Open Barrier by Card Swiping Without Verification: The
barrier will automatically open if the card has access
permission.

1

You can enable Open Barrier by Verification or Open Barrier
by Card Swiping Without Verification at the sametime.
® Available Parking Space Counting:

[

You must enable parking space counting and select Count
parking spaces by entering and exiting vehicles.

¢ Count each vehicle as an occupied parking space: The
number of parking spaces decreases after a vehicle enters.

¢ Count each unregistered vehicle as an occupied parking
space: The number of parking spaces decreases only aftera
vehicle that is not registered to the platform enters.

¢ Custom: Configure which vehicles in the vehicle groups will
be usedto calculate parking spaces.

@-ﬂ_ﬂ.

For how to configure vehicle groups, see "5.8.3 Managing Vehicle Group".

2) Select a vehicle exit rule,and then configure the parameters.
The parameters are similar to the ones in the entrance. See the previous step.

3) Enable Send Plate No. to Devices, and then add vehicle groups to the allowlist and
blocklist.
Devices can use this information to determine which vehicles to let in when the
platform is offline.

Related Operations

o [F Edit the passing rules of the parking lot.

o [Fl: Edit the available parking space of the parking lot.
o & Edit theinformation of the parking lot.

o [ Delete the parking lot.

5.8.2.2 Event Parameter

Configure events for a parking lot so that you can receive notifications when alarms are triggered.

Procedure

Step1 Configurean event,and you need to select Parking Lot as the type of event source. For
how to configure an event, see "5.1 Configuring Events".
Step2 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
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select Parking Lot > Parking Lot Configuration > Event Parameter Config.

Step3  Select a parking lot, the events that were configured will be displayed on theright.

1

Blocklist alarm will not be displayed because there are no additional parameters to be

configured.

Step4 Click B toconfigurean event.

Table 5-16 Parameter description

Parameter

Description

Parking Overtime

® Overtime Parking Threshold: The unitis minute. Alarm

will be triggered if a vehicle has parked for longer than the
defined value.

Detection Interval: How long the platform will check which
vehicles have parked overtime. For example, select 5
minutes, then the platform will check whether there are
vehicles that have parked overtimein the parking lot. If yes,
then an alarm will be triggered.

Vehicles to Trigger Alarms:

¢ All Vehicles: All vehicles will trigger alarms ifthey park
overtime, but VIP vehicles are notincluded. If you enable
Include VIP Vehidles, VIP vehicles will also trigger
alarms when they park overtime.

¢ Non-registered Vehicle and Vehicle in the Blocklist:
The vehicles whose information is not registered to the
platform will trigger alarms when they park overtime.

¢ Custom: Enable Non-registered Vehicle, and thenthe
vehicles whoseinformationis not registered to the
platform will trigger alarms when they park overtime;
enable Registered Vehicle and add vehicle groups, and
then the vehicles in these groups will trigger alarms
when they park overtime.

o=

You can enable Non-registered Vehicle and
Registered Vehicle at the sametime.

No Entry and Exit Record

No Entrance/Exit Record Duration: The unit is day. If a
vehicle has not entered or exited the parking lot for longer
than the defined duration, then an alarm will be triggered.
Statistical Time Point: The platform will start calculating
the duration of a vehicle that has not entered or exited the
parking lot on the defined time.

Entrance and Exit Vehicle Group of Interest: Only
calculate the duration for the vehicles in the vehicle groups
thatareadded.
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5.8.3 Managing Vehicle Group

Add vehicles to different groups, so that you can quickly apply different parking lot functions to
multiple vehicles at the sametime. General, VIP, and blocklist are the default groups. If you need to
usethem, you can directly add vehicles to them.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EX, andthenin the App Config section,
select Parking Lot > Vehicle Groups.
Step2  Click Add.
Step3 Entera nameandselect a color for the group, and then click Add.
Step4  Click [Fd ofa group, ordouble-click a group and click Select from Vehicle List, select the

vehicles that youwant to add to the group, and then click OK.

5.9 Intelligent Analysis

Before using the people counting and scheduled report functions, you must configure them first.

® People counting: Create a people counting group and add multiple people counting rules from
oneor more devices to it. Then, you can view the real-time and historical number of people of
thegroup.

Scheduled report: Configure the when to send a report with historical people counting data, the
email address to send thereport to, and the content of the email.

5.9.1 People Counting Group

Create a people counting group, and then add multiple people counting rules from one or more
devices. In Intelligent Analysis, you can view the real-time and historical number of people of the

group.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the App Config section,
select Intelligent Analysis > People Counting Group Config.
Step2 Click Add at the upper-left corner.
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Figure 5-38 Add a people counting group

O Add People Counting Group

Basic Info

People C ting Group Name:

Main Section

Pass No. | —@

Calibrate Number of People Staying Everyday

Calibrate mber of People St:

Calibration Time:

Limit Number of People —®

Red Light Threshold:

100

reshold:

Step3  Configurethe parameters,and then click Add.

Table 5-17 Parameter description

Parameter

Description

People Counting
Group Name

Name of the people counting group.

Pass No.

Calibrate Number of
People Staying
Everyday

Calibration Time

Calibrated Number of
People

The calibration time can only be configured on the hour. Itis the start
of a counting cycle.

® The number of people staying everyday will be set to the defined
value every day on the calibration time.

e AfterPass No. is enabled, the number of people pass by will be
displayed. The value will be set to 0 every day on the calibration
time by default.

Calibrate Number of
People Staying Now

Calibrated Number of
People

The number of people staying will be set to the defined value after this
groupis added. The value will not be calibrated every day.

Limit Number of
People

Red Light Threshold

Yellow Light Threshold

When enabled, you can configurethered andyellow light threshold of
the people in the group.
® Whenthe number of people in the group reaches the defined
value, the light will turnred.

® Whenthe number of people in the group reaches the defined
value but smaller than thered light value, the light will turnyellow.

Rule

Select the devices whose people counting rules you want to include in
thegroup, andthen their data will be combined together.
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5.9.2 Scheduled Report

Historical data will be sent on a regular basis to one or more email address that you seton the

scheduled time.

Procedure
Step1

Step2

Step3

Step4

Login to the DSS Client. On the Home page, click EY, and thenin the App Config section,

select Intelligent Analysis > People Counting Group Config.

Configure one or moretypes of report.

® Daily report: Data from yesterday will be sent to your email at a defined time. If set to
03:00:00, the data from the day before (00:00:00-23:59:59) will be sent to your email at
03:00:00 every day.

® Weekly report: Data from last week will be sentto your email at a defined time. If set to
03:00:00 on Wednesday, the data from Wednesday to Tuesday of each week will be
sent toyour email at 03:00:00 every Wednesday.

® Monthly report: Data from last month will be sent to your email at a defined time. If set
t0 03:00:00 on 3rd, the data from 3rd of last month to 2nd of the current month will be
senttoyour email at 03:00:00 on 3rd of each month.

Configure one or more email addresses to send thereport to, and the content of the email.

1) Click & to select the users that have been configured email addresses, or enter an
email address, and then press Enter.

Figure 5-39 Invalid email address, you must press Enter

Email Address

%  administrator

Figure 5-40 Valid email address

Email Address

L administrator@gmail.com X

2) Configurethe content of the email.
Send thereport.
® (lick Send Now to immediately send the report that you configured.

® (lick Save, and then thereport will be sent at the defined time.
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6 Businesses Operation

6.1 Monitoring Center

The monitoring center provides integrated real-time monitoring applications for scenarios such as
CCTV center.The platform supports live video, license plate recognition, target detection, access
control,emap, snapshots, events, video playback, video wall, and more.

6.1.1 Main Page

Provides frequently used functions such as video and eventand alarm.
Login to the DSS Client. On the Home page, click B, and then select Monitoring Center.

Figure 6-1 Monitoring center

Table 6-1 Interface description

No.

Parameter

Description

Favorites and device
tree

e Listof resourcesincluding devices, browser,and maps.

® Youcan search fora device or channel in the search field.
Fuzzy searchis supported so that you can simply enter
part of the name and then select the exact one from the
provided namelist.

® Add, delete orrenamethe favorites. You can also tour the
channels in favorites.
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No. Parameter Description
® Savethe current view of window splitand video channels
in the live view section,and nametheview. You can
directly select the view from the View tab to display it
2 View quickly next time.
® Channelsundera view or view group can be displayed by
tour (in turn). You can set the tourintervaltobe 10 5,30s,
1 min, 2 min, 5 min or 10 min. Maximum 100 views can be
created.
3 PTZ PTZ controlpanel.
4 Saveview Click to save current video window as a view.
5 Close all windows Close all windows in live view.
6 Channel control Controlthedoor channelsin live view.
7 Real-time videos Drag a channel to the windows and view its real-time video.
® Set window split mode. Supports 1,4, 6, 8,9, 13, 16, 20, 25,
36 or 64 splits, or click to set a customized split mode.
If the live-view channelnumber is more than the number
8 WIS?OI‘INSF’“" mode of current windows, then you can turn page(s) by clicking
andfull screen
atthe bottom ofthe page.
® Switch the video window to Full Screen mode. To exit
Full Screen, you can press the Esc key or right-click on the
video and select Exit Full Screen.
9 Event panel button | Display or hide the event panel.
10 Eventandalarms Events and alarms.
1 Live view and ® Live view: View real-time videos.
playback ® Playback: View recordings. See "6.1.3 Playback".

6.1.2 Video Monitoring

View live videos.For ANPR and face cameras, you can view information of ANPR, face detection and

face recognition. For video metadata cameras, you can view metadata information.

6.1.2.1 Viewing Live Video

View the live video of connected devices.

This section only introduces viewing live video. For map live view, see "5.2 Configuring Map".

Procedure

Step1
Step
Step

w N

Login to the DSS Client. On the Home page, click HH, andthen click Monitoring Center.
Click .

View real-time video.
You can view live video in thefollowing ways:
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® Double-click a channelor drag the channel from the device list on the left to one
window on theright.

® Double-click a device to view all channels under the device.

® Right-click a node, select Tour, and then set tour interval. The channels under this node

will play in turn according to the defined interval.
(1]

¢ If the number of splits in the window is more than the number of online channels,
video ofall channels will be displayed in the window. Otherwise, click HEE3 on
thetop ofthe pageto turn pages.

¢ Close the on-going tour before starting live view.

Figure 6-2 Live view

|
|
l

poieims!
Step4  Youcan perform thefollowing operations during live view.

® Display intelligent snapshots.
When viewing live video of face detection cameras, face recognition cameras, ANPR
cameras, or target detection cameras, right-click the monitoringimage, and then select
Start Picture Overlay. The snapshot will be displayed on the upper-right corner of the
live window. If no moreimages are captured, a snapshot will be displayed up to 5 s by
default,and it will disappear after 5 s.
Point to the live window, and then select type of images to be displayed.

® Point to thevideo window, and then you can see the shortcut menu on the upper-right

corner.
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Figure 6-3 Live window

Table 6-2 Parameter description

Icon Name Description
)| Instant playback Open/closeinstant playback.
B Audio Open/close audio.
Audio .
communication Open/close two-way audio.
Click it,and then the system begins to record local file and you
can view therecord time on the upper left. Click again, and
Local d then system stops recording and saves thefile to your PC. The
¢ ocalrecor recorded video is saved to ..\DSS\DSS Client\Record by default.
To changethestorage path, see "9.3.5 Configure File Storage
Settings".
Takea snapshot. The snapshotsare saved to..\DSS\DSS
=] Snapshot Client\Picture by default. To change the snapshot storage path,
see "9.3.5 Configure File Storage Settings".
Eq Close Close thevideo.

® Sleep functionis supported for IPCs that use 4G mobile network to communicateand

aresolar-powered.

¢ Whenthe device is asleep, you can click

@ towake itup.
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Figure 6-4 Wake up the device

©

The device is asleep. Click the icon to wake it
up.

¢ The device will regularly request to sleep to save battery. When you are viewing its
live video, the device will request to sleep every 2 minutes. When you are not
viewing its live video, the device will request to sleep every 1 minute. You can
accept orreject so that you can continue to watch live video. When rejecting the
request, you can choose whether to delay the next request from the device.

Figure 6-5 Request to sleep from the device

GE

device will- g@'to sleep in 8
onds. Would you like to
ontinue watchir}g the video?

-~ : i
Remind Me Later

10min

® Right-click thelive video,and then the shortcut menu is displayed.
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The menu varies depending on device functions.

Figure 6-6 Live video operation menu

ct Audio Input
Start Remote Recording
Continuous Snapshot
Stream T
Play Mode
Video Adjustment
Digital Zoom

Window Mode

Al Overlay

SMD Overlay

Disable Privacy Masking
Alarm Output Control
Audio and Light Control

Add to Favorites

Set as Alarm Window

Table 6-3 Description

Parameters

Description

Audio Input Selection

If the camera has more than one audio input channels, you can select
oneor select the mixed audio. This configuration is effective with
both live view and playback.

Start Remote Recording

Record the audio and video in the current window.

If a channel already has a center recording plan, you cannot start
remote recording.

If a video storage disk is configured on the platform, the videos will
be saved to the platform server.

Continuous Snapshot

Take snapshots of the currentimage (three snapshots each time by
default). The snapshots are saved to ..\DSS\DSS Client\Picture by
default. To changethe snapshot storage path, see "9.3.5 Configure
File Storage Settings".

Stream Type

Select stream type as required. Generally, main stream requires the
most bandwidth,and sub stream 2 theleast. The smaller the
bandwidth is required by the stream, the smoother the video image.
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Parameters

Description

Play Mode

® Real-Time Priority: Thevideo is in real-time, but video quality
might be reduced.

® Fluency Priority: The video is fluent, but video lagging might
occur.

® Balance Priority: Real-time priority or fluency priority, depending
on actual conditions.

e Custom:Configurethe video buffer time from Local Settings >
Video. The larger the value, the more stable the video quality.

Video Adjustment

Adjust the brightness, contrast, saturation, and chroma of the video
forvideo enhancement.

Digital Zoom

Click it,and then click and hold the video image to zoomin on the
image. Right-click the image, and then select Digital Zoom again to
exit zoomingin.

Window Mode

Divide onewindow into 2 (1+1 mode), 4 (1+3 mode),and 6 (1+5
mode). One window will play the real-timevideo, and the others play
different defined areas of thereal-time video.

If a device supports target tracking, you can enable this functionin
any window mode, the windows that play defined areas ofthe real-
time video will follow the target when detected, untilit disappears.

Al Overlay

Displays rule lines, bounding box on targets, and detection area for
intelligent rules, except for motion detection. After enabled, the
configuration will be saved, and only works on the current channel in
thelive view and playback.

[

Al overlay information is not displayed by default.

SMD Overlay

Displays the bounding box on targets. After enabled, the
configuration will be saved, and only works on the current channel in
thelive view and playback.

Disable Privacy Masking

Fora camerathat supports privacy masking of human face, you can
disable the masking here to view the face image.

Alarm Output Control

Turnon or turn offalarm output channels.

Audio and Light Control

You can turn on or off theaudio and light channels one by oneor at
the sametime.

Addto Favorite

You can add the active channel or all channels into Favorite.

Set as Alarm Window

When selecting open alarm linkage video In Preview (in live
window) from Local Settings > Alarm, then the video will be
displayed on the window which is set to alarm window. If multiple
alarms aretriggered, the video linked to thelatest alarm will be
opened. If the number of alarm windows is fewer than the number of
linkage videos, the video linked to the earliest-triggered alarm will be
opened. After enabling Set as Alarm Window, the window frame s
displayedin red.
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Parameters Description

This function is available on fisheye cameras only. When changing
thevideo stream, the fisheye view mode will maintain the current

configuration.
Fisheye View According to different installation methods, the fisheye view can be
varied.

® In-ceiling mount: 1P+1, 2P, 142, 143, 1+4, 1P+6, 1+8.

e Wallmount: 1P, 1P+3, 1P+4, 1P+8.

® Ground mount: 1P+1, 2P, 1+3, 1+4, 1P+6, 1+8.

® To view real-time temperature ofa point on the thermal camera view, hover over that
point.

Figure 6-7 View temperature
: ® & & @ A R®

PAERE- SV R b B o BR0 P L R

® [fa channel supports electronicfocus, you can enable electronic focus for it on the

platform to adjust video definition and size.

I.-.._—_l

The page might vary according to thelens types of cameras. Lens types include

embedded zoom lens and external CS electronic lens. The following figure is for
reference only.
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Table 6-4 Description

Parameters

Description

Zoom +/- (for
embedded zoom lens)

Zoomin/out.

Click or click and hold [E] or [€] ordragtheslider [l tothe left or
righttozoom in/out.

Focus +/-

Adjust camera focus to achieve the best video definition.

Click or click and hold @8 or B8 ordragtheslider [l tothe left or
right to adjust focus.

Auto Focusing (for
embedded zoom lens)

ABF (auto back
focusing, for external
CS electronic lens)

Adjustimage definition automatically.

[

Other focusing operations are unavailable during auto focusing.

Reset

When image definition is imperfect, or after many times of zooming or
focusing operations, you can click Reset toreset thelens, soasto
eliminate lens deviation.

® Tour

Onthe live view page, right-click a device or node, select Tour, and then select an

interval. The channels under this device or node will be playedin turn at the pre-

defined interval. You can also customize theinterval.
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Figure 6-9 Start tour

Customize

o To view remaining time of a channel during tour, check ERa.
o To pause,click 1.
o To exit tour play, click .
® Region of interest (Rol)
A window can be divided into 4 or 6 regions during live view. One areais used to play
live video and other regions are used to zoom in regional image.
Onthe live view page, right-click the window, select Window Mode, and then selecta
mode. For example, select a 1+3 mode.
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(1]
To exit the Window Mode, right-click the window and then select @

Figure 6-10 Split mode

Video Adjustment
foom

Window Mode

Al Overlay

) Overlay

* Add to Favorites

® View real-time events.
Click [E] to openthe event panel, which displays the real-time alarm events of the
channel.
¢ Click theevent type on the top of the event panelto view the corresponding event.
¢ Click event record to view the snapshot.Video playback s also supported.

Operations related to different events might be different.

o Refreshes events in real time. Stops refreshing.
o Click B toclear theeventsin theevent panel.
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o Click B toquickly view the latest events.

® Remotely unlockthedoor.
When viewing the access controlchannel, you can remotely control the status of the
door on the upper-right corner: Normally open (El), normally closed ([B), or normal
status (@)). You need to enter the login password of the current user before operation.
Restore the door to normalstatus first,and then the door can be opened and closed
according to defined period or through face recognition.
In the video window of the access control channel, you can remotely lock or unlock the
door.

Figure 6-12 Lock/unlock the door

® Video intercom.
When viewing the video intercom channel, you can answer or hang up the call.
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Figure 6-13 Video intercom

6.1.2.2 View

The current layout and resources can be saved as a view for quick play next time. Views are
categorized into different groups, which include three levels: First-level root node, second-level
grouping and third-level view. Tour is supported for first-level root node and second-level grouping.
The tour time can be 10,30 s, 1T min, 2 min, 5 min, 10 min, or customized (5 s-120 min). Up to 100

views can be created.

6.1.2.2.1 Creating View

Views are categorized into different groups, convenient for management and quick use. Group
includes three levels, first-levelroot node, second-level grouping and third-level view.

Procedure
Step1 Login tothe DSS Client. On the Home page, click FH, and then select Monitoring Center.
Step2  Click [E.
Step3 Createa view group.
1) Click the View tab.
2) Right-click View, select New Folder.

w N

Figure 6-14 Create a new folder

View

¥ [ View

Tour

MNew Folder

3) Entera folder name, click OK.
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Step4 Createview.
1) Customizethe window split mode, view real-time videos of channels in the windows,
andthen click [E on the upper-right corner.
2) Entera nameforthe view, select a view group it belongs to, and then click OK.

6.1.2.2.2 Viewing View

® Liveview
Onthe Monitoring Center page, select a view, double-click or drag it to the window to start
viewing.

® Tour
Onthe Monitoring Center page, right-click view group or root node, select Tour and tour
period.

Figure 6-15 Go to video tour page
Resources

View

0w

Tour 10s

Mew Folder 30s

- Imin
2min
Smin
10min

Custom
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Figure 6-16 View tour

Resources
View

3 View
H

€ @ Pooor
o To view remaining time of a channel during tour, check Ela.

o To pause, click [E1.
o To exit tour play, click K.

6.1.2.3 Favorites
Addfrequently used channels to favorites to realize quick search and call.
6.1.2.3.1 Creating Favorites

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click FH, and then select Monitoring Center.

N

Step Click [=.
Step Createfavorites.
1) Click E.

w

Figure6-17 Favorites

» i Root (0/0)
P i POS(0/1)

-
nn Browser

» M Main Map
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2) Right-click root node or created favorites, and then select New Folder.
3) Entera folder name, click OK.
Lower-level favorites are generated under the selected root node or favorites.
4) Click B
The system goes back to the device list.
Step4 Addchannels to favorites.
® In thedevice list, right-click a channel, and then select Add to Favorite.
® Right-click the window with live video, and then select Add to Favorite.

6.1.2.3.2 Viewing Favorites

® Liveview
On Monitoring Center page, click Ed, open favorites list, select favorites or channels, double-
click ordrag to video window and the system starts to play live video.
® Tour
On Monitoring Center page, click Ed, open favorites list, select the root node or favorites, select
Tour and then set duration. The system starts to play the channels in tour.
o To view remaining time of a channel during tour, click ERaa.
o To pause,click 1.
o To exit tour play, click K.

6.1.2.4PTZ

Operate PTZ cameras during live view on the DSS Client.

6.1.2.4.1 Configuring Preset

A presetis a set of parameters involving PTZ direction and focus. By calling a preset, you can quickly
rotate the camerato the pre-defined position.

Procedure
Step1  Onthe Monitoring Center page, open thevideo of a PTZ camera.
Step2  Click HESE.
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Figure 6-18 Go to PTZ control panel

e @i« e

E €« @ | &yooor

Step3  Click [=.
Step4 Adda preset.

1) Rotatethe PTZ camerato a specific point.
2) Click B enterthe preset name, and then click

Related Operations

Call a preset:Click [E of a specific preset,and then camera will rotate to the related position.

6.1.2.4.2 Configuring Tour

Set the tour parameters so that a camera can go back and forth among different presets. Set tour to
enable camerato automatically go back and forth between different presets.

Prerequisites

You haveadded at least 2 presets.

Procedure
Step1  Onthe Monitoring Center page, openthevideo of a PTZ camera.
Step2  Click HESH
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Figure 6-19 Go to PTZ control panel
Resources
View
Bl vie
H 3 ]

=l 2

e @i« e

€« @ | &yooor

Step3  Click B

Stepa  Click E.

Step5 Addtours.
1) Entertour name,and click [l
2)
3) Repeatthe previous 2 steps toadd more presets.
4) Click OK.

Select a preset from the drop-down list on the left.

Related Operations

To start tour, click [, then camera goes back and forth among the presets.

6.1.2.4.3 Configuring Pattern

A patternis arecord of a consecutive series of PTZ operations. You can select a patternto repeat the
corresponding operations quickly. See pattern configuration instructions as follows.

Procedure

Step1  Onthe Monitoring Center page, openthevideo of a PTZ camera.
Step2  Click HESN.
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Figure 6-20 Go to PTZ control panel
Resources
View
Bl vie
H 3 ]

=l 2

e @i« e

E €« @ | &yooor

Step3  Click B
Step4  Click [, and then operatethe 8 PTZ buttons of PTZ to set pattern.
Step5 Click E.

Related Operations
Call pattern: Click I8, and then the camera will automatically repeat the pattern that you have

configured.

6.1.2.4.4 Enabling/Disabling Pan

On the Monitoring Center page, open the video of a PTZ camera. Click Bl andthenclick B.PTZ

rotates 360° at a specified speed. Click B2 to stop camera rotation.

6.1.2.4.5 Enabling/Disabling Wiper

Enable/disable the PTZ camera wiper. Make sure that the camera supports wiper function.
On the Monitoring Center page, open the video of a PTZ camera. Click B, and then click & to
turn on wiper. Click 3 to turn off wiper.

6.1.2.4.6 Enabling/Disabling Light

Turn on/off cameralight. Make sure that the camera supports light.
On the Monitoring Center page, open the video of a PTZ camera.Click [l andthenclick B to
turn on light. After enabling light, click [ to turn off light.
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6.1.2.4.7 Configuring Custom Command

Procedure
Step1  Onthe Monitoring Center page, open thevideo of a PTZ camera.
step2  Click [HESH.

Figure 6-21 Go to PTZ control panel

e @i & € Q

:} €« ® | 4&yooor
Step3  Enteryourcommand inthe Command box.

Figure 6-22 Custom command

Command

Step4 Click B3 to showthe command functions.

6.1.2.4.8 PTZ Menu

Procedure

Step1  Onthe Monitoring Center page, open thevideo of a PTZ camera.
Step2  Click HESE.
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Figure 6-23 Go to PTZ control panel

Resources

View

v [ View

H 3 ]

=l 2

€« @ | &yooor

Step3 Click EEEL
Step4  Click
Step5 Use thepanel to go tothe menu configuration page.

Figure 6-24 Go to PTZ menu configuration page

4
|
N
|
|

i I

Command

PTZMenu
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Table 6-5 PTZ menu description

Parameters Description

LA Up/down.

HE Left/right. Point to set parameters.

o] Click [ to enable PTZ menu function. System displays main menu on the
monitor window.

BEa Click B to close PTZ menu function.

It is the confirm button. It has the following functions.
oK ® If the main menu has the sub-menu, click OK to enter the sub-menu.
® Point to Back and then click OK to go to go back to the previous menu.

® Point to Exit and then click OK to exit the menu.

Point to Camera and then click OK to enter camera settings sub-menu page.
Camera Set camera parameters. It includes picture, exposure, backlight, day/night
mode, focus and zoom, defog, and default.

Point to PTZ and then click OK to go to PTZ sub-menu page. Set PTZ functions.

PTZ
It includes preset, tour, scan, pattern, rotation, PTZ restart,and more.
Point to System and then click OKto go to system sub-menu page.Set PTZ
System simulator, restore camera default settings, video camera software versionand
PTZ version.
Return Point to the Return and then click OK to go back to the previous menu.
Exit Point to the Exit and then click OK to exit PTZ menu.

6.1.2.5 Fisheye-PTZ Smart Track

Linka PTZ camerato a fisheye camera so that when the fisheye camera detects a target, the PTZ
camera automatically rotates to it and track.

6.1.2.5.1 Preparations

Make sure the following preparations have been completed:
® Fisheyecameraand PTZ camera are well deployed. For details, see corresponding user's manuals.
® Basicconfigurations of the platform have been finished. For details, see "4 Basic Configurations”.
¢ When adding cameras, select Encoder from Device Category.
¢ Features of fisheye camerais set to Fisheye. For details, see "4.2.2.5.2 Modifying Device
Information".

Figure 6-25 Set fisheye camera features

9 All Device

= Basic Info
W vid Channe

Channel Name Camera Type Features KeyBoard Code
B Alarm Input Channel u Fixed Camera Fisheye

N - -
& Alarm Output Channel

E POSChannel
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6.1.2.5.2 Configuring Fisheye-PTZ Smart Track

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click FH, and then click Monitoring Center.
Step2 Click B
Step3 Inthedevice treeonthe left, right-click a fisheye camera, and then select Modify Smart
Track.
Step4  Click |l nextto Please select a PTZ camera to link, and then select a PTZ camera.

Figure 6-26 Set smart track rules (1)
Fisheye-PTZ Config

Fisheye 3 ea sct a PTZ camera to link

Cancel

Step5  Click andthen movethe B ofthe fisheye on theleft to select a position. Click [ of
the PTZ camerato find the position. Adjust the PTZ camerato find the position and move
the PTZ to the center position (The green cross on the image).
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Figure 6-27 Set smart track rules (2)
Fisheye-PTZ Config

Fisheye

Fisheye point 5D point SDzoom rati... Operation
A |

s &

s &

Cancel

® Select 3-8 mark points on fisheye camera.
e Whenyou find mark point on theright side of the PTZ camera, click [B] tozoom out
PTZ.
® (lick to 3D position,and when you click a certain point on the left side of PTZ
camera, it will automatically move to the center.
Step6  Click to save the calibration point.
See above steps to add at least three calibration points. These three points shall not be on
thesamestraight line.
Step7 Click Save.

6.1.2.5.3 Applying Fisheye-PTZ Smart Track

Procedure
Step1 Login tothe DSS Client. On the Monitoring Center page, select the fisheye cameraon the
device tree and then right-click to select Smart Track.
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Figure 6-28 Select a smart track channel

& 89

CH |pC

CH 95 177

9 Add to Favorite
LM camera2 Smart Track

S8 IP PTZ Camer Modify Smart Track

Step2 Click any point on the left of fisheye, PTZ camera on the right will automatically rotate to
corresponding position.

6.1.3 Playback

Play back recorded videos.

6.1.3.1 Page Description

Login to the DSS Client. On the Home page, click FH, and then click Monitoring Center. Click the
Playback tab.

Figure 6-29 Playback page

Store on Device
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Table 6-6 Function description

Icon Description
Lock the video stored to the server within some period of designated

B channel. Locked video will not be overwritten when disk is full.

¥ Select and downdload a duration of video on the progress bar.

&) Download thevideo.

Filter video according to record type.
Make dynamicdetection analysis over some area of the record image,

[ andit only plays back the video with dynamicimage in the detection
area.
Play multiple recorded videos from the same time. For example, you are
playing recorded videos from 3 channels at the same time. Select

[ = | channels, configure when you want to play the recorded video from,
and then click thisicon. All 3 channels will play recorded videos from
thesametime.

T Stop/pausethevideo.

K/ Frame by frame playback/frame by frame backward.

L 1x P Fast/slow playback. Max. supports 64X or 1/64X.

— During playback, you can drag time progress bar to play back record at
the specific time.

s Select the storagelocation of the video to be searched. Supports
searching for the video on the platform server or storage device.

@ Tag records.

A Lockrecords.

6.1.3.2 Playing Back Recordings

Procedure

n |\ [N
—~+ |+ |+
(DF%
w N =

%)
—+
D

~

select the date.

Login to the DSS Client. On the Home page, click HH, and then select Monitoring Center.
Click the Playback tab.
Select a channelfrom the device tree,and then double-click it, or drag it to the window.

Select the storage path of recorded video from [EEEEEIEEES , and then click to
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1

Dates with blue dot means there arerecordings.

Figure 6-30 Playback page

Store on Device YA x&E

Step5 Click IE to play the video.
Step6 Hoveroverthe video,and then theicons appear. You can perform the following actions.

Figure 6-31 Video playback

Table 6-7 Function description

Icon Name Description
Take a recordin Click this icon to start recording. The recorded videois stored
EL raing locally. The saving path is C:\DSS\DSS Client\Record\ by
onthe device
default.
Q) Takea snapshot Takea snapshot of the currentimageand saveit locally. The
onthe device saving pathis C:\DSS\DSS Client\Picture\by default.
B Close Close the window.
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Icon Name Description
If the device has been marked on the map, click theicon to
Map location openthe mapin a new window to display map location of the
device.
Capturethetargetin the playback window. Click to select
the search method, and then the system goes to the page
Search by with searchresults. More operations:
= snapshot e @& Move theselection area.
e &k Adjust the size of the selection area.
® Right-click to exit search by snapshot.
Tag Tag thevideos of interest for easy search in the future.

Right-click the video, and then you can perform the following actions.

Figure 6-32 Shortcut menu

Select Audio Input

¥ Continuous Snapshot

Set as Alarm Window

Table 6-8 Description

Parameters Description

If the camera has more than one audio input channels, you can select

Select Audio Input oneor select the mixed audio. This configuration is effective with

both live view and playback.

Continuous Snapshot

Take snapshots of the currentimage (three snapshots each time by
default). The snapshots are saved to ..\DSS\DSS Client\Picture by
default. To changethe snapshot saving path, see "9.3.5 ConfigureFile
Storage Settings".

Adjust the brightness, contrast, saturation, and chroma of the video

Video Adjustment forvideo enhancement.
- Click it,and then double-click the video image to zoom in the image.
Digital Zoom . . - . Lo
Double-click theimage again to exit zoomingin.
The client does not showrule lines over live video by default. When
needed, you can click Al Overlay and enable Rule Overlay and
Bounding Box Overlay, and then the live video shows rule lines if
Al Overlay

the Al detectionrules are enabled on the device. This configuration is
effective with the current selected channelbothin live view and
playback.
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Parameters

Description

SMD Overlay

Enable SMD Overlay to showtarget bounding boxover live video.
When SMD is enabled on the device, you can enable SMD Overlay
for the device channel,and then thelive video will display dynamic
target bounding boxes. This configuration is effective with the
current selected channel both in live view and playback.

Disable Privacy Masking

Fora camerathat supports privacy masking of human face, you can
disable the masking here to view the face image.

Playback on Video Wall

Play the video of the current channelon video wall. Make sure that
video wallis configured (see "6.1.5 Video Wall").

Set as Alarm Window

When selecting open alarm linkage video In Preview (in live
window) from Local Settings > Alarm, then the video will be
displayed on the window which is set to alarm window. If multiple
alarms aretriggered, the video linked to the latest alarm will be
opened. If the number of alarm windows is fewer than the number of
linkage videos, thevideo linked to the earliest-triggered alarm will be
opened. After enabling Set as Alarm Window, the window frame s
displayedin red.

6.1.3.3 Locking Videos

Lock the video stored on the server within a period of a specific channel. The locked video will not be

overwritten when disk is full.

Procedure

| [N
~+ |~ |~
%(DF
w N =
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%
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select the date.

Login to the DSS Client. On the Home page, click EH, and then select Monitoring Center.
Click the Playback tab.
Select a channelfrom the device tree,and then double-click it, or drag it to the window.

Select the storage path of recorded video from [JEEEEELERES , and then click to

The search results are displayed.
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1

Dates with blue dot means there are video recordings.

Figure 6-33 Playback page

Store on Device YA x&E

Step5  Select a window that has recorded video, and then click [E] onthe bottom ofthe page,
andthen click on the timeline to mark the start point and end point of the video clip you
need.
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Figure 6-34 Lock record

Stari Time: 2021-04-13 21:50:

End Time: 2021-04-13

C.EHCEI

| prr = (RN (e
a0 19:00 2000 2100

Store on Device | @3‘5 & B
Step6 Confirmthe startand end time, and then click OK.

Related Operations

Click =] onthelower-right corner,and then all the recordings locked by the user currently logged
in to the client are displayed. Double-click one to quickly play the recording.

6.1.3.4 Tagging Videos

You can tag records of interest for quick search.

Procedure
Step1 Login tothe DSS Client. On the Home page, click EH, and then select Monitoring Center.
Step2  Click the Playback tab.
Step3  Select a channelfrom the device tree,and then double-click it, or drag it to the window.
Step4  Select the storage path of recorded video from [JEEERIEDYE, , and then click to

select the date.
The search results are displayed.
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11
Dates with blue dot means there are video recordings.

Figure 6-35 Playback page

Step5  Point to the window that is playing record, and then click [Ed.
Step6 Name thetag,and then click OK.

6.1.3.5 Filtering Recording Type

Filter video according to record type, record typeincludes scheduled record, alarm record, and

motion detection record.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, and then select Monitoring Center.
Step2 Click the Playback tab.
Step3  Select a channelfrom the device tree, and then double-click it, or drag it to the window.
Step4  Click I, select a record type (ortypes), and then click OK.

The system only displays videos of the selected type. Each section on the timebarin green

indicates a recorded video of the type you selected.
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Figure 6-36 Filter record type

eduled Record ." Alarm Video
. M Motion Record

- CIEHCE‘I

il I [ —— [ r (Tl
20:00 2100 22:00 2300 C 04:00 05:00

Store on Device = ax &FE

6.1.3.6 Clipping Videos

Procedure
Step1 Login tothe DSS Client. On the Home page, click BH, and then select Monitoring Center.
Step2  Click the Playback tab.
Step3  Select a channelfrom the device tree, and then double-click it, or drag it to the window.
Step4  Select the storage path of recorded video from [ERIEXREE , and then click to

select the date.
The search results are displayed.
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1

Dates with blue dot means there are video recordings.

Figure 6-37 Playback page

Store on Device YA x&E

Step5  Select a date with video recordings, and then click
Step6  Onthe timeling, click the point with green shade to start clipping, drag your mouse, and
then click again to stop clipping.
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Figure 6-38 Download recorded video

Download Recorded Video

Start Time:

2021-04-13 21:49:44

End Time:

2021-04-

Transcode:

File Format:

E @

Cancel

02:00 03:00 0400

Store on Device * Y@ @ & @

Step7 Enterthepasswordofthe current user.

Step8 (Optional) Enable Transcode, and then select thefile format.

Step9  Click OK.

6.1.3.7 Smart Search

With the smart search function, you can select a zone of interest on the video image to view motion

records within this section. The relevant camera is required to support Smart Search; otherwise the

search result will be empty.

Procedure
Step1 Login tothe DSS Client. On the Home page, click HH, and then select Monitoring Center.
Step2  Click the Playback tab.
Step3  Select a channelfrom the device tree, and then double-click it, or drag it to the window.
Step4  Select the storage path of recorded video from [ESSIEERESVE , and then click to

select the date.
The search results are displayed.
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1

Dates with blue dot means there are video recordings.

Figure 6-39 Playback page

Store on Device YA x&E

Step5  Select a window that has videos, click [, and then select a type.
The smart search pageis displayed, with 22 x 18 squares in the window.
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Figure 6-40 Smart search
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Step6 Click thesquares and select detection areas.
L]

® Select a detection area: Point to image, click and drag to select a square.
® Fortheselected area, click again or select square to cancel it.
Step7 Click & tostart smartsearch analysis.
o Ifthereare searchresults, the time progress bar will become purple and display
dynamicframe.
e |t will prompt that the device does not support smart search if the device you selected
does not support the function.

Click [ toselect the detection area again.
Step8  Click the play button on theimage or control bar.

The system plays search results, which are marked purple on the timeline.
Step9  Click B to exit smart search.

6.1.4 Map Applications

Onthe map, you can view real-time videos of devices, locations of channels that trigger alarms,
cancel alarms,and more.

Prerequisites

Make sure that you have configured a map. For details, see "5.2 Configuring Map".
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Procedure

Step1  Login tothe DSS Client, and on the Home page, select EH > Monitoring Center.

Step2  Click B2

Step3 Inthelist of maps, click a map.

Step4 View video, cancel alarms,and more.
The functions vary with the types of maps and devices. Slight differences might be found
in theactual page.

Table 6-9 Function Description
Function Description

Hide Device Name

Only displays the icons of devices or channels.

Zoomin andouton
themap

Rotate the wheel or click and B to zoomin and outon themap.
When zooming out on the map, the same type of devices or channels will
be mergedtogetherifthey are near each other.

THEN

|
EN. < - GONGSH!

SANDLNTH|

View live video

Click Pane, select devices onthe map, and then click to view videos in
batches;orclick E] onthe map, and then select to view videos.

Playback

Click Pane, select devices onthe map, and then click to view videosin
batches; or click onthe map,andthenselect to view videos.

View alarms

Click toview all alarms that are triggered. Click an alarm and the map

will zoom in to the location of the device that triggered the alarm.
Alarms will be automatically canceled after 30 s.

Cancel alarms

Click adevice on themap, and then select |}
The alarm will also be automatically canceled after 30 s.

Monitor a radar

® The alarm areaand detection area are displayed on the map by
default.If atargetis detected, its real-time location will be displayed
in theseareas.

® (lick aradar channel,you can view its information and use the

following functions:

o [@: View the raster map on the radar. You can use this function to
check if the maps on theradar and the platform are consistent.

o [E&: View the real-time videos of the linked PTZ cameras.

o B Search forand view recordings of the linked PTZ cameras.

o Bl View the real-time videos of the channels bound to the radar.
You can usethis function to monitor theareaaroundtheradar.
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Function

Description

o [@: If the alarm area and detection area of the radar are keeping
you from operating other channels, you can click this icon to hide
theseareas.

Show devices

Select the types of devices and channels you want to display on the map.

o=

You can click an alarm output channel to control whether it will output
alarm signals.

If a device supports visual area, click Visual Area and double-click a
device on the map to showits monitoring area.

Visualarea m
This function is only available on GIS maps.
If a device supportsinitialangle, click Initial Angle and double-click a
device on the mapto showtheinitial angle.

Initial angle

1

This function is only available on GIS maps.

Measure distance

Select Box > Length, connect two points with a line on the map (double-
click tofinish drawing), and then the distance between the points is
shown.

[

This function is only available on GIS maps.

Select Box > Area, select a region on the map (double-click to finish
drawing),and thentheareais measured.

Measurearea
[
This function is only available on GIS maps.

Clear To clear all markings on the map, click Clear.

Add marks Select Box > Add Mark, and then mark information on the map.

Reset Select Box > Reset torestore the map toitsinitial position and zoom
level.
Click I toview the information ofthe submap.

Sub maps Double-click %], and then the platform will go to the sub map, where you
can view theresourcesonit.

6.1.5 Video Wall

A video wall, which consists of multiple video screens, is used for displaying videos on the wall,

instead of small PC displays.

Complete video wall settings before you can view videos on the wall.
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6.1.5.1 Configuring Video Wall

6.1.5.1.1 Page Description

Before using the video wall function, you should get familiar with what you can do on the video wall
page.
Figure 6-41 Video wall

Video source has not been bound

Table 6-10 Page description

No. Function Description

If you have selected Device and Channel in Local Settings >
General, the device tree will display all devices and their channels.
Otherwise, it will only display all channels.

1 Device tree Click to view channels thatyou have saved to favorites.

search for the channels you want.

2 Live view View live videos from channels.

View the channelinformation in a screen ofthe video wall.
e (Click @ andview the live video of the channelin Live View on
the lower-left corner. This can be helpful when you need to
make sure whether it is the channel you want.

3 i[r)mig:lrlr?gtion ® Click m toadjustthe order of channels.
e Click O todelete the channel from the screen.
® (lick Stay Duration (sec) or Ed to define the for how long the
live video of the channel will be displayed during each tour.
e (lick Stream or f4 to changethe video stream ofthe channel.
4 Window split Select how you want the window to spilit.
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No. Function Description
5 Clear screen Clear all the screens.
Stopping or
6 starting all Stoporstartall tours.
tours
If multiple screensin a video wall are configured to be a combined
7 Lock window screen, then you can perform video roaming on the window that
has been locked.
Display thereal-time video, or a snapshot of thereal-time video
i every 10 minutes of the bound channel in the screen.
8 Display mode ] ) ) i
If nothing happens after operation, you can just click another screen,
then click the screen you want, and then it should work properly.
9 Turning on or Turn on or off the screens configured for the currently selected
off screens video wall.
Decoding to
wall
. . When a task has been configured, the platform will immediately
10 immediately .
decode channels to the video wall.
after
configuration
1 \?VEICIOdmg to Manually decode channels to the video wall.
Video wall
12 | Click to view the layout of the current video wall.
ayout
13 V!deo wall The display area for video walls.
display area
14 Screen Includes stopping tour for the screen, muting, pasting, maximizing
operations orrestoring the screen, and closing the screen,
15 Video wall blan Configure a timed or tour plan for the video wall. For detailed
P procedures, see "6.1.5.1.5 Configuring Video Wall Plans".
16 V|deo‘waII Select the video wall you want to configure.
selection
17 Display task Add, save, and delete tasks.
management

6.1.5.1.2 Preparations

To display video on the wall, make sure that:

Cameras, decoders and video wall are well deployed. For details, see the corresponding user's

manuals.

Basic configurations of the platform have been finished. For details, see "4 Basic Configurations".

During configuration, make sure that:

¢ Whenadding a camera, select Encoder from Device Category.

¢ Whenadding a decoder, select Video Wall Control from Device Category.
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6.1.5.1.3 Adding Video Wall

Add a video wall layout on the platform.

Procedure
Step1 Login tothe DSS Client, and on the Home page, select Monitoring Center > 1.

Step2 FromtheVideo Wall drop-down list, select Add New Video Wall.
Step3  Enter Video Wall Name, and then select a window splicing mode.

1

® Select a splicing modefromamong1x 1,2 X 2,3 X 3,4 x 4 or set acustom mode by
clicking [41.

® A multi-screen splicing modeis a combined screen by default. You can perform video
roaming on it. For example, with a 2x2 combined screen, if you close 3 of them, the
other one will be spread out on the combined screen. To cancel combination, click the
combined screen,and then click [

® To createa combined screen, press and hold Ctrl, select multiple screens, and then click

® To clear the created screen, click =,

Figure 6-42 Add a video wall

Add Video Wall

1. Select layout 1. Select layou2. Bind channel

Basic Info

Video Wall Plan Name:

123

Remarks:

Step4  Click Next Step.
Step5  Select the encoders which need to be boundin the device tree, and dragit to the
corresponding screen.
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1

® Youcan set whethertoshow ID in the screen, EREE) means thatthescreen D is
disabled:; click the icon and it becomes B which means thatscreen D is
enabled.

® FEach screenin a combined screen must be bound with a decoding channel.
Step6  Click Finish.

6.1.5.1.4 Configuring Video Wall Display Tasks

Display videos on the wall manually or in accordance with the pre-defined configuration.

Procedure
Step1 Login tothe DSS Client, and on the Home page, select Monitoring Center > EH.
Step2 IntheTask drop-down list, select Add.

Figure 6-43 Add a video wall task
‘e

2 video sources have been bound

View details in the list below

Step3 Fromthedevice tree, select a camera,and thendragit to a screen, or selecta window, drag
the camerato the Detail section.
If you do not close video wall display in advance, this action will delete the bound camera
and play the selected camera on the wall.

Step4a  Click Bl

If you have selected an existing task in the Task drop-down list, after dragging the video
channel to the window, click tosaveit as a new task, which will be played on the wall
immediately.
Step5 Name thetask,andthenclick OK.
® Duringvideo wall display of a task, if you have rebound the video channel, click B to
start video wall display manual.
® During video wall display, click or [@ tostoporstarttourdisplay.
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Step6  Click = to start video wall display.

6.1.5.1.5 Configuring Video Wall Plans
Configuring Timed Plans

Procedure

Step1  Login tothe DSS Client, and on the Home page, select Monitoring Center > EH.
Step2 Click ontheupper-right corner.
Step3 Hoverover [l andthen select

Figure 6-44 Set timed plan

Timed Plan-jhhjhh

Plan Name:
Start Time: End Time:
00:00:00 S

Task Name Start Time Operation

2 N o - o F
25 ) ) 59 [ ]

Enable this Timed Plan in Remaining ... = Cancel

Step4 Entertheplan name.

Step5  Select a video task, set start timeand end time, and then click Add.
Repeat this step to add more tasks. The start time and the end time of tasks cannot be
repeated.

Select the Enable This Timed Plan in Remaining Time check box, and then set the task.
The video wall displays the selected task during the remaining period.
Step6  Click Save.

Step7 Click - tostarttheplan.
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You cannot display multiple plans on the wall at the same time. When a plan is enabled,

the previous plan on the wall is automatically terminated.

Figure 6-45 Enable timed plan

Video Wall Plan-51

e Modify plan: 1
® Deleteplan: @

Configuring Tour Plans

After setting video wall tasks, you can configure the sequence and interval of tasks so that they can

automatically play in turn on the wall.

Procedure

Step1
Step2
Step3

Step4

Login to the DSS Client, and on the Home page, select Monitoring Center > ER.

Click [Bl onthe upper-right corner.
Hover over | and then select

Figure 6-46 Tour plan
Tour Plan-51

Plan Name:

Plan 2

Stay Time:
20 Minute
Task Name Stay Time(min)
Task 1

Task 2

Operation

4+

+

L

¥

-
[ ]

=
[ ]

- C:anI:El

Enter task name, select a video task and then set stay time. Click Add.
Repeat this step to add more tasks.
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Click m toadjust task sequence; click B todelete a task.

Figure 6-47 Tour information

Step5 Click Save.
Step6  Click - to start the tour plan.

You cannot display multiple plans on the wall atthe same time. When a plan is enabled,
the previous plan on the wall is automatically terminated.

Figure 6-48 Enable tour plan

Video Wall Plan-51

e Modify plan: Click .
e Delete plan: Click &.

6.1.5.2 Video Wall Applications

="

Make sure that decoder video ports are connected to the video wall screens.

6.1.5.2.1 Instant Display

Drag a camerato the video wall screen for instant display on the wall.
The video wall display task is configured. For details, see "6.1.5.1.4 Configuring Video Wall Display
Tasks".

Procedure

Login to the DSS Client, and on the Home page, select Monitoring Center > 1.

(92
~+
[

—

In the Video Wall drop-down list, select a video wall.
Click XM to start video wall display.
Drag a camera from the device treeto a screen, or select a window and drag the camerato

wnn |\ [N
~+ |+ |+
}8%%
N IN

the Detail section.
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1

® A window can be bound to multiple video channels.

® The binding mode, which includes Tour, Tile, and Inquiry, can be setin Local
Settings > Video Wall. For details, see "9.3.3 Configuring Video Wall Settings".

® Fora fisheye camera, right-click it to select theinstallation mode for fisheye dewarping.

Figure 6-49 Bind video channel

3 video sources have been

bound Video channel not bound
View details in the list below

Video channel not bound Video channel not bound

[ 7Jce aEE
Window Channel Stay Time(s) # Stream 4 Preset Point Operation

1-1 ChannelQasfdfdas... 15 Main Stream N/A [CE I 4

1-1 IP PTZ Camera 15 Main Stream N/A [CE I

11 10001 15 Main Stream N/A
Step5  Select a screen,and then click Detail to view detailed information about the screen and
channel, including stream type, preset and display sequence.
e Click 2 toview live video of the current channel on the lower left.
® (lick m toadjust sequence.
e (Click B todelete thevideo channelon the current window.

6.1.5.2.2 Video Wall Task Display

Display a pre-defined task on video wall.

Procedure

Step1 Logintothe DSS Client, and on the Home page, select Tools > Video Wall.
Step2 IntheTask drop-down list, select atask.
Step3  Operationsavailable.
e After changing the video channel that is being displayed, click B at the lower-right
corner beforeyou can see the effect on video wall.
e Click /8 to pause or stop.
® Select a screen,and then click Detail to view detailed information about the screen and

w N
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channel, including stream type, preset and display sequence.

6.1.5.2.3 Video Wall Plan Display

Display a pre-defined plan on video wall.

il

Make surethat there are pre-defined plans. For details, see "6.1.5.1.5 Configuring Video Wall Plans".
The video wall automatically works as the plans have been configured. To stop the current plan, click
on the upper-right corner of the Video Wall page, and then it changesto [. Click [ tostart
displaying video on wall again.

Figure 6-50 Display video wall plan

hd Task: | Task1 \ Vall Plan: | Tour:Plan 1

4 video sources have been

bound Video channel not bound
View details in the list below

| /] a Apply Now

Stay Time(s) s, Stream s, Preset Point Operation

6.2 Event Center

When alarms are triggered, you will receive notifications on real-time alarms. You can view their
details, such as snapshots and recordings, and process them. If you miss alarms occurred during a
certain period, or want to check certain alarms, such as high priority alarms occurred in the past day
orall alarms that have not been processedin the past week, you can set the search conditions
accordingly and search for thesealarms.

Make sureyou have configured and enabled alarm events. To configure, see "5.1 Configuring
Events".
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6.2.1 Real-time Alarms

View and process real-time alarms.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, andthen select Event Center.
Step2 Click I\

The alarm list is refreshed in realtime. To stop refreshing, click Pause Refresh. To continue
receive alarms, click Start Refresh.

Figure 6-51 Real-time alarms

Step3 Click 7 toclaim an alarm.
Afteran alarm has been claimed, the username of your account will be displayed under the
Processed by column.

Step4  Processalarms.
L]

You can usethe up and down arrow keys on the keyboard to quickly select other alarms.
1. Click B ordouble-click the alarm.

Figure 6-52 Alarm details

2. The middle area displays the time when the alarm was triggered, name and location of

thealarm source, alarm type, and the live video images of linked channels, alarm
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videos, and alarm snapshots.
Double-click a window to view them in larger size. Click togo back.

Figure 6-53 Alarm linkage media

YR

3. Ontherightside, select how to process the alarm from Resolved, Ignore, or Forward.
Enter comments, and then click OK.
Forward allows you to forward the alarm to another user who will process it.

4. (Optional)Click [@ todisarm thealarm.This alarm will not be triggered within the
defined period.

5. (Optional)Click [ to send the alarm information to other users as a prompt or an
email.

Figure 6-54 Send email

Send Email

Select All

Subject:

Body:

EventTime Event Type EventSource

Cancel
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6.2.2 History Alarms

Search for and process history alarms.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click HH, andthen select Event Center.

Step2 Click B
Step3  Set search conditions,and then click Search.

Figure 6-55 History alarms

Operation

[ S~ S - A T - - S S - S - S R

Step4  Claim and process alarms. For details, see "6.2.1 Real-time Alarms".
[1]

You can usethe up and down arrow keys on the keyboard to quickly select other alarms.

6.3 DeepXplore

You can set multiple search conditions to view records of people, vehicle snapshots and access that
you areinterestedin.

6.3.1 Searching for Records

In this section, you can view integrated records of people, vehicle, and access control..

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, and then select DeepXplore.

Step2 Click @, and then select Record.
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Figure 6-56 Record search

Yesterday This Week

Body Capture rﬁ’l |
o]

Vehicle Capture Non-Motor Vehicle Captuffe’. o I

LN [ N

Person Access Records

LN

Vehicle

Step3  Set thesearch object, channeland time, and then click Search.

Figure 6-57 Searchresult

Forthesearchresult, you can perform following operations.

® Forface capturerecords,you can hover the mouse over the small image on theright,
andthen click i8] to search forimages similar to this one.For details, see "6.3.2
Searching for People".

e Click B nextto therecordto delete it one by one.

Access records cannot be deleted.
e (lick Export to export records to thelocal storage.
Step4  Select arecord,and on theright side, you can see the details. Click on the video imageto
view the linked recording.
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6.3.2 Searching for People

Based on the defined search conditions, you can view capture records of faces, bodies and other
information.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click HH, and then select DeepXplore.
Step2 Click [@ and then select Person.

Figure 6-58 Person search

Record

Face Capture Body Capture Person Archive

Person

Vehicle

® Search object
¢ Face Capture: Search forrecords in face capture database.
¢ Body Capture: Search for records in body capture database.
¢ Person Archive: Search forrecordsin personinformation database.
® Searchtype
¢ Search by Feature: Search for records by the defined features such as age, gender,
clothes color, ID and more.
¢ Search by Image: Search for records by the uploaded image, and only records

above the set Similarity will be displayed.
LI

Only new versions of IVSS devices support displaying similarity.
o Search channel: Select device channels of therecords by clicking Selected Channel.
¢ Searchtime: Select time period of therecords from Today, Yesterday and This
Week.
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Only available for face and body capture records.
® Search conditions: Set search conditions such as age, gender, top color, ID, name and
more to search for specific records.
Step3  Set thesearch object, type and conditions, and then click Search.

Figure 6-59 Search result

For the searchresult, you can perform following operations.
® (lick next to Search to change search conditions.

e (lick mEHSES to changerecords arrangement.
e Click B nextto therecordto delete it one by one, or you can select records, and then
click Delete to delete themin batches.

® (lick Export to export records to thelocal storage.

Step4 Select a record,and on theright side, you can see the details. Click the video image to view
thelinked recording.

Step5 Go backto Step2,and then click Person Archive.

Step6 EnterthelD, nameor card number of the person you want to search for.

Step7 Double-click therecord.

You can seethe face capture, vehicle capture, access records and other information of the
corresponding person.
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Figure 6-60 Person information

6.3.3 Searching for Vehicles

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, andthen select DeepXplore.
Step2 click B, andthenselect Vehicle.

Figure 6-61 Vehicle search

Record
Vehicle Capture

Person @ Selected Channel(0) Today Yesterday ThisWeek

Plate No.: Vehicle Brand:

Unlimited

ﬁ Full Plate No.

Vehicle Vehicle Color:

-

® Search object

¢ Vehicle Capture: Search for records in vehicle capture database.

¢ Vehicle Archive: Search for records in vehicle information database.
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® Searchtype
¢ Search channel: Select device channels of the records by clicking Selected Channel.
¢ Searchtime: Select time period of therecords from Today, Yesterday and This
Week.

1

Only available for vehicle capture records.
® Search conditions: Set search conditions such as plate number (full plate number
optional), vehicle brands, owner name and more to search for specific records.
Step3  Set thesearch conditions,andthen click Search.
Forthesearchresult,you can perform following operations.
® (lick next to Search to change search conditions.
e (lick MRS

LS tochangerecordsarrangement.
e Click B nextto therecordto delete it one by one, or you can select records, and then

click Delete to delete themin batches.
® (lick Export to export records to the local storage.
Step4  Select a record,and on theright side, you can see the details. Click on the video imageto
view the linked recording.
Click at the upper-right corner to view all records added to temporary records. Inside
it, you can click [l to generatetargettrack,andclick [l to removetherecordformthe
bank.

6.4 Access Management

Onthe Access Management page, you can do operations on access control, video intercom, and

visitor.

6.4.1 Access Control Application

You can unlock and lock doors, view details of bound videos and event, and the access controllogs.
Make surethat you havefinished the access control configuration before application. For details, see

"5.5 Access Control". You canalso click [+BEEXEEEarts to go tothe access control configuration

page.

6.4.1.1 Viewing Videos

If you have already bound a video channelto the access control channel, you can view the real-time
videos of the channels on the console. To bind video channels, see "4.2.3 Binding Resources".

Log in to the DSS Client. On the Home page, select BH > Access Management > > Access
Control Console, and then view the linked real-time videos by the following two methods.
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Onthe right side of the console page, click Ell in the access controlchannellist.
Figure 6-62 Viewing video (1)

Resources Tl

Do om[ad

No data

» M Main Map

1]
O
?Evenilnfunﬂa_, B A & Alarm

Time Locati... Perse... ID Room No.

Click onthe console page.The video page is displayed. Drag the access controlchannel on
theleft side of the screen to thelive view page on theright side. The system displays videos in
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real time.

Figure 6-63 Viewing video (2)

Resources

~ i Root (1/1)
v
~ 0O 220
D Doorl

» M Main Map

um
o
?Event Informa...

Time Locati...

= Alarm

Perso.. ID Room No.

14:42:.. Doorl

& Global Control

L} G

6.4.1.2 Unlocking Door

. Normal

B Abnormal

Event Event.. Ope

piatro..  [ICHEE ©

In addition to normally open status or linked unlock in specified periods, the console also supports

unlocking by manually controlling the access control channel. After unlock, the door automatically

locks up after a specified period (5 s by default,and 10 sin this example) set upin Door Config.
[ 1]

This section introduces the unlocking operations on the client. For unlocking by fingerprint, card,

and face recognition, you can operate on devices. If advance functions have been configured, unlock

doors according to the requirements of advance functions.

There are the following ways to unlock door:

Onthe left side of the page, right-click an access control channel in the device list, and select

Remote Unlock in the pop-up menu. After unlocking, a timed log will be displayed under the

channel ontheright.

Click I ofa door channelon theright to unlock the door.

When viewing videos bound to the channel, click [Bl onthe window to unlock the door.

Set multiple doors to be normally open

Select door channels in global control,and then you can set the door to be normally open.

1. Click ] onthelower left of the console page of the Access Control Console module.

2. Select an access control channel to be set to Always Open through global control, and click

OK.

3. Click n on the lower-left corner of the page,andthen click OK.
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[L]
If you want to go back to scheduled control or face-recognition access for these channels,

Click torestorethem to the default status.

6.4.1.3 Locking Door

In addition to normally open status or linked lock in specified periods, the consolealso supports
locking by manually controlling the access controlchannel. You can lock the door in the following
ways:
® Onthe left side of the page, right-click an access control channel in the device list, and select
Remote Lock in the pop-up menu.
e Click [ ofa door channelon theright to unlock the door.
e When viewing videos bound to the channel, click [B] on the video page to lock the door.
® Set multiple doors to be normally closed
Select multiple door channels in global control,and then you can set them to be normally closed.
1. Click B onthelower left of the console page of the Access Control Console.
2. Select multiple door channels, and click OK.
3. Click [ atlower-left of the page, and then click OK.

[ L]
If you want to go back to scheduled control or face-recognition access for these channels,

Click torestore them to the default status.

6.4.1.4 Viewing Event Details

View details of the events reported on door locking and unlocking, including event information, live
view, snapshot, and recording.

Background Information
[ 1]

® Live view is only available when avideo channel is bound to the access controlchannel. To bind
video channels, see "4.2.3 Binding Resources".

® To seesnapshots and videos of access control, you need to configure video linkage action for the
access control channels. For details, see"5.1 Configuring Events".

® Details except locking door are displayed on the console, such as unlocking door, entry with the
duress card, and noright.

Procedure
Step1 Intheevent listbelow the console page, click [8] next to the event records.
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For a face recognition controller, the face snapshots will be displayed in the records; for
other controllers, the records display the captured image and person profile.

Figure 6-64 Eventinformation

Table 6-11 More operations

No. Description

You can chooseto view the events of certain event types. For instance, if you select
Normal, the list only displays normal events.

e Click M tostop displaying reported event information. In this case, the page no
longer displays the reported new events. After clicking, the button changes to .

2
e Click [@ tostartrefreshingreported eventinformation. The page does not display
events during the stopping period. After clicking, the button changes to [l
3 Clear theevents from the current event list without removing them from the log.
4 Click to view access controlrecords.

Step2  Click the correspondingtabto view thelive view, snapshots, and video recordings of the
linked video channel.

6.4.1.5 Viewing Access Control Records

You can view access controlrecords on the platform or directly on a device. For records on a device,
see "9.1 Managing Logs".

6.4.1.5.1 Online Records

The access controlrecords stored on the platform.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click B > Access Management > >
Access Control Record.
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Step2 Set search conditions,and then click Search.

Figure 6-65 Searchresult

Step3 Manageevent records.
e (Click [B) and you can view live view, snapshot and recording, and person information
access controlevents.
® (lick Export at the upper-left corner of the page, and then export records as the screen
instructs.

6.4.1.5.2 Offline Records

The access controlrecords stored in the device when it was disconnected from the platform. After
thedevice gets reconnected to the platform, you can retrieve the records generated during the
disconnection.

Procedure

Step1  Login tothe DSS Client. Onthe Home page, click B > Access Management > >
Access Control Record.

Step2 Click _ onthe upper-left corner.
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Figure 6-66 Extract records during disconnection

Time Room No. Card No. Device Event Person... Status Opera.

Password Verification

Username:
system

Login Password:

Step3  Enterthelogin password for verification.
Step4 Click [E to set period, select Card-swiping Records or Alarm Log, and then select device.

® Youcan select up to one week.
® The types oflogs supportedinclude door not closed in time alarms, intrusion alarms,
anti-passback alarms, duress alarms, device temper alarms, blocklist alarms, too many
attempts oninvalid passwords and cards alarms.
Step5 Click OK.

6.4.2 Video Intercom Application

® Youcan call, answer, release information and view video intercom records.

® Make surethatyou have configured the video intercom configuration before application. For

details, see "5.6 Video Intercom". You can also click EEBEEEEESEEER to go to the video intercom
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configuration page.

6.4.2.1 Call Center

The platform, VTOs, VTHs, second-generation door stationaccess controllers, and second-generation
fence station access controllers can call each other.

Procedure
Step1  Login tothe DSS Client. Onthe Home page, click B > Access Management > > Call

Center.

Figure 6-67 Call center

Resources Number 3 Number o

g '

® SIP Offline ® SIP Online > @ SIP Online

VTO71 BRR 888888101
11#11#8003 E 11#11#103 D

® SIP Online > ® SIP Offline ® SIP Online

11#11#1009 12#12# 999001

b 3 S - 2#9#9001
Ce .

® SIP Online ® SIP Offline (@p S ® SIP Online

Step2 Youcan call different devices.
e (Call from the platform to VTO

Select VTO in the device list; click @ corresponding of VTO or dial a number on the dial

pad to call the VTO. The system pops out call page. The following operations are

supported during call.

o B IfVTO is connected to lock, click this icon to unlock.

o [ Click this icon to capture picture, the snapshot is saved into the default
directory.To change the path, see "9.3.5 ConfigureFile Storage Settings".

o [E3R: Click this icon to start record, click again to stop record. The video is saved in
default path.To changethe path, see "9.3.5 Configure File Storage Settings".

o [IEM: Click this icon to hang up.
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Figure 6-68 Call

Calling building 1

e (allfrom the platformto VTH
Select VTH from the device list, click onthe VTH or dial corresponding VTHon the
right (such as 1#1#101). The system pops up the dialog box of Calling now, please
wait.... There are two modes for answering the call.
o Answer by VTH, bidirectional talk between client and VTH. Press ESMl to hangup
when you answer the call.
¢ If VTH fails to answer in 30 s, hangs up or is busy, then it means the call is busy.

Figure 6-69 Calling

Calling room

room

Being called ...

e (allfromthe platformtoanaccess control device that supports video intercom
Select a device from the device list, click onit or dial its number on the right (such
as 1#1#101). The system pops up the dialog box of Calling now, please wait.... There
aretwo modes for answering the call.
o Answer by the device, bidirectional talk between client and the device. Press IR
to hang up when you answer the call.
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¢ If the device fails to answer over 30 s, busy or hang up directly, then it means the
call is busy.

Figure 6-70 Calling

Calling

00:01

e (CallfromVTO to the platform
When a VTO calls, awindow pops up.
o [ Unlock the door if the VTO is connected to a door.
° Answer the call.
o [HEM: Hang up.

Figure6-71 VTO Call
2nd is calling you

® WhenVTH is calling the platform
The client pops out the dialog box of VTH calling. Click to talk with VTH.
¢ Click toanswer VTO, realize mutual call after connected.
o Click B tohangup.
® Whenan access controldevice that supports video intercom is calling the platform
The client pops out the dialog box. Click to talk with the device.
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Click =M to hangup.

Figure 6-72 Call from an access control device that supports video intercom
ASC101 is calling you :

® (allthrough call records
All the call records are displayed in the Call Record at the lower-right corner of the
page of Video Intercom. Click the record to call back.

Figure 6-73 Call records

Z015-07-02

2018-07-02

2018-07-02 13:56: 44

Ad#annd (4]

Z015-07-02 13 143

2018-07-02

6.4.2.2 Releasing Messages

Send messageto VTHs.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH > Access Management > Video

191



User's Manual

Intercom > Information Release.

Step2 Click Add New Message, select one or more VTHs, and then configure theinformationyou
want to send.

Step3  (Optional) Enable Schedule Release, and then configure the time.

Step4 Send themessage.

® If no scheduledreleasetime is configured, click Instant Release, or click Save, and then
click tosend the messageimmediately.
e Ifascheduled releasetimeis configured, click Save, and then the message will be sent

onthe defined time.

6.4.2.3 Video Intercom Records

View log records and you can trace recorded calls.

Procedure
Step1 Login tothe DSS Client. On the Home page, click B > Access Management > [§ >
Video Intercom Record.
Step2 Set conditions,and then click Search.
The platform displays all the records according to the configured conditions.
Step3  (Optional) Click Export, and then follow the prompts to export all or partial records to your

computer.

6.4.3 Visitor Application

After visitor information is registered, the visitor can have access permission. Access permission is
disabled after the visitor leaves.

6.4.3.1 Preparations

® You have configured the deployment of the video intercom devices, access control devices and
entrance and exit device. For details, see the corresponding user's manual.

® You have configured the basic configuration of the platform. For details, see "4 Basic
Configurations”.

® Make surethatyou have configured the visitor configuration before application. For details, see

"5.7 Visitor Management". You can also click EBEEEEEEEN to go to thevideo intercom

configuration page.

6.4.3.2 Visitor Appointment

Register theinformation of visitors on the platform before they arrive for their visits. This will greatly
reduce the time that visitors have to wait for their information to be recorded.

Procedure

Step1  Login tothe DSS Client. Onthe Home page, click BH > Access Management > [B] >
Visitor Management.
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Step2 Click Visitor Registration.
Step3 Click the Visitor Details tab, enter the information of the visitor and the one to be visited.

Figure 6-74 Visitor details

1

Click in theappointment list to enter the Visitor Details tab.
Step4  (Optional) Click the Authentication tab, select the room number to be visited, and then
click Generate to generate the QR code of the pass.

You can click B to download the QR code, and click & to sendit to the visitor by email.

Figure 6-75 Authentication

Visitor Pass

Ben®
PhoneMa.:
Plate Ma.:
1D Mo.:

Remarks: Welcome!

Step5 Click OK.
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6.4.3.3 CheckingIn

When a visitor with an appointment arrives, you need to confirm their information and give them
access permission. On-site registration is supported when thereis a walk-in visitor. Visitors can get
access by card swipe or face recognition.

Procedure
Step1 Login tothe DSS Client. On the Home page, select B > Access Management > [A] >
Visitor Management.
Step2 (Optional) Click the Authentication tab, and then setauthorizationinformation.
1) Select the room number.
2) lIssuecards.
You can issue cards by entering card number manually or by using a card reader. A card
number is 8-16 numbers. Only second-generation access control devices support 16-
digit card numbers.When a card number is less than 8 numbers, the system will
automatically add zeros prior to the number to make it 8 digits. For example, if the
provided number is 8004, it will become 00008004. If there are 9-16 numbers, the
system will notadd zero toit.
® |ssue cards by entering card numbers manually
Click Add next to Card, enter the card number, and then click OK.

Figure 6-76 Issue card

Card L+

ssue Card

Card Number:

® Issuecard by usinga cardreader
Click B, select a card reader or device, and then click OK. Swipe card through the
reader or device, and then a new card will be issued.
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Figure 6-77 Reader manager

Card add IE’

Reader Manager

Card Reader:

Device

Device:

3) Set face picture. Position your face in the snapshot area, and click Upload Picture to

select a picture or click Snapshot to take a photo.

Figure 6-78 Take a face photo

k

Upload Picture

Snaphot

I_:. ‘ :
_

4) Click Generate to generate a QR code for the pass.
You can click [ to download the QR code, and click &l to send it to the visitor by
email.
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Figure 6-79 Authentication

Visitor Pass

Visitor Pass

[ -

Ben’
Phone Mo.:
Plate Mo.:
1D Mo.:

Remarks: Welcome!

Step3  Click the Authorize tab, and then select access permissions for the visitor.
11

If you want to set video intercom devices and entrance and exit permissions, you must set
hostroom number and number plate for the visitor.

Figure 6-80 Authorize

Entrance and Exit

Step4  Click OK.

Related Operations

® End visit.
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Click B toend avisit.
® View card swiping records.
Click the Card-swiping Record tab, or click in visitor record to view visitor card swiping
records.
® Cancel appointment.
Click &, and cancel the appointment as the screen instructs.

6.4.3.4 Checking Out

When visitors are leaving, remove their access permissions.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click B > Access Management > [E] >
Visitor Management.

Step2  Find theappointment record of the visitor, and then click B
Step3 Click OKtoremoveaccess permission.

If you have issued a card to a visitor, make sure the visitor returns the card before leaving.

6.4.3.5 Searching for Visit Records

Search for visit records, and view visitor details and card swiping records.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click BH > Access Management > >
Visitor Record.
Step2  Set search conditions, and then click Search.

The results are displayed.

[

In addition to entering the card number, you can also click 3, select a card reader and
then get the card number by swiping card.
Step3 Click B to view visitor details and card swiping records.

6.5 Parking Lot

You can monitor vehicles that enter and exit in real time, view vehicle information, and search for
on-site vehicle, exit vehicle and snapshot records.

6.5.1 Entrance and Exit Monitoring

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EH > Parking Lot > Entrance and Exit
Monitoring.
Step2  Select the number of windows youwant from [EIEEIENS].
Step3 Click Please click to select the entrance and exit., select an entrance or exit point,and
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then click OK.

The real-time video of that point will be opened in the window.

Figure 6-81 Monitor entrances and exits

Piste Mo, Fuzry Match v Paeminsian

Table 6-12 Page description

No. Description
1 Select the number of windows you want. Each window can display thereal-time
video of one entrance or exit point.
The real-time video of an entrance or exit point.
® (lick to open the real-time video of another entrance or exit point in the
window.
® (lick to open the barrier for vehicles.
¢ Open without Recording Plate Info: Open the barrier for vehicles
without recording their plate numbers. If you select Count Parking
2 Spaces at the sametime, the number available parking spaces in the
parking lot will decrease orincrease depending on whether the vehicles
areenteringor leaving. This operation will not generate an enter or leave
record.
¢ Open and Record Plate Info: This is applicable to when the ANPR
cameras cannot recognize the number plates. You can manually enter the
number plate, and a snapshot will be taken, and then the platform will
generatean entrance or exit record.
Displays records of barriers not opened.
3 ® (lick nto open the barrier for the vehicle.

® Ifthe plate numberis incorrect, you can click to manually edit it.
® (lick to view the recorded video from the corresponding channel.
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No.

Description

All entrance and exit records.

o [B/@: Pause or resumerefreshing the entrance and exit records.
e [@): View the details and recorded video of arecord.

6.5.2 Searching for Records

Search for entry and exit records, forced exit records, and snapshot records.

Log in to the DSS Client. On the Home page, click EH, and then select Vehicle Entrance and Exit.

togoto theentrance and exit configuration page.

6.5.2.1 Searching for Entrance Records

Procedure

Step 1
Step

N

Login to the DSS Client. Onthe Home page, click B > Parking Lot > Info Search.

Click the Entrance Records tab.

Configure the search conditions, and then click Search.

1

Click Show More and you can search by vehicle owner, company, person group,and more.

Managethe records.

Click theimage, and then a bigger one will be displayed.

Double-click a record or click [, and the detailed information is displayed on theright.
Click the play icon to play the recorded video, and then click to download it. Click
to modify the information of the vehicle, such as the plate number, brand and color.
For the dual camera mode, click each channelto view the information it captured.
Forced exit.

If No is displayed under Already Exited when the vehicle has exited, click [ to
changethe statusto Yes.

Export records.

Select the records to be exported, click Export, and then export them according to the
on-screen instructions. You canalso click Export, and the then exportall records
according to theon-screeninstructions.

Click M andthen select theitems to be displayed.

6.5.2.2 Searching for Exit Records

Procedure

Step1
Step 2
Step3

Login to the DSS Client. On the Home page, click B > Parking Lot > Info Search.
Click the Exit Records tab.
Configure the search conditions, and then click Search.
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1

Click Show More and you can search by vehicle owner, company, person group,and more.

Managethe records.

® (lick theimage,and then a bigger one will be displayed.

e Double-click a record or click [, and the detailed information is displayed on the right.
Click the play icon to play the recorded video,and then click B to download it. Click
to modify the information of the vehicle, such as the plate number, brand and color.
Forthe dual camera mode, click each channelto view theinformation it captured.

® Exportrecords.

Select the records to be exported, click Export, and then export them according to the
on-screen instructions. You can also click Export, and the then export all records
according to theon-screeninstructions.

® (lick hd andthenselect theitems to be displayed.

6.5.2.3 Searching for Forced Exit Records

Procedure

Step 1
Step
Step

w IN

Step4

Login to the DSS Client. On the Home page, click B > Parking Lot > Info Search.
Click the Forced Exit Records tab.
Configure the search conditions, and then click Search.

1

Click Show More and you can search by vehicle owner, company, person group,and more.

Managethe records.

® (lick theimage,and then a bigger one will be displayed.

e Doubleclick a record orclick [, and the detailed information s displayed on theright.
Click the play icon to play the recorded video,and then click B to download it. Click
to modify the information of the vehicle, such as the plate number, brand and color.
For the dual camera mode, click each channelto view the information it captured.

® Exportrecords.

Select the records to be exported, click Export, and then export them according to the
on-screen instructions. You can also click Export, and the then export all records
according to the on-screeninstructions.

® (lick kd andthenselect theitems to be displayed.

6.5.2.4 Searching for Capture Records

Procedure

(7]

—+
F

N

Step4

Login to the DSS Client. On the Home page, click BH > Parking Lot > Info Search.
Click the Capture Records tab.
Configure the search conditions, and then click Search.

1

Click Show More and you can search by vehicle owner, company, person group,and more.
Mange records.
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® (lick theimage,and then a bigger one will be displayed.

® Double-click a recordorclick [, and the detailed information is displayed on theright.
Click the play icon to play the recorded video, and then click to download it. Click
to modify the information of the vehicle, such as the plate number, brand and color.
Forthe dual camera mode, click each channelto view theinformation it captured.

® Restoreentry
If Yes is displayed under Exited when the vehicle is still in the parking lot, click [E& to
changethe status to No.

® Exportrecords.
Select the records to be exported, click Export, and then export them according to the
on-screen instructions. You can also click Export, and the then export all records
according to the on-screeninstructions.

® C(lick kd andthenselect theitems to be displayed.

6.6 Intelligent Analysis

View real-time and history people counting data, heat maps, and number of people in an area.

6.6.1 People Counting

View the real-time and historical people count from all the devices in a people counting group.

6.6.1.1 Real-time Count

Procedure

Step1 Login tothe DSS Client. Onthe Home page, click HH > Intelligent Analysis > > Real-
time Count.
Step2 Double-click a group ordragit toa window on the right to display its real-time data.
® Occupancy: The number of people currently inside this group, which will be reset to
the defined value at the defined calibration time.
® Entered: The number of people entered this group, which will be reset tozero atthe
defined calibration time.
e Exited: The number of people who left this group, which will be reset to zero at the
defined calibration time.
® (olorofthe light:
¢ Redlight: Occupancy= red light threshold.
¢ Yellow light: Yellow light threshold<occupancy < red light threshold.
¢ Greenlight: Occupancy < yellow light threshold.
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Figure 6-82 Real-time count

Eroup3d
Occupancy 4

Available 14

Step3  Hoveryoumouse on the window displaying real-time data, and then click E.
Step4  Youcan enteranumber of people to overwrite the current data, and customize the

content to be displayed for green, yellow and red light.

Figure 6-83 Edit the contentand data

People Counting Group Name: Number of People Inside:

group30

Prompt:

Red Light Yellow Light

A B I UV =

Welcome. Please enter.

Cancel

Step5 Click OK.

6.6.1.2 Historical Count

Procedure
Step1  Login tothe DSS Client. Onthe Home page, click EBH > Intelligent Analysis > People
Counting > Historical Count.
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Step2  Select the groups you want in Groups, or select the channelsin Resources.
Step3  Configurethesearch settings, and then click Search.
® Groups: Groups are people counting groups, which allow you to combine and
calculate the people flow data from multiple rules across different devices and
channels. You can search for historical people flow data from one or more people
counting groups.
® Resources: Search for historical people flow datafrom one or more channels. The data
from all the rules of a channel will be included.

If a device is offline, it will upload all the data to the platform when itis online again.

Figure 6-84 Historical people counting data

Related Operations

° : Changethe display format of the data.
[1]

Only weekly report supports will display the number of retention.
e Export: Exportthe datainto a.zip file to your computer.

6.6.2 Heat Maps

View heat maps generated by devices. A heat map shows the distribution of people flow by different
colors, such as red for many people have visited an area and blue for only a few people have visited
anarea.The platform supports generating general heat maps and advanced heat maps. Only fisheye
cameras support advanced heat maps.

Prerequisites
Configure the channel feature for either type of heat maps. For details, see "4.2.2.5.2 Modifying
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Device Information".
® General heat map: Select the General Heat Map from the channelfeatures.

® Advanced heat map: Select the Advanced Heat Map from the channelfeatures.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EH > Intelligent Analysis > [Bl.
Step2  Select a channel,and then generate a heat map.

1

You can generate a heat map with data from up to one week.
® Generatea generalheat map.
Configure the time, and then click Search.
® Generateanadvanced heat map.
1) Select how youwant to generate the heat map, Number of People or Time.
2) Configurethethreshold.

® Whenyou select Number of People, the area with the closest number of people to
thethreshold will be in red.
® Whenyouselect Time, the area where people stay fora duration closest to the
threshold will be in red.
3) Setthetime, and then click Search.
Step3  Click Export on the upper-right corner to export the heat map to your PC.

6.6.3 In-area People Counting

View statistics on the number of in-area people.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click BH > Intelligent Analysis > In Area No.
Analysis.

Step2 Select a channeland configure the search settings, and then click Search.
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If a device is offline, it will upload data within the past 24 hours to the platform when it is
online again.

Figure 6-85 In-area people number statistics

Resources Daily Report

Related Operations

o : Changethe display format of the data.

® Export: Exportthe datatoyourPC.
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7 General Application

This chapterintroduces the general businesses, including target detection, face recognition, and
ANPR.

7.1 Target Detection

View and search for the metadata of people, vehicle, and non-motor vehicle.
[L]

Target detection can be done by video metadata cameras +a platform, or IPCs + IVSSs + platform.

7.1.1 Typical Topology

Figure 7-1 Typical topology

|DSS

Netwark
Cable

Switch

&

IPC Panoramic + PTZ
Camera

® Generalcameras record videos.

® Video metadata cameras such as panoramic+PTZ camera record videos and analyze people, and
motor and non-motor vehicles.

® |VSS manages cameras and analyzes people,and motor and non-motor vehicles.

® The platform centrally manages IVSS and cameras, receives analysis results from cameras and
displays thereports.

7.1.2 Preparations

Make sure the following preparations have been completed:

® (CamerasandIVSS are correctly deployed, and video metadata is enabled on them. For details,
see corresponding user’s manuals.

® Basicconfigurations of the platform have been finished. To configure the parameters, see "4 Basic
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Configurations”.
¢ When adding a camera or IVSS, select Encoder for device category.
¢ Afteradding the cameraor IVSS to the platform, select Target Detection from Features of

the device.

7.1.3 Live Target Detection

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click FH, and then select Monitoring
Center > Monitor.
Step2  Select a window, double-click the channel or drag the channel to the window.

Figure 7-2 Live view

|PIPTZ Camera

Step3  Click [E] andthenclick B to view live metadata events.
Step4  View live video,and human body, vehicle, and non-motor vehicle information.

® (lick aneventrecord to view theevent snapshot. You can play back the video of the
event. Different events support different operations.
When playing back video, click to download the video to a designated path.
Click to play back the video before and after the snapshot.
Click B to delete event information.

Click ¥ toview the mostrecent events.

7.1.4 Searching for Metadata Snapshots

Search for metadata snapshots by setting search criteria or uploading images.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, andthen select DeepXplore.
Step2 Click Bl
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Step3  Set search criteria.
You can search for metadata snapshotsin the Record, Person or Vehicle section.For
details, see "6.3 DeepXplore".

7.2 ANPR

View automaticnumber plate recognitionin real time or search for records.
® Automaticnumber platerecognition
The platform displays vehicle snapshots and ANPR results in real time.
® Vehicle records
Search for vehicle records according to the filtering conditions you have set.

7.2.1 Typical Topology

Figure 7-3 Typical topology

| Dss

Switch

Network
Cable

ITC TC ITC

® ANPR cameras (ITC camera) capture and recognize vehicles.
® DSS centrally manages ANPR cameras, receives and displays vehicle snapshots and information
uploaded from the cameras.

7.2.2 Preparations

Make sure that the following preparations have been made:
® ANPR cameras are added to the platform, and the ANPR function is configured. For details, see
corresponding user’s manuals.
® Basicconfigurations of the platform have been finished. To configure, see "4 Basic
Configurations".
¢ Whenadding anITC camera, select ANPR for device category, and then select ANPR Device
for Device Type.

¢ ANPR snapshots are only stored on ANPRPicture disks. On the Storage page, configure at
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least one ANPR Picture disk. Otherwise vehicle pictures cannot be viewed.

7.2.3 Live ANPR

View ANPR live video and plate snapshots.

Procedure
Step1 Login tothe DSS Client. On the Home page, click HH, and then select Monitor Center >
Monitor.
Step2  Select a window, double-click the channel or drag the channel to the window.

Figure 7-4 Live view

Step3  Click [E] andthenclick Bl

Step4  View live ANPR events.

® (lick aneventrecord to view event snapshots.You canalso play back the video of the
event. Different events support different operations.

® When playing back a video, click E4 to download the video to a designated path.

e (lick to play back the video before and after the snapshot.

e Click B todelete eventinformation.

e (Click B toview the mostrecent events.

7.2.4 Searching for Vehicle Snapshot Records

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, and then select DeepXplore.
Step2  Click Bl
Step3  Configurethesearch conditions.

w N

You can search for vehicle snapshots in the Record or Vehicle section. For details, see "6.3

DeepXplore".
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7.3 Face Recognition

Configure face recognition settings on the device and the platform before you can view face
recognition results on the platform.

7.3.1 Typical Topology

The face recognition feature s available on select models of NVR, IVSS and FR cameras.
® Face recognition by NVR/IVSS

Figure 7-5 Typical topology (NVR/IVSS)

Network Cable

DSS NVR/IVSS

v Switch

L

Speed Speed
Dome Dome

¢ Camerasrecord videos.
NVR/IVSS s used for face recognition and storage.

DSS centrally manages cameras, NVRs, and the face database, and provides live view and face
search.

® Face recognition by camera

Figure 7-6 Typical topology (camera)

" —

Cable
DSS
‘ Switch ‘ |
IPC 1PC IPC IPC

¢ Cameras record face videos, and detect and recognize faces.

¢ DSS centrally manages cameras, NVRs, and the face database, and provides live view and face
search.

7.3.2 Preparations

Make sure that the following preparations have been made:
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® Face recognition devices are correctly configured. For details, see corresponding user’s manuals.
® Basicconfigurations of the platform have been finished. To configure, see "4 Basic
Configurations".
¢ When adding face recognition devices, select Encoder for device category.
¢ Afteradding a face recognition NVR or IVSS, select Face Recognition for Features ofthe
corresponding channels.
¢ After adding face recognition cameras or face detection cameras, select Face Recognition or
Face Detection for Features.
¢ Face snapshots arestoredin the Face/Alarm and Other Pictures disk. Configure at least one

local disk for picture storage. Otherwise, the platform cannot display snapshots.

7.3.3 Arming Faces

Before arming faces, you need to add the persons to face recognition group. For details, see "5.4.1
Face Watch List".

7.3.4 Live Face Recognition

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click HH, andthen select Monitor Center >
Monitor.

Step2  Select a window, double-click the channel or drag the channel to the window.

Figure 7-7 Live view

Step3  Click [E]l andthenclick B to view live face recognition information.
Step4 View live video,and human body, vehicle, and non-motor vehicleinformation.
® (lick aneventrecordto view event snapshots. You can play back the video of the
event. Different events support different operations.
® When playing back video, click to download the video to designated path.
® (lick to play back the video before and after the snapshot.
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® (lick torefresh events; click to pauserefreshing.
e (Click B3 todelete eventinformation.
e (Click B3 toview the mostrecent events.

7.3.5 Searching for Face Snapshots

Search for face snapshots by setting search criteria or uploading images.

Procedure
Step1 Login tothe DSS Client. On the Home page, click HH, and then select DeepXplore.
Step2  Click @1
Step3  Configurethesearch conditions.
You can search for vehicle snapshots in the Record or Person section. For details, see"6.3

w N

DeepXplore".
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8 System Configurations

This chapterintroduces system parameters configuration, license information, service management,

and backup and restore.

8.1 License Information

Login to the DSS Client. On the Home page, click BY, and then in the System Config section, select
License.

On this page, you can view the types of devices and the number of channels that can be connected
to the platform,and the number of App users that can be registered.

8.2 System Parameters

Configure security parameters, storage retention duration, email server, time sync, remotelog, login

method,and more.

8.2.1 Configuring Security Parameters

® HTTPS (Hyper Text Transfer Protocol over Secure Socket Layer) is a safe HTTP transmission
protocol. It is safe and stable, and guarantees the security of user information and devices. When
HTTPS certificate is configured, you can log in to the platform through HTTPS protocolto ensure
transmission security.

® Protectyour data by verifying login password when download or export information, and
encrypting the exportfiles.

e Afterthefirewall of the serveris enabled, you need to add the IP address of the computer where
the DSS Client is installed to the HTTP allowlist so that it can access the server.

e Afterthefirewall of the serveris enabled, only the IP addresses in the RSTPallowlist can request
video stream through the media gateway service. The IP addresses of decoders will be added
automatically. If there are other IP addresses that need to request video stream through media

gateway service, you need to manually add them to the RSTP allowlist.

Procedure
Step1 Login tothe DSS Client. On the Home page, click BY, andthenin the System Config
section, select System Parameter > Security Parameter.
Step2 Click B touploadthe SSL certificate and private key, and then click Save.
Step3  Enable File Export or Download Password Authentication and Encrypt Exported File,

w N

andthen click Save.

® File Export or Download Password Authentication:
¢ You need to enter the password of the current account to export or download files.
¢ Forallusersthatlogin to the platform, they do not need to enter the password
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when exporting or downloading files.
® Encrypt Exported File: When you use the exportedfile, you need to verify the
password.
Step4 AddIP addresses tothe HTTP and RSTP allowlist.

8.2.2 Configuring Retention Period of System Data

Set theretention periods for logs, alarm messages, face recognition records, vehicle passing records,
access snapshot records, video communication records, visitor records,and more. Records beyond
the defined retention period will be automatically deleted.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthen in the System Config
section, select System Parameter.
Step2 Click Message Retention Period.
Step3 Double-click a numberto changeits value.

Step4 Click Save.

8.2.3 Time Synchronization

Synchronize the system time of all connected devices, PC client, and the server. Otherwise the
system might malfunction. For example, video search might fail. The platform supports
synchronizing the time of multiple devices, which have the sametime zone as the platform.You can
synchronize the time manually or automatically.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the System Config

section, select System Parameter.
Step2  Click the Time Sync tab.Enable the sync methods, and then set parameters.
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Figure 8-1 Enable time synchronization

Time Sync

Device Ti
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Start Time: Sync Interval:

Sync Time Now

NTP Time S
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Sync Interval:

Min(s) (1-1440)

® Scheduled Time Sync: Enable the function, enter the start timein time syncfor each
day,and theinterval.
® Sync Time When Device Comes Online: Syncs device time when the device goes online.
® NTP Time Sync:If thereis an NTP server in the system, you can enable this function to
let the system enable time with the NTP server.
Step3 Click Save.
Step4 (Optional) Enable time synchronization on DSS Client.
1) Login tothe DSS Client, and thenin the Management section, click Local Settings.
2) Click the General tab, select the check box next to Time Sync, and then click Save.
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(1]
The system immediately synchronizes the time after you restartthe client to keep the

time of the server and the PC client the same.

Figure 8-2 Enable time sync

General

Display

r channels on the de

Start and Login

3) Restart theclient for the configuration to take effect.

8.2.4 Configuring Email Server

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, and thenin the System Config
section, select System Parameter.
Step2  Click the Email Server tab, enable Email Server, and then configure parameters as

required.
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Figure 8-3 Set email server

Email Server —®

Sender Email Address: Password:

Encryption Method:

TLS
Test Recipient:

Email Test

Table 8-1 Description of email server parameters

Parameter Description

Sender Email Address The sender displayed when an email is sent from DSS.

SMTP Server

Password IP address, password, and port number of the SMTP server.
Port

Encryption Method Supports no encryption, TLS encryption, and SSL encryption.
Test Recipient Set therecipient, and then click Email Test to test whether the
Email Test mailbox is available.

Step3 Click Save.

8.2.5 Configure Device Access Parameters

To ensurethat you can safely use the devices, we recommend using the security mode if devices
support this mode to avoid security risks. The platform also supports enabling and disabling adding
devices through P2P.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the System Config
section, select System Parameter > Device Adding Config.

N

Step Select a device login mode, and then click Save.

w

Step Enable or disable the P2P function.
If disabled, you cannot add devices to the platform through P2P.

217



User's Manual

8.2.6 Remote Log

To ensure safe use of the platform, the system sends administrator and operatorlogs to the log

server for backup at 3 A.M. every day.

Procedure
Step1

N

Step
Step

w

Step4

Login to the DSS Client. On the Home page, click EY, and thenin the System Config
section, select System Parameter.

Click the Remote Log tab.

Enable the function, and then set parameters as required.

The Platform No. must bethe same on theremote server and the platform.

Figure 8-4 Enable remotelog

Remote Log —®

IP Address:
127.0.0.1

Platform MNo.:

273

Click Save.

8.2.7 Configuring Push Notification and Certificate for App

Enable or disable the push notification function,and manage the VolP certificate for App. The

certificate is used to push calls to App when it is offline.

Procedure
Step1

N

Step

Login to the DSS Client. On the Home page, click EY, and then in the System Config

section, select System Parameters > Mobile App Config.

Enable or disable push notification.

If disabled, the app will not receive any notifications, such as alarms and calls.

Update the VolP certificate.

1) Contacttechnical supportto obtain the certificate.

2) Click Update Certificate, and upload the certificate according to on-screen
instructions.
After upload, the platform will display the expiration time of the certificate.
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8.3 Backup and Restore

The platform supports backing up configuration information and saving it to a computer or server,

sothatyou can usethebackup file for restoring settings.

8.3.1 System Backup

Use the data backup function to ensure the security of user information. Data can be manually or

automatically backed up.

® Manual backup: Manually back up the data, and the DSS platform will saveit locally.

® Automaticbackup: The DSS platform automatically backs up the data at a defined time, and

saves it to theinstallation path of the platform server.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the System Config

Step Click the Backup tab.
Step Back up data.

section, select Backup and Restore.

w N

® Manual backup:In the Manual Backup section, select the data saving path, click

Backup Now.The Login Password is the sameas the system user's. Createan

Encryption Password to protect data.

Auto Backup

Max Number of Backup Files:

3

Period:

Time:

o] g > |:| oo

Manual Backup

Backup Path:

Figure 8-5 Manual backup

Backup Confirmation

Encryption Password:

Confirm Encryption Password:

- C:E‘HEEI

e Auto backup:In the Auto Backup section, configure backup parameters, and then click

OK. TheLogin Password is the sameas the system user's. Create an Encryption

Password to protect the data. The platform automatically backs up data according to
the defined time and period. The backup path is the installation path of the platform

server by default.




User's Manual

Max Number of Backup Files means you can only save defined number of backup files

in the backup path.
Figure 8-6 Auto backup

Auto Backup

Backup Confirmation

Confirm Encryption

8.3.2 System Restore

Restore the data of the most recent backup when the database becomes abnormal. It can quickly
restoreyour DSS system and reduceloss.

® | ocal Restore:Import the backupfile locally.

® Server Restore: Select the backupfile from the server.

A\

® Users must not use the platform when you are restoring the configurations.
® Restoring the configurations willchange the data on the platform. Please be advised.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, click EY, andthenin the System Config
section, select Backup and Restore.

N

Step Click the Restore tab.

w

Step3 Restoredata.
® Restorefromlocal backup file: In the Restore from Local Backup File section, select
the backup file path, click Restore Now, and then enter the passwords (the Password
is thesame as the system user's. The Encryption Password is the one created when

thefile was backed up).
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Figure 8-7 Localrestore

Restore from Local Backup File

’Local Restore

Encryption P

d cancel

® Restore from backupfile on the server:In the Restore from Backup File on the Server

section, click [E, enter the passwords (the Password is the same as the system user's.
The Encryption Password is the one created when thefile was backed up),and then

click OK. After restoration, the platform willautomatically restart.

Figure 8-8 Restore from backup files on the server

Restore from Backup File on the Server

Backup Time File Size{kb) Operation

2021-04-10 15:00:29 =&

Username:

system

Restore from Local Backup File

d to enter the corresponding p rd to restore the

System Re ry File:

You can click to download the backup file.
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9 Management

9.1 Managing Logs

View and export operator logs, device logs and system logs, and enable the service log debug mode
fortroubleshooting.

9.1.1 Operation Log

View and exportlogs that record users' operations, such as viewing the real-time video of a channel.

Procedure

Step1 Logintothe DSS Client. Onthe Home page, select Management > Logs > Operation
Logs.

Step2 Click EJ, select one or moretypes oflog you want to search for, specify the time and
keywords, and then click Search.

Step3  To exportthelogs, click Export and follow the on-screeninstructions.

9.1.2 Device Log

View and exportlogs generated by devices.

Procedure
Step1 Login tothe DSS Client. Onthe Home page, select Management > Logs > Device Logs.

Step2  Select a device and time, and then click Search.
Step3  To exportthelogs, click Export and follow the on-screen instructions.

9.1.3 System Log

Procedure
Step1 Logintothe DSS Client. Onthe Home page, select Management > Logs > System Logs.
Step2 Click B, and thenselect one or more types of logs you want to search for.
Step3  Configurethetime and enter the keyword, and then click Search.
Step4 (Optional) Click Export and follow the on-screen instructions.

9.1.4 Service Log

Services will generate logs when they are running. These logs can be used for troubleshooting. If you
need even more detailed logs, enable the debug mode so that the platform will generate detailed
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logs.

Procedure
Step1

N

Step
Step

(O8]

Login to the DSS Client. Onthe Home page, select Management > Logs > Extract
Service Logs.

Click to download the logs of the service within a specified period to your computer.
(Optional) Click lE@ to enable the debug mode of a service, and then click to
download the detailed logs within a specified period to your computer.

1

After the debug modeis enabled, the platform will generate alargeamount oflogs that
occupy more disk space. We recommend you disable the debug mode after you have
finished troubleshooting.

9.2 Downloading Videos

You can download videos stored on the server or the device. They can be savedin are in .avi,.mp4,

or.asfformats. Three ways to download videos are:

® Download a portion of avideo by selecting a duration on the timeline.

® Download videos by files. The system will generate files every 30 minutes from the time the video

starts. Ifthe video does not start on the hour or the half hour, the first file will start from the

earliest start time to the half hour or the hour. For example, if a video starts from 4:15, the first file
will be from 4:15 to 4:30.
® Download a period before and afteratag.

Procedure

Login tothe DSS Client. On the Home page, select Management > Download Center.
Configure the search conditions, and then click Search.

Download videos.

You need to verify your password by default before download. You can configure whether
to verify the password. For details, see "8.2.1 Configuring Security Parameters".
® Download avideo by selecting a duration on the timeline.
Click the Timeline tab, and then select a period on the timeline.
You can also click Select All on the upper-left corner,and thenyou can selectand
download the same period of all videos at the same time.
® Download avideo by file.
Click theFile tab, and then click of afile.
You can also select multiple files, and then click Download Selected File on the upper-
left corner to download them at the sametime.
® Download a period of avideo before and after atag.
Click the Tag tab, click of thefile you want to download.
You can also select multiple tags, and then click Download Selected Tagged File to
configureand download them at the sametime.
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Step5

(Optional) Click BB, select the format of the video, and then click OK.

Timeline: You can further adjust the startand end time of the duration.

o=
If you set the Search Type of Device Video Stream to Main Stream and Sub Stream
1, you can download videos recorded in main stream or sub stream for videos stored

on devices. For details, see "9.3.2 Configuring Video Settings".

File: If you download multiple files at the same time, you cannot configure the formats
of thevideos you want to save.

Tag: You can configure how many seconds or minutes before and after the tag you
want to download.

w
After download, you can click B to delete the tag.

When downloading clipped videos, in the Download Recorded Video dialogue box,

confirm the time span, and then, if necessary, click [l to select avideo format.Click OK.

Related Operations

® Youcan pause, resume,and delete a download task.

Figure 9-1 Download progress

e After download completes, click to go to the path where the video is saved to, or click [ in
the prompt on the upper-right corner to play the video directly in Local Video. For details, see

"9.4 Playing Local Videos".

9.3 Configuring Local Settings

After loggingin to the client for thefirst time, you need to configure the following fields under

system parameters:Basic settings, video parameters, record playback, snapshot, recording, alarm,

video wall, security settings and shortcut keys.
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9.3.1 Configuring General Settings

Configure client language, client size, time, and more.

Procedure

Step1 Logintothe DSS Client. Onthe Home page, select Management > Local Settings.
Step2 Click General, and then configure the parameters.

Figure 9-2 General parameters

General

Display

Default Client Size

Display time zone in client and event r

Node Info Display

e and Channel

Display | v thumbnails when hover wver channels on the device tree

Time Sync

Start and Login

Auto run at startup

Auto Login

CPU Alarm Threshold

CPU Alarm Threshold

Table 9-1 Parameter description

Parameters Description

Default Client Size Select a proper resolution for the client according to PC display screen.

Display timezone in
client and event
records

When selected, the client and the time of alarms will show both the
time and time zone.
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Parameters

Description

Device Node Info
Display

Select that the device tree displays devices and their channels or only
channels.

Display live view
thumbnails when
hovering over
channels on the device
tree

When selected, you can hover the mouse over a channel in the device
treein Monitoring Center and a snapshot of its live video image will
be displayed.

Time Sync

If enabled, the client starts to synchronize networktime with the server
to complete time synchronization.

Autorunatstartup

¢ If Remember Password has been selected on the Login page,
select Auto restart after reboot, and the system will skip the login
page and directly open the homepage after you restart the PC next
time.

¢ If Remember Password is not selected on the Login page, select
Auto restart after reboot, the client login page will appear after
yourestart the PC.

Auto Login

Enable the system to skip the login page and directly open the
homepage when logging in next time.

¢ If Remember Password and Auto Login have been selected on
the Login page, the functionis already enabled.

¢ |f Remember Password has been selected while Auto Login is not
selected onthe Login page, select Auto Login on the Basic page
to enable this function.

e If neither Remember Password nor Auto Login has been selected
onthe Login page, select Auto Login on the Basic page andyou
then to enter the password when logging in next time to enable
the function.

CPU Alarm Threshold

The user will be asked to confirm whether to open one more video
when the CPU usage exceeds the defined threshold.

Audio and video
transmission
encryption

Encrypt all audio and video to ensure information security.

Auto Lock Client

The client will be locked after the defined period and you cannot

perform any operation. Click Click to Unlock Client and verify the
password of the current account to unlock the client.

[

You can configure up to 60 minutes.

Self-adaptive audio
talk parameters

If enabled, the system automatically adapts to the device sampling
frequency, sampling bit, and audio format for audio talk.

Step3 Click Save.

9.3.2 Configuring Video Settings

Configure window split, display mode, stream type and play mode of live view, and instant playback
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length.

Procedure

Step1 Logintothe DSS Client. Onthe Home page, select Management > Local Settings.
Step2 Click Video, and then configure the parameters.

Figure 9-3 Video parameters

Live View

Double-click on the video to maximize the window switch to main stream

Display the previou

ng played after a | d of inactivity

Table 9-2 Parameter description

Parameters Description
Default Window Split Set split mode of the video window.
Window Display Scale Select from Original Scale and Full Screen.
When the number of window splits is greater than the defined
Stream Switching Rule value, the live video will switch from the main stream typeto sub
stream type.

Select the one according to your situation. If you select Acquire
Real-time Stream directly from the device, clients will acquire video streams
Acquisition Mode directly from the channel. If direct acquisition fails, the platform
will forward the video streams to clients.
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Parameters

Description

11

When the device and clients are properly connected to the
network, direct acquisition can reduce the use of the platform's
forwarding bandwidth. If too many clients are acquiring video
streams from a channel, acquisition might fail due to insufficient
performance of the device. Video streams will be forwarded to
clients by the platform.

Double-click on the video to
maximize the window and
switch to main stream

If selected, you can double-click a video window to maximize it
and switch from sub stream to main stream. Double-click again to
restore the window size, and then the system will switch it back
tosubstream.

Play Mode

® Real-time Priority

The system might lower theimage quality to avoid video lag.
® Fluency Priority
The system might lower theimage quality and allow for lag
to ensurevideo fluency. The higher theimage quality, the
lower the video fluency will be.
e Balance Priority
The system balances real-time priority and fluency priority
according to the actual server and network performance.
® Custom
The system adjusts video buffering and lowers the impact on
video quality caused by unstable network. The bigger the
value, the more stable the video quality will be.

Decoding Mode

CPU Threshold

e Software Decoding by CPU: All videos will be decoded by
the CPU. When you are viewing live videos from large
amount of channels, it will take up too much resources of the
CPU that affects other functions.

e Software Decoding by GPU: All videos will be decoded by
the GPU. The GPU is better at concurrent operation than the
CPU. This configuration will free up resources of the CPU
significantly.

e Performance Mode (CPU First): All videos will be decoded
by the CPU first. When theresources of the CPU is taken up to

the defined threshold, the platform will use the GPU to
decode videos.

Display previous live view
afterrestart

If selected, the system displays the last live view automatically
afteryou restart the client.

Close videos being played
after long period of
inactivity

Inactivity Time

The system closes live view automatically after inactivity for a pre-
defined period of time. Supports up to 30 minutes.

Instant Playback Time

Click [B1 onthelive view page to play the video of the previous
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Parameters

Description

period. The period can be user-defined. For example, if you set 30
seconds, the system will play the video of the previous 30
seconds.

Search Type of Device Video
Stream

Select a default stream type when you play back recordings from
a device.

[1]

If Only Sub Stream 2 is selected, but the device does not
support sub stream 2, then recordings of sub stream 1 will be
played.

Extract frames when playing
back HD videos

If selected, when the playback stream is big due to high
definition, certain frames will be skipped to guarantee fluency
and lower the pressure on decoding, bandwidth and forwarding.

Continuous Snapshot
Interval

Number of Continuous
Snapshots

Set the number and interval between each snapshot.

Forexample, if the Continuous Snapshot Interval is 10 seconds
and the Number of Continuous Snapshots is 4, when youright-
click on thelive/playback video and select Snapshot, 4 images
will be taken every 10 seconds.

Step3  Click Save.

9.3.3 Configuring Video Wall Settings

Configure the default binding mode and stream type of video wall.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, select Management > Local Settings.

Step2 Click Video Wall, and then configure the parameters.

Figure 9-4 Configure video wall settings

Video Wall

Double-click on the video to maximize the v witch to main stream

Video Source Play Duration

15

Maode of Video Decoding to Wall

Tour
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Table 9-3 Parameter description

Parameter Description
Default Stream Select Main Stream, Sub Stream 1, Sub Stream 2 or Local Signal as the
Type default stream type for video wall display.
Stream When the number of window splits is greater than the defined value, the live
Switching Rule video will switch from the main stream type to sub stream type.
Double-click on
thevideo to
maximize the Double-click the video to maximize the window, and then its stream type
window and will switch to main stream.
switch to main
stream
Set the default time interval between the channels for tour display.
Video Source Forexample, if 5 seconds is configured and you are touring 3 video
Play Duration channels, the live video image of each channel will be played 5 seconds
before switching to the next channel.
® Tour: Multiple video channels switch to decode in one window by
default.
Mode of Video

Decoding to Wall ® Tile: Video channels are displayed in the windows by tile by default.

® Ask Every Time: When dragging a channel to the window, the system
will ask you to select tour or tile mode.

Step3  Click Save.

9.3.4 Configuring Alarm Settings

Configure thealarm sound and alarm display method on the client.

Procedure
Step1 Login tothe DSS Client. On the Home page, select Management > Local Settings.
Step2 Click Alarm, and then configure the parameters.
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Figure 9-5 Configure alarm settings

Alarm Sound

® Default Custom

Source Types

default Sound ;.E.'

Mode of Opening Alarm Linkage Videos

. Open alarm linkage video when alarm occurs

Open Alarm Linkag

AsPop-up '® Openin Live

Map Flashes

n alarm occurs

Alarm Type

Table 9-4 Parameter description

Parameters Description
Default All types of alarms will use the same default alarm sound when triggered.
Click Modify Alarm Sound, and then you can changethe alarm soundand
Custom )
its play mode of each type of alarm.
Openalarm If selected, the platform will automatically open linked video(s) when an
linkage video alarm occurs.

when alarmoccurs | o AsPop Up: The alarm video will be played in a pop-up window.
® Open in Live View: The alarm video will be played in a window in

Monitoring Center.

Open Alarm L[]
LinkageVideo For this function to work properly, you must enable When an alarm is
triggered, display camera live view on client when configuring an

event. For details, see "5.1 Configuring Events".

Device onthemap
flashes when
alarm occurs

Set one or more alarm types for alarm notification on the map. When an
alarm occurs, the corresponding device will flash on the map.

Step3  Click Save.
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9.3.5 Configure File Storage Settings

Configure the storage path, naming rule, file size, and format of recordings and snapshots.

Procedure

Step1 Logintothe DSS Client. Onthe Home page, select Management > Local Settings.
Step2 Click File Storage, and then configure the parameters.

Figure 9-6 Configurefile storage settings

File Storage

Video Storage

Video Maming Rule

Time_Channel No.

Video File Size

1024

Image Storage

Image Format

Table 9-5 Parameter description

Parameters Description

Vi Nami

R:?IEO aming Select a naming rule for manualrecordings.

Video Storage Set astorage path of manual recordings during live view or playback. The
Path default pathis C:\Users\Public\DSS Client\Record.

Video File Size Configure the maximum size of a single recording file.

Image Format Select a format for snapshots.

Image Naming

Select a naming rule for snapshots.
Rule 9 P
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Parameters Description
Image Storage Set astorage path for snapshots. The default path is C:\Users\Public\DSS
Path Client\Picture.

Step3  Click Save.

9.3.6 Viewing Shortcut Keys

View shortcut keys for operating the client quickly.

Procedure

Step1 Login tothe DSS Client. Onthe Home page, select Management > Local Settings.
Step2 Click Shortcut Key to view shortcut keys of the PC keyboard and USB joystick.

Figure 9-7 View shortcut keys

Shortcut Keys

Joystick USB Keyboard

Shortcut Keys

Up

Left

Right

Insert

Exit Full Scre Esc

Paus nue Tour Ctri+T

Lock Client Ctri+L

9.4 Playing Local Videos

You can play local videos directly on the platform.

Procedure
Step1 Logintothe DSS Client. Onthe Home page, select Management > Local Video.
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Figure 9-8 Local video

Step2 Click [E] toselect oneormorefiles, or [ toopenall files in a folder.

Figure 9-9 Play list

Step3 Draga file tothe window onthe right or right click it to play.

Related Operations

Table 9-6 Interface operation

Icon/Function

Description

Right-click menu

® Continuous Snapshot: Take snapshots of the currentimage (three
snapshots each time by default). The snapshots are saved
to..\DSS\DSS Client\Picture by default. To change the snapshot saving
path, see "9.3.5 Configure File Storage Settings".

® Video Adjustment: Adjustthebrightness, contrast, saturation,and
chroma ofthe video for video enhancement.

e Digital Zoom: Click it,and then double-click the video image to
zoom in theimage. Double-click theimage again to exit zoomingin.

Close all playing videos.

Split the window into multiple ones and play a video in full screen.

Takea snapshot of the currentimage and saveit locally. The pathis
C:\DSS\DSS Client\Picture\ by default.

Close the window.

Stop/pausethevideo.
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Icon/Function Description
7] 1x 5] Fast/slow playback. Max. supports 64X or 1/64X.
K3 Frame by frame playback/frame by frame backward.

Capturethetargetin the playback window. Click toselect thesearch
method, and then the system goes to the page with search results. More
operations:

[ e ©&: Move theselection area.

e & Adjust the size of the selection area.

® Right-click to exit search by snapshot.

9.5 Quick Commands

Customize HTTP commands and execute them quickly. Request methods of GET, POST, PUT and
DELETE are supported.

Procedure
Step1 Logintothe DSS Client. Onthe Home page, select Management > Quick Commands.

Figure 9-10 Quick commands

£ CQuick Command Config

1

Step2 Click El.
Step3  Click Add.

Figure9-11 Add a quick command

Quick Command Config

9 Add Quick Command

Quick Command Name:

HTTP URL:

- C:Er“: El

Step4 Configurethe parameters,andthen click OK.
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Figure 9-12 Execute a quick command

L+ 2 Quick Command Config

1

Step5 Click thename of a quick command to execute it.
If successful,a prompt message will appear at the upper-right corner.
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Appendix 1 Service Module Introduction

Service Name

Function Description

Reverses user requests to distributedsystem

Access Service NGINX .
management services.

System . . .
Management SMC M;n:sges services and provides access to various
Service pages.
DeV|F:e Discovery HRS Broadcasts platform information to discover devices.
Service
Data.Cache REDIS Stored temporary business data from the platform.
Service
Database MySQL Stores platform business data.
Message Queue

. MQ Transfers messages between platforms.
Service
Configuration . . .

. CFGS Manages disks, such as read-and-write operations.
Service
Device . .

Registers encoders, receives alarms, transfersalarms,

Management DMS .

. and sends out the synctime command.
Service
Media Gets audio/video bit streams from front-end devices
Transmission MTS andthen transfers the data to DSS, the client and
Service decoders.
Storage Service SS Stores, searches for and plays back recordings.
Device Search L .

Vi SOSO Searches for device information.
Service
Autq Register ARS Listens, logs in, or gets bit streams to send to MTS.
Service
ProxyList Control Logsin to ONVIF device, and then gets the stream
. PCPS

Proxy Service andtransfers the datato MTS.
Alarm Dispatch Sends alarm information to different objects

: ADS . '
Service according to defined plans.
Access Cont‘roller MCDDOOR Managgs access controller access and related
Access Service operations.
External Alarm
Controller Access MCDALARM Managgs alarm controller access and other related

. operations.
Service
Access Control ACDG Manages access controland other related
Service operations.
Video Intercom SsC Manages PC client and App client login as SIP client,
Switch Center andalso forwards audio-talk streams.
Object Storage 0SS Manages storage of face snapshots and intelligent
Service alarm pictures.
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Service Name

Function Description

Picture Transfer

Service PTS Manages picture transmission.
Video Matrix VMS Logsin tothedecoder and sends tasks tothe
Service decoder to output onthe TV wall.
Media Gateway MGW Sends MTS address to decoders.
Power . .
. Manages access of dynamicenvironment
Environment PES o .
monitoring devices.
Server
A M
DA Management | 1)) s Manages DA_BSID and DA_POC.
Service
1. Accesses devices that uses the 4G network.
Link Management DA_BSID 2. Downloads files from devices to the platform.

Service

3. Redirects tothe webpage of devices added
through automaticregistration.
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Appendix 2 Cybersecurity Recommendations

Security Statement

If you connect the product to the Internet, you need to bear the risks, including but not limited to
the possibility of network attacks, hacker attacks, virus infections, etc., please strengthen the
protection of the network, platform data and personalinformation, and take the necessary
measures to ensure the cyber security of platform, including but not limited to use complex
passwords, regularly change passwords,and timely update platform products to the latest
version, etc. Dahua does not assume any responsibility for the product abnormality, information
leakage and other problems caused by this, but will provide product-related security
maintenance.

Where applicable laws are not expressly prohibited, for any profit, income, sales loss, data loss
caused by the use or inability to use this product or service, or the cost, property damage,
personalinjury, service interruption, business information loss of purchasing alternative goods or
services, or any special, direct, indirect, incidental, economic, covering, punitive, special or
ancillary damage, regardless of the theory of liability (contract, tort, negligence, or other), Dahua
andits employees, licensors or affiliates are not liable for compensation, even if they have been
notified of the possibility of such damage. Somejurisdictions do not allow limitation of liability
for personalinjury, incidental or consequential damages, etc., so this limitation may notapply to
you.

Dahua's total liability for all your damages (except for the case of personalinjury or death due to
the company's negligence, subject to applicable laws and regulations) shall not exceed the price
you paid for the products.

Security Recommendations

The necessary measures to ensure the basic cyber security of the platform:

1.

Use Strong Passwords

Please refer to the following suggestions to set passwords:

® Thelengthshould notbe less than 8 characters.

® Include at least two types of characters; character types include upper and lower case letters,
numbers and symbols.

® Do not contain the account name or the account name in reverse order.

® Do not usecontinuous characters, such as 123, abc, etc.

® Do notuseoverlapped characters,suchas 111, aaa, etc.

Customize the Answer to the Security Question

The security question setting should ensure the difference of answers, choose different questions

and customize different answers (all questions are prohibited from being set to the same answer)
toreduce therisk of security question being guessed or cracked.

Recommendation measures to enhance platform cyber security:

1.

Enable Account Binding IP/MAC
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It is recommended to enable the account binding IP/MAC mechanism, and configure the IP/MAC
of the terminal where the commonly used client is located as an allowlist to further improve
access security.
2. Change Passwords Regularly
We suggest that you change passwords regularly to reduce therisk of being guessed or cracked.
3. Turn On Account Lock Mechanism
The account lock functionis enabled by default at the factory, and it is recommended to keep it
on to protect the security of your account. After the attacker has failed multiple password
attempts, the corresponding account and source IP will be locked.
4. Reasonable Allocation of Accounts and Permissions
According to business and management needs, reasonably add new users, and reasonably
allocate a minimum set of permissions for them.
5. Close Non-essential Services and Restrict the Open Form of Essential Services
If not needed, it is recommended to turn off NetBIOS (port 137, 138, 139), SMB (port 445), remote
desktop (port 3389) and other services under Windows, and Telnet (port 23) and SSH (port 22)
under Linux. Atthe sametime, close the database port to the outside or only open to a specific IP
address, such as MySQL (port 3306), to reduce therisks faced by the platform.
6. Patch the Operating System/Third Party Components
It is recommended to regularly detect security vulnerabilities in the operating system and third-
party components, and apply official patches in time.
7. Security Audit
® Check online users:Itis recommended to check online users irregularly to identify whether
thereareillegal usersloggingin.
® View the platformlog: By viewing the log, you can get theIP information of the attempt to
log in to the platform and the key operation information of the logged-in user.
8. The Establishment of a secure Network Environment
In order to better protect the security of the platform and reduce cyber security risks, it is
recommended that:
® Follow the principle of minimization, restrict the ports that the platform maps externally by
firewalls or routers, and only map ports that are necessary for services.
® Basedon actual network requirements, separate networks: if there is no communication
requirement between the two subnets, it is recommended to use VLAN, gatekeeper, etc. to
divide the network to achieve the effect of network isolation.

More information

Please visit Dahua official website security emergency response center for security announcements
andthe latest security recommendations.
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