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This handbook has been designed as a guide to the installation and operation of GSM Communicator.

. Statements contained in the handbook are general guidelines only and in no way are designed to supersede the instructions contained

with other products. We recommend that the advice of a registered electrician be sought before any Installation work commences.

Cornick Pty Ltd, its employees and distributors, accept no liability for any loss or damage including consequential damage due to

reliance on any material contained in this handbook.
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Cornick Pty Ltd, its employees and distributors, accept no liability for GSM Network upgrading or SIM Card upgrading due to the

technology specifications contained in this handbook.
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__9 Safe Startup
Do not use GSM unit when using GSM equipment is prohibited or might bring disturbance or danger.

Interference
All wireless equipment might interfere network signals of GSM unit and influence its performance.
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1. Introduction

The GSM/3G/4G Communicator WGSMSC is specially designed for existing Watchguard alarm systems.

The GSM/3G/4G Communicator WGSMSC can transfer the Alert Message from your PSTN Contact ID (SIA
DC-05) Control panel into SIA DC-09 protocol over Ethernet/GPRS network and SMS notification. It can
change alert notifications from traditional PSTN alert to Ethernet/wireless alert (SIA standard DC-09

requirements).

(Note: ‘WGSMSC’ will be written in the following contents below instead of ‘GSM/3G/4G LTE
Communicator WGSMSC’)

2. Specifications

Signal Frequency 4G
3G
GSM850 /900 / 1800 / 1900 MHz
CommunicationWays Ethernet & TCP/IP via GPRS
Message Transmission Protocols SIADC-09-2007 or SIADC-09-2012 (WGSMSC)
SIADC-05 (PSTN Control Panel)
Output OUT1, OUT2 ,0C type, commutates voltage of up to 30 V
and direct current of up to 1 A
Configuration via USB port or SMS commands
Power Supply DC 9V ---24V
Used Current 10 ---30 mA (on standby),
up to 70 mA (while sending data)
Operating Temperature Temperature from -10C to +50C,
Relative humidity up to 80 % when +20 C
Backup battery 900mAH
Exterior dimension 105 mm * 88 mm * 30 mm (W*D*H)

3. Features

@ Easy programmed by PC configuration, compatible with most alarm panels.

@ Supports transferring data by PSTN Ethernet or GPRS, SMS ( no phone
call),

@ Supports 2 different CMS centers (IP addresses or DNS server).

¥ SMS notification when the connection with the CMS center is failed (3 trial times).
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4.

Main Panel

When PSTN network failed, it will send the alert message to the center by Ethernet/GPRS network,
When the PSTN network good, then it will not use GPRS network etc. for transferring alert message,

5 users to receive SMS notification on Alarm, Supervision, Trouble, By pass, Test, GPRS fail, DC loss,

SMS commands to check the device version, IMEI code, GSM signal,

2 OC outputs which could be controlled by SMS commands, output pulse time can be set.

Support firmware upgrading via USB.
Supports PIN code verification in PC programming software.
Remote configuration by SMS commands.

Backup rechargeable battery, with DC power failure SMS alert.

Standard Package

x 1 piece,

CD (User Manual & PC programming software) x 1 piece

5.

Overview of Main Panel

Ethernet:
Network cable connection

|—l

Ethernet

Ant:

|—l

1.
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WGSMSC
GSM/3G/4GLTE

Alarm IP Communicator
CIDDC-05to SMS/DC-09 SIAIP Converter

A\ CE RoHs FE X

OC Output
0OUT1 COM 0UT2
%)

GPRS Data

ETH Data

Connect to antenna supplied

Indicators

Mobile signal indicator
Powerindicator

Blinking every 1.0s - Battery charging

On - Battery fully charged

Off - No power from battery or DC adapter
GPRS Data

Blinking every 1.0s - Transferring GPRS data
Ethernet

Blinking - Transferring data

On - Connected to server

USB Port:
Connect to PC for configuration

9~36VDC In Alarm Panel Land Line USB
T T 7 7 [
| | | 1 1
Power input Alarm Panel: Land Line: OC Output (Open Collector):
(9~36VDC) Alarm panel Land line OUT1 - 1st output, OC type
connection connection COM - Common terminal

OUT2 - 2nd output, OC type
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6. Alarm panel connection

WGAP864

\

pia * # » o=
AL AU B2V

How to wire a WGSMSC
Comms Module to
WGAP864 Alarm Panel.

Important

WGAP864 alarm panel configuration: (Must set up these parameters otherwise the device won'tsend SMS)

- Location 46, Data 1 = ON (Y)

- Location 51 = Report Centre Telephone number (If no reporting centre, must input some numbers to ‘cheat’ the

alarm panel to dial)

- Location 61 = 4-digit report centre account code. (If no account code, enter any 4-digit NON-ZERO numbers.)

***1f 0000 is used, SMS function is disabled.
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7. Installations

Note: There are 2 methods for changing settings: PC configuration & SMS commands. Install the

USB Driver before using the PC programming software.

7.1 Install the USB Driver on PC.

1) Screw onthe GSM antenna.

2) Open the cover on the back the WGSMSC to find the SIM card holder, and insert the SIM card as below:

1

i Firmware
1
i Upgrading
1
1

1 Button

3) Turnonthe power supply and switch WGSMSC on, and check the GSM Signal Indicator to
confirm the SIM card in WGSMSC is working . Please read section 5 for details.

7.2. Install the USB Driver on PC.

1) Download and install the latest USB Driver according to your PC operation system.
2) Connectthe WGSMSC to the Computer via USB cable,
3) Find the USB Serial Port as picture below. (This COM port number will be used in PC programming

software).
FiA Internet . S
s Internet Explorer __:_'j-My Pictures L Computer Management
e = M) Fde Achon  Wiew Window Hel _l&
S E—_______R__-—’.mall "I My Computer ¥ ;
\ﬁl ook Express ot & - B e & EIl . )
Open .g Computer Management (Local) = RHYDOITHY
&c; Exepl _ﬁ,swtemroods + I Computer
g . | ROk e Disk drives
bl Microsoft Office Excel 2003 |
| Search... : « @ Dusplay adapters
' K] Local Users and Growps | + [uk Human Triterface Devices

= =3 IDE ATAJATAP] controliers

Microsoft Office Word 2003 | (ot o = W |
[#] ® 2 S s
L3 | Map Metwork Drive, . \Q w7 Mice and other pointing davices

| Dlsconnect Mebwork Drlve it & Remaovable Storage
‘! = ) | = Dush Diefr agrmnter
0 | W Show on Desktop XY Dick Managemient
."_) 5 Rename 1 (n Services and fipplcations
indows Media Player | =

S.ﬂ-nd widan sned garne controlars
System devices
Universal Serial Bus controbers

7.3. Settings in PC programming software.

Choose the USB Serial Port according to [ Z2.Install the USB Driver on PC.] , and click open Com.

It will come to the Basic Information window as below:

Note: when the settings in current window is done, please click Save Settings to complete the configuration.
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Loading Frofile Sawve Frofile _Ee-:-:-'.'er:,' F:a-:t-:-r?' Default  About Exit
el o e N ] lodule IMEE Ba706502005051 N : - :
Model: TG CID2ZALARM Module IMELT  Sa7965020050515 ComPot.  |COM33 [o [ Clase Com l
‘arsion: T L2001 5202 = e
SAersion: Wl 2015 e é_gj‘
b - =
|}
JBasicInformation SMS bessane | GPRS Debug) Connected successful Status
’_F!gad Sn_att'_i_n,gg_] [ ;“:__év_e\agtti_ng_s:_\]
s . : — Alarmn Mumbers &lamy Supervigion Trouble  Open Bypasz Test GPRS Fal DCLoss
*Flease Contactyou GSM Operatorto bl e g =T ' - T 3
getthe GPRE Parameters | |
e EE— [ O il 1 ] ] ] 1 ]
APN | |
: T T S SO~ [ (" |
UserMame: | | | = il O il = ] | [
User Passwaord: | | R [ O Ll - Ll L] C Ll Ll
"‘fTi:c_k_i-_t.,st_arTclsfqrwiil send SM-S to you once the event occurrence
L ChS Server 1:
_ , . R Server [F/DNS - ]
KE Passward: 1234 | Output Marme 1; | D F
o SR = | = : = | Pott: ]
*4 digits only, Defaultis 1234 OitputMame 2| i CMS Sernver 2: =
. ; e -~ | SererlP/DNS: I
‘Sirmcard PIN Code: Protocol Type: [S14 standard DC 1 05 to 55 | ot L |
e S *Dlefault iz
“if disabled FIN Codethen no reed T R b e N ; —_—_— : e e S
o : Alarm Host PETH Pratocol: 514 DC-05; *if setup bioth of Servers then itwill transmit deats
T to both ChS centers.
Beading Varsion Model KG_CTIZALARN Versi on:V1. 00 2015-12 TWAT: S6T98502505061%

7.3.1 The Menu Bar of the PC programming software.

Loading Frofile Sawe Profile Recowery Factorsy Default  Abount Exit

Loading Profile [Alt + L]: Load the setting profile that you have saved before
Save the Profile [Alt + S]: Save the settings to the local

Recovery Factory Default [Alt + R]: Reset the WGSMSC device back to the factory
About [Alt + A]: The information about the WGSMSC

Exit [Alt + E]: Exit the PC programming software.

7.3.2 GPRS data Parameter Setting.
For EXAMPLE:

AP ~i=--» everywhere
Lser Mame: ---% secure
secure
User Password; ==

Note: The example above is only for reference, please contact your local GSM operator for the settings accordingly.

If the local GSM Operator does not use APN anymore, please ignore the settings in this section.
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7.3.3 The Phone Numbers for Events Notification.

Alarm Mumbers Alarm Supervision Trouble Open Bypass Test GPRS Fal DCLoss

TelMo.1: 18676734714 |
TelMo.2:| ) ] ] ] 1 ] tl ]
TelMo.3 | il O = = sl Ll s sl
TelMod: | il ™ 1 sl el ] il Cl
TelMNos: | & ] = il a B ] P

Tel No.1-No. 5 The phone numbers for the SMS notification.

Alarm

Supervision

Trouble

Open Ademco® Contact ID Protocol Events Codes.

ByPass

Test

GPRS Fail The GPRS message transmission failure notification from WGSMSC .

DC Loss The external DC Power Loss notification from WGSMSC

Note:

1) Tickthe phone numbers in the list that will receive the SMS notification when the event occur.
2)  Only for SMS notification, no voice communication.

3) 8676734714|is the phone number only for example. If the WGSMSC can’t work, please add your country code in
front of the phone number.

7.3.4 Set the Password and PIN Code Verification.

kb Password: (1234

*4 digits only Defaultis 1234 The “WGSMSC Password” is the password in

i

i

Account Number: the setting of [ 8.The SMS Commands.] . The i
i

“tust be zet to 4 bitzif set bo replace the alarm host Account Number,é
if hiot zet continue to uze the alarm host Account Mumber

Simcard PIN Code:
“if digabled PIN Code.then no need to enter digits | e e e e e e e e e e e e e H

"Account number."can set to replace the PSTN

panel account when upload via GPRS.

7.3.5 Set the OC Outputs Names

Output Mame 1; - The name of the 1* Output, default: DO1

Cutput Name &:
. Alarm Host PSTN Protocol: SIADC-05.

GPRS Protocol: SIADC-09-2007/2012.

Frotocol Tywpe: |SI.-’-'-. standard DC 105t S e | __ _

1
1
|
1
The name of the 2™ Output, default: DO2 |
1
1
1
1

Note: | e e e e e e e |

The max characters for the Output Name is 40, these names will be displayed in the SMS notifications.
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7.3.6 Setthe CMS Server IP address and Server Port.
( For report centre IP address settings )

Chis Server 1 e .

Server IP/ONS : 1231216270 | Note

1 1

Fort: 4005 \ If Server 2 is set up, the alert messages i

ChE Server 2 i will be transmitted to Server 2 (backup) |
Senver [RDNS: ! |

1 if Server 1 failed. :

Fart; | i

7.3.7 Set the Output pulse time and Ethernet parameter. (If IP report centre is used)

s W R L) L = BT L e £ s 300 EN
H Loading Profile Sawe Profile BRecovery Factory Default About Exit

Model: Module IMEL: ComFot.  [COM7 [v]
Wearsion: Read Yersion nfo Status: J—a‘ |

p L=

_:-éas'i'c: Information i SMS Messagé | GPRS Ijebug_

Fead Settings ] [ Save Settings
i i TelHo5: T LI - Ll o] L] LI I [
*Tick it stands for will send S to you once the event occurtence
H
) Output Mame,e.g.Amm/Disarm. TS Server 1@
k5 Passwaord: 1234 Server IP/ONS
Output Name 1:
“4 digits only.Default iz 1234, Part: 1234
Output Name 2:
Account Mumber: P TS Server
“Must be set to 4 bits i set to replace the alarm host Accaunt Number,|  Protocol Type: |14 standard DE105ta § [w serverF/DNS:
if hot-set.continue to use the alarm host Account Mumber “Drafault is: = == Port: 12734
Simeard PIN Code: .élsgwsHpolzttfcso'[glgrgtco_cnogl:_zsnlg?[)o?ﬂ& “if-setup both of Servers.then it wil transmit data
“if dizabled PIN Code.then no need to enter digits A DC-09-20 2 to both CMS centers.
Output] Pulze Time Subret Mazk 0 0 0 0
Output? Pulze Time Drefault Gateway 0. 0 _ o0 0
Local IP 0,0 0.0 Prefered DNS Server 0,0 0 0
Local Part Alternate DNS Server 0,0 0 0
“1 Dutput] Pulze Time range from 0-99935 0 meaning always output
*2 Do not get the network parameters, the uge of automatic access to|P and DNS services e 1

Output Pulse Time 0~9999S

Ethernet Parameter | Default "0",means getting IP and DNS automatically

a.
1) If the Ethernet is not connected, device will send the following SMS message:
"Ethernet connection failed, please check the wired network!"

GPRS

2) If the Ethernet is connected but the server fails to response, it will send the following SMS
Module message: “ETH Connect Failure"
(optional) At this time, the alert will transfer the data via GPRS; But if Ethernet is connected successfully

and the server is responding, then GPRS will not transfer data.

b. Ifthereis no GPRS signal, it will transfer data via Ethernet.
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7.3.8 The other buttons in PC

open Com Open the USB serial Com Port.

Close Com When displayed, it means successful connection.

Read Version Info | Read the device model, IMEI Code, Version.

Read settings Read the existed setting data in the WGSMSC.

Save Settings Click this button to complete the current settings.

Delete Settings | Delete all the setting data in WGSMSC.

Clear Display | Clear the words displayed in the current windows (The existed settings will not be cleared).
Clear Received Data| Clear the data WGSMSC have received in the current window.

Clear Sent Data | Clear the data WGSMSC have send in the current window.

Stop Debug| Stop the debug.

Note: There are three different windows in PC programming software: Basic Information , SMS Message , GPRS Debug.
Please click the Save Settings when the setting data in the current windows is completed.

7.3.9 Setthe SMS Notification Contents.

i Dafault  Rhout Exit

Model: G CID2ZALARM Module IMEl:  B6TUASU2UIEL5]E ComPat | COM33 (5| [DpenComl

et V00215202 .
ey : Read Yersion nfo Sitatus: = -—|

| Basic Information )| SMS Message || GPRS Debua |
l Fead Setings ] l Save Settings ] lDeIete Settings ], l Clear Ijisplay ]
1. Padition and Zone Mumber must corresponding to Alarm Panel;
| 2. Ifyau ticked Alarm to send SMS s alarm numbers in the Basic Info rmation page, please rename the SMS Text Message, this message will send
to alarm numbers while alarm accurrence, it you dan'trename it will send default CID Code wia SMS o alarm numbers.
SN | Parttion | Zone | SMS Test Messageimans9) | S | Partiion | Zone | 5MS Tent Message(man59) | SN | Panion | Zone | SMS TewtMessageimansy) | iﬁ
o ool | B Fire Alarm 25 50
o E1 | FO3 It Alaim 2% ' ' 5
02 27 | ] 52
. | | i | | o
04 | . . o4
05 e [ 5
o e | ] 5
o7 2 ] 5
o | [ 33 I | o
03 34 ' ' 59
a1 e | | en | | | [¢]

del =mz 1 AnalyBms:10086 0.

Partition Please set it according to your PSTN control panel. ( 2 digits, rom0-9,B—F)

Zone (64 zones) Please set it according to your PSTN control panel. ( 3 digits, rom0-9,B-F)

SMS Text Message The SMS alert content when the zone in the PSTN control panel is triggered.

(Max 59 characters) Note: if this part is not set, the SMS Alert Message will be in SIA DC-05 code, not understandable.
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7.4.0 Engineer Debug for GPRS Data Transmission.

| Basic Infomation] SMS Message [| GPRS Debugl
|

I Clear Received Dats | I Clzar Sent Biats | I Stop Debug |
)
“*This winclows is for engineer debuging the communication betwean the GEM Corvertar and CHMS Server. The GEM Convarter will creste
connection to Server and send blank data to server, if the Server has notresponse, both of the windows will not display anything. once
the Serverresponse, the sant and receiced data will display.
GFPRS Received Data: GPRS Sent Out Data:
S £S5
v vl
Reading ¥Yersion Model :KG CIDZALARM Yersiom:¥1. 00 2015-12 IMET:867985029050313

8.SMS Commands

The SMS commands below are sent to the SIM card of WGSMSC for remote configuration. It is used to
program the WGSMSC module without using a PC.

Note:

1) All letters in SMS commands must be CAPITAL letters.

2) The Examples below are only for reference, send the SMS commands according to your actual situations.

3) The Password below is the default password (1234), please use the new password in the SMS commands when the
default password was changed.

1) when wrong a SMS command was sent:

SMS Commands Return SMS Message

SMS Format Error, Please check Caps Lock in Command!

Note: | If any SMS command with the wrong format was send, you will receive a SMS notification as above.

2) When external DC Power loss/Recovery

Return SMS Message
DC Loss External DC Power Goes OFF
DC Recovery External DC Power Goes ON

3) Change the password (The default password is 1234, with 4 digits):

SMS Commands Return SMS Message
Old Password+P+New Password [ New Password] ,This is the New Password, please remember it carefully.
For Examples: 1234P4321 [4321] ,This is the New Password, please remember it carefully.

When the password was forgot, please reset the device from the PC programming software.
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4) Inquiry the device information remotely

SMS Commands Return SMS Message

Model:
Version:

Password+EE
IMEI:
GSM Signal Value:
Model: WGSMSC
Version: V1.002015-12

Example:

IMEI: 867965029050313
GSM Signal Value: 30

Note:

1) Every WGSMSC has a unique IMEI code for firmware upgrading.
2)  The GSM Signal Value range: 1~31.99, Signal weak value: <16.

5) Program the 5 mobile phone numbers (the max is 23 digits) for SMS notification.

Actions SMS Commands Return SMS Message

Tell: —-
Tel2: -

Password+A+Serial Number +T+ Phone Number

Set Mobile Phone Numbers Tel3: 13570810254

Example: [1234A3T13570810254 |
Teld: —-
Tel5: -

Inquiry the whole numbers list

Password +A

Example: |1234A|

The list of the exiting numbers

Delete the phone number in the

existing numbers list

Password -+ A+ Serial Number

FI 234A3|

Example:

The list of the exiting numbers

Note:
1) Serial Number: 1~ 5.

2)  These mobile phone numbers are ONLY used for SMS notification, no voice notification.

3)  Adding country codes in front of the mobile phone numbers is unnecessary.

6) Program the OC Outputs

Actions

SMS Comands

Return SMS Message

Set the name of the OC outputs

Password+DO+Serial Number+T+the name
Example:[1234DO1TOutput 1 for Arm. |

DO1: rename: xxxx
Example:DO1:rename: Output

1for Arm.

Inquiry the name of the OC

outputs

Password+DO+SerialNumber

Example:

DO1: Output 1 for Arm

Delete the name of the OC outputs

Password+DO+Serial Number+DEL

DO1: Output 1 for Arm

Example: m

Switch the relay on Password+DOC+Serial Number DO1: ON
Example: DO2:ON
It means switch on both the 1% output and 2™ output
(The serial number is 1 or 2 or both)

Switch the relay off Password+DOO+SerialNumber DO1: OFF
Example: 1234D0012 DO2:0FF
Switch off both the 1% output and 2™ output.
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Or both.(The serial number is 1 or2or both)

Inquiry all the current status Password+DOE DO1: ON/OFF
Example: DO2:0N/OFF
Pulse output time Password+DOP+Serial Number (1 or 2) +T+ DO(1 or 2) Pulse Output Time:
Time(Max 4 digits, 9999s ) XXXS
Default:0s, always keep close
Inquiry output time Password+DOT+Serial Number (1 or 2) DO(1 or 2) Pulse Output Time:
XXXS

Pulse output control Password+DOP+SerialNumber

(The serial numberis 1 or 2 or both)

Note:

1. The Serial Number: 1 means the 1% output, 2 means the 2" output, 12 means both the 1% output and the 2™ output.

2. The name of the outputs is 40 characters (Max.)

7) Program the GPRS IP Sever and the Port:

Actions SMS Commands Return SMS Message

Settings Password+IP+ IP address +P+Port Number
Example:  [12341P183.12.162.70P4005 |

Inquiry the settings Password +IP Server:
Example:  [12341P] Port:

Delete the exiting setting Password+IP+DEL
Example:  [1234IPDEL]

Note:

‘Only the 1% server IP can be programmed via SMS commands. Program the 2" server IP via PC programming
software. More  details: [8.3.6 Set the CMS Server IP address and Server Port. ]

8) GPRS dataParameter Setting (APN/USER NAME/PASSWORD)

Actions SMS Commands Return SMS Message
Settings Password+AP+APN;UserName;Password#
Example: |1234APeverywhere;secure;secure# APN:
Inquiry the settings Password+AP
User Name:

Example: |1 234AP|

Delete the exiting setting Password+APDEL

Example: |1234APDEL|

Password:

10. Warranty

1) This system is warranted to be free of defects in material and workmanship for one year.

2) This warranty does not extend to any defect, malfunction or failure caused by abuse or misuse by the
Operating Instructions. In no event shall the manufacturer be liable for any alarm system altered by
purchasers.
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You deserve to feel safe, secure and protected.™

www.watchguardsystems.com
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