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Important
The following functions are for reference only. Some series products may not
support all the functions listed below.



1 Network Config

1.1 Network Connection

There are mainly two connection modes between camera and computer, please refer to Figure 1-1 and
Figure 1-2.

i
L e =

— . . ©
o (@9

& ®» o, |

- o gl Network Cable

®a e
. ws W

= 4 - PC

; [

’G:E-» —
e (. @ e
--'if’ ‘” i — :
= < — |

|
|

|

|

| _

: Network Cable v Network Cable
| :

|

|

|

|

|

& g ’T\ |
'. m/ ] e | Switch or Router
— ﬂ" ‘l- |
€ i
= . 4 | PC
___Mulispectral Thermal Camera |
Figure 1-2

Before you get access to network camera via the Internet, first you need to acquire its IP address. User
can use quick config tool to search IP of the network camera. Please refer to Quick Configuration Tool
manual for more details.

1.2 WEB Interface Login

Step 1

Open IE and input the IP address of the camera in the address bar.

The system will display the “Login” interface after it is successfully connected, please refer to Figure 1-3
for more details.



Note:
The factory default IP address is: 192.168.1.108.

Thermal Camera

Username: ||

Password: |

l Login “ Cancel |

Figure 1-3

Step 2

Input user name and password, click “Login”. It will display the “Live” interface after successful login,
which is shown in Figure 1-4.

Note:

The factory default administrator username is admin and the password is admin. Please modify
administrator password after you log in.

The system will pop out the prompt box of “Modify Password” for the first login, please modify the
administrator password in time and save it properly.

The system will remind you to install plug-in for the first login, please save and install plug-in
according to the prompt. It needs to log in again after plug-in installation is completed.

Click the “Logout” on the top right corner of the interface to log out.

There is slight difference about the function and interface between different devices, please refer to
the actual interface for more details.
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2 Live

You can implement a series of operations upon the realtime monitoring image in the “Live” interface,

such as live, snapshot and record etc.

Click “Live” and the system will display the interface which is shown in Figure 2-1.

Note:

® There is some difference about the function and interface for different devices, please refer to the
actual interface for more details.

® The live interface with a green box is the channel image which is currently chosen, therefore, all the
operations are only valid to the currently chosen channel.

® Double click the image and the channel image will cover the whole video display area, double click
again and the channel image will be displayed in full screen. Click the right mouse button to exit full
screen.
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Figure 2-1

The live interface of WEB client includes four functions, which is shown in sheet 2-1.

SN Note
@ System menu bar, click each module and enter the corresponding config interface.
@ Encode setup bar, the description of each stream is as follows:




e Main Stream, big stream, high image definition, but it occupies big bandwidth,
which can be applied for storage and monitoring.

e Sub Stream, smaller stream compared to main stream, smooth image, it
covers small bandwidth,which can be applied to replace main stream for
monitoring when network bandwidth is not enough.

e Protocol, network transmission protocol type, which supports TCP, UDP and

multicast.
® Video window function option bar, please refer to “2.1 Video Window Function
Option” for more detalils.
@ PTZ control bar, please refer to “3. PTZ” for more details.
Note:
As for bullet PTZ control bar, it needs to click “PTZ module” to enter.
® Video window adjustment bat, please refer to “2.2 Video Window Adjustment” for
more details.

Sheet 2-1

2.1 Video Window Function Option

The video window function option is shown in Figure 2-2.

Note:

There is slight difference about function and interface between different devices, please refer to the
actual interface for more details.

Figure 2-2

Please refer to sheet 2-2 for more details about the parameters.

Parameter Note

Click u and select color, you can write remark in the live image.

There are three colors to be selected, which are green, blue and red, it
@® Remark is red by default.

Note:
It won’t display remark in the record image.

It is to display if there is alarm output.

@ Relay-outl e Red: It means outputting alarm.
Relay-out2 e Gray: It means alarm is over.

Click the button to enable or disable alarm.




Parameter

Note

®

Fixed Focus

Click the button and the visual can be adjusted to corresponding view
angle according to the thermal zoom rate.

Digital Zoom

e Click the button to select digital zoom of visual or thermal, click the
right mouse button to recover the original status.

e Click the button to zoom in or out the image size via rolling the
mouse wheel.

Record All

Click the button and it can record in both visual and thermal channel at
the same time, the video is stored to the set storage path. Please refer
to “6.1.2.5 Storage Path” for storage path setting.

Note:

If you want to playback either of the recorded video, it has to play both
videos at the same time (visual and thermal).

Easy Focus

Click the button and you can see two parameters of AF Peak and AF
Max in the live video.

e AF Peak: The value realtime displays the eigenvalue of image
resolution during focus.

e AF Max: The value means the best eigenvalue of image resolution.

The closer the AF Peak value and AF Max get, the better the effect
becomes.

Manual Track

Click the button and drag the left mouse button on the live interface and
select the tracking target, then the system will auto track the selected
target.

Note:

It needs to select tracking mode before using the function, please refer
to “6.4.1.4 smart track” for more details.

Click the button to enable or disable audio output of the monitoring
interface.

Audio Note:
The function is supported only by devices with audio function.
Click the button and enable or disable talk function. Please turn off
stereophonic mixing on the computer when enabling talk function.
© Talk ,
Note:
The function is only supported by the devices with audio
Help It is to open help document.

Sheet 2-2




2.2 Video window Adjustment

See Figure 2-3 and Figure 2-4 for the video window adjustment function.

Note:
Different devices may have difference about function, and there is some difference about interface,

please refer to the actual interface for more details.
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Figure 2-3
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Figure 2-4

Please refer to the following sheet for detailed information.



Parameter

Note

@ Image adjustment

Click image adjustment button, you can see the image
adjustment interface on the right of preview interface,
see Figure 2-4, click left mouse button to adjust image
config.

: It is to adjust monitor video brightness.
E: It is to adjust monitor video contrastness.
E: It is to adjust monitor video hue.

E: It is to adjust monitor video saturation.

Feset

: Restore brightness, contrastness, saturation
and hue to system default setup.

Note:

® All the operations here apply to WEB end only.

® Please go to Setup->Camera->Conditions to adjust
corresponding items.

@ Rules info Click the button, it is to display intelligent rule on the
preview page after enabled, it is enable by default.
® PTZ Enable or disable PTZ interface. Click left mouse button

to display or hide PTZ control interface.

@ Realtime report

It is to enable or disable realtime report interface, it
mainly records the temperature change of selected spot,
line and area during appointed time period starting from
the current time, see Figure 2-9

® Ray axis correct

Enable or disable ray axis correct

Sheet 2-3
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2.3 More Functions
The live interface also supports local record, capture and realtime spot temperature measurement.
2.3.1 Local Record and Capture

Move the mouse to the top right corner of the live interface, the system will display the icons of local
record and capture, which is shown in Figure 2-6.
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Figure 2-6

Parameter

Note

::l Local record

Click the button to record video; store it in the storage path which has

been set. Please refer to “6.1.2.5 Storage Path” for the setting of
storage path.

E Capture

Click the button to enable video capture function, the picture will be
stored into the storage path which has been set. Please refer to “6.1.2.5
Storage Path” for the setting of storage path.

Sheet 2-4

2.3.2 Realtime Spot Temperature Measurement

Note:

The function is available for the device which is equipped with temperature measurement, please refer
to the actual interface for more details.

Move the mouse to any location on the live interface, and the system will display the realtime
temperature of the location, which is shown in Figure 2-7.

10



hermal

2.3.3 Laser Ranging

Note:

The function is available for the device which is equipped with ranging function; please refer to the
actual interface for more details.

Click “start” and it will measure the distance between the camera and the image center (marked by red
cross), which is shown in Figure 2-8.

11
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3 PTZ

3.1 Bullet Camera

Note:
The PTZ setting of the bullet camera is used to control external PTZ device, please connect to external
PTZ via RS485 port before using the function, otherwise the function will be invalid.

3.1.1 Setting Protocol

It needs to connect camera to external PTZ via setting protocol first when the bullet camera needs to
control external PTZ.

Step 1

Select “Setup > System > PTZ Setting”. The system will display the interface of “PTZ Setting” ,which is
shown in figure 3-1.

Protocol PELCOD ¥
Address 1

Baudrate 18200 d
Data Bit g ¥
Stop Bit 1 ¥
P arity Mone ¥

Diefault | | Fefresh | | Save
Figure 3-1

Step 2
Set the parameters of PTZ protocol, click “Save” to complete config. Please refer to sheet 3-1 for more
details about the parameters.

13



Parameter Note

Protocol Match the PTZ protocol
It is set as corresponding device address.
Note:

Address

The address has to be in accordance with that of external PTZ,
otherwise it won’t control external PTZ.

Baud Rate It is to select baud rate used by device.
Data Bit The default is 8.
Stop Bit The default is 1.
Parity The default is null.
Sheet 3-1

3.1.2 Setting Function

Note:

® |t has completed protocol setting. Please refer to “3.1.1 Setting Protocol” for more details of
protocol setting.

® PTZ setting operates external PTZ, check the effect in the preview image of external PTZ but not in
the preview image of bullet camera.

® The following functions are valid only when external PTZ is supported.

3.1.2.1 Scan

Scan means the camera scanning from left limit to right limit with a certain speed.

Step 1

Click “PTZ” and select the rule as “Scan” in “PTZ Setting” area, which is shown in Figure 3-2.

P Start

& Set

Set Left Set Right

Figure 3-2
Step 2

I Set Left | Set Right I
Click “Set” button and the system will display the icon of .

Step 3

Move to the left limit via direction button, click “Set Left” to cnfirm the location of left limit.

Step 4

Move to the right limit via direction button, click “Set Right” to confirm the location of right limit.
So far, you have completed the path setting of scan.

14



3.1.2.2 Preset

Preset means the environment where the camera is located, it can quickly adjust PTZ and camera to
the environment via calling preset.

Step 1

Click “PTZ” and select the rule as “Preset” in “PTZ Setting” area, which is shown in Figure 3-3.

o Add = [

Figure 3-3
Step 2
Input preset value into the box of preset.
Step 3
Click “Go to” and the camera will move to the corresponding location of the preset.
Step 4
Move the camera to the needed location via direction button, enter the preset value into the box of
preset.
Step 5
Click “Add” to set the next preset, the range of preset is related to the exact PTZ protocol.

3.1.2.3 Tour

Tour means auto movement according to the presets which have been set.

Step 1

Click “PTZ” and select the rule as “Tour” in the “PTZ Setting” area, which is shown in Figure 3-4.

Figure 3-4

Step 2
Enter tour value in the box of tour.

15



Step 3

Click “Add” and the setting range is related to the exact PTZ protocol.

Stpe 4

Enter the preset value in the box of preset.

Step 5

Click “Add” to add a preset in the tour path. Click “Del” to delete the preset in the tour path.

Note:
It can add several presets and also can delete the presets which have already existed in the tour.

3.1.2.4 Pattern

Pattern can continuously record the camera operations implemented by users such as pan, tilt, zoom
and preset etc. You can directly call the pattern path after it is recorded and saved.

Step 1

Click “PTZ” and select the rule as “Pattern” in “PTZ Setting”, which is shown in Figure 3-5.

o Add = [l

Figure 3-5
Step 2
. . + Add
Enter the pattern number in the box of pattern, click
Step 3
. I P Start | : : : . o
Click to implement a series of operations such as zoom, focus, iris and direction
etc.
Step 4

Click “Stop” to complete the setting of a pattern path.
3.1.2.5 Assistant

Step 1
Click “PTZ” and select the rule as “Assistant” in the “PTZ Setting” area, which is shown in Figure 3-6.

16



PTZ Settings

Figure 3-6
Step 2
Enter the value of assistant function in the box of assistant.
Step 3

Click “Aux On” to enable the corresponding assistant functions.

3.1.2.6 Wiper
Step 1
Click “PTZ” and select the rule as “Wiper” in the “PTZ Setting” area, which is shown in Figure 3-7.

PTZ Settings

Figure 3-7
Step 2
Click “Enable” to enable wiper function.
3.1.3 PTZ Control
Note:
® Users need to complete “3.1.1 Setting Protocol” and “3.1.2 Setting Function” before using PTZ
control.

® The PTZ control of bullet operates the external PTZ, you can check the result in the live interface of
external PTZ but not in the live interface of the bullet.
Click “PTZ” and the PTZ control is on the right of “PTZ” interface, which is shown in Figure 3-8.

17
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Parameter

Note

(DDirection button

It supports 8 directions, which are up, down, left, right, upper left, upper
right, lower left, lower right.

@Speed

It is mainly used to operate speed, the longer the step is, the faster the
Speed becomes. The speed is valid to PTZ direction control, zoom, focus
And iris adjustment.

(®Zoom, Focus ,Iris

Click and the cooresponding parameter becomes bigger,

Click B and the corresponding parameter becomes smaller.

@®PTZ Function

The supported PTZ functions include:

e Scan
Select scan number, click “Start” to make PTZ scan.
o Preset

Select preset number, click “Go to” and the camera moves to the
corresponding location of the preset.

e Tour
Select tour number, click “Start” to begin tour.
e Pattern

Select pattern number, click “Start” to begin pattern.

e Assistant

18



Parameter Note

Reserve extended functions.
e Wiper
Click “Enable” to enable wiper function.

Sheet 3-2

3.2 Speed Dome and PTZ

3.2.1 Setting Protocol

When external devices (such as NKB, NVR) want to control speed dome or PTZ devices, first it needs
to make the external device connect to PTZ via setting protocol. Please select protocol according to the
practical situation, please refer to “3.2.1.1 Network PTZ Setting” to config if it is to adopt network
protocol, please refer to “3.2.1.2 Analog PTZ Setting” to config if it is to adopt analog protocol.

3.2.1.1 Network PTZ Setting

Step 1

Select “Setup > PTZ Setup > Protocol > Network PTZ Setting”. The system will display the interface of
“Network PTZ Setting”, which is shown in Figure 3-9.

oz | vacorrz

Protocol DH-501 v
| Default | | Refresh | | Save |
Figure 3-9
Step 2
Select protocol, click “Save” to complete config. Please refer to sheet 3-3 for more details.
Parameter Note
Protocol Match the protocol of the connected device.

Sheet 3-3

3.2.1.2 Analog PTZ Setting

Step 1

Select “Setup > PTZ Setup > Protocol > Analog PTZ Setting”. The system will display the interface of
“Analog PTZ Setting”, which is shown in Figure 3-10.

19
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Baudrate 9600 ¥

Data Bit 8 r
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Parity Mone ¥

Default | | Refrash | | Save
Figure 3-10

Step 2
Set the parameters of PTZ protocol, click “Save” to complete config. Please refer to sheet 3-4 for more
details.

Parameter Note
It is to set the corresponding device address.

Note:

Address If it is to connect to external keyboard and etc, then the address has to
be in accordance with that of the keyboard, otherwise it will fail to
control PTZ via external keyboard.

Baud rate Select the baud rate used by device.

Data Bit The default is 8.

Stop Bit The default is 1.

Parity The default is null.

Sheet 3-4

3.2.2 Setting Function

Note:

Select “Setup > PTZ Setting > Function” and enter the interface of function setting, click in the

thermal monitoring image, then the image is switched to visual; click E in the visual monitoring image,

then the image is switched to thermal.

3.2.2.1 Preset

It is to quickly adjust the PTZ and camera to save location via calling preset.

Step 1

20



Select “Setup > PTZ Setting > Function > Preset”. The system will display the interface of “Preset”,
which is shown in Figure 3-11.

Function

[Preset] |

» PTZSpeed

» ldte KMotion

» PowerlUp

» Time Task \ I 2 Rewesn || Mciea |

PTZ Restant

T
v

» Default

Figure 3-11
Step 2
Set preset.
1. Click “Add” to add a new preset.
2. Control PTZ direction, zoom, focus and iris; adjust the camera to proper monitoring spot.

3. Double click the title of the added preset to modify the name, and click = to save config.

Note:

® Click = todelete config error or the preset which is no longer needed.

® Click “Clear” to delete all the added presets.

3.2.2.2 Tour

It means auto movement according to the preset which has been set. It has to complete preset setting
before setting tour.

Step 1

Select “Setup > PTZ Setting > Function > Tour”. The system will display the interface of “tour”, which is
shown in Figure 3-12.

21
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Figure 3-12

Step 2
Set tour.
1. Click “Add” to add a new tour.

[ + Add

WS li 2 Retresh

2. Click “Add” to add preset. Click repeatedly to add several presets.
3. Double click to select preset, and double click to set duration.

4. Double click tour name and modify the name.

5. Click “Save” to save the config.

Note:

Click = to delete corresponding tour and preset.

Step 3

Select tour, click “Start” to begin tour, the button is switched to “Stop”, click again to stop tour.

3.2.2.3 Scan

It means camera sanning within the range from left limit to right limit with a certain speed.

Step 1

Select “Setup > PTZ Setting > Function > Scan”. The system will display the interface of “Scan”, which

is shown in Figure 3-13.

22



» Pressl Scan No 1

v
» Tour C‘r Speed B_}k\—_ﬁ
a2
- @
p Stan CS«

» Pattern @

v P setLetuimit | |sstRignt Lima|

11

¢+ PTZ Speed
» ldie MoSion
» PowerUp

» Time Task

» PTZ Restan

=
=
-
=
s E

» Default

Figure 3-13
Step 2
Set scan.
1. Select scan number.
2. Set scan speed.
3. Click “Set” to export control button.
4. Export control button, adjust the camera to proper monitoring location, click “Set Left Limit”, continue
to adjust the camera monitoring location, click “Set Right Limit” when it is in proper location.

Step 3
Click “Start’ to enable scan, the button is switched to “Stop”, click again to stop scan.

3.2.2.4 Pattern

It can continuously record the camera pan, tilt, zoom and preset call etc. You can directly call the
pattern path after recording and saving is completed.

Step 1

Select “Setup > PTZ Setting > Function > Pattern”. The system will display the interface of “Pattern”
which is shown in Figure 3-14.

23



Function
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Figure 3-14
Step 2
Set pattern.
1. Select pattern number.

2. Click “Setup” to export config button.

3. Click “Start Rec” to record operations.

4. Implement a series of operations such as zoom, focus, iris and direction etc.
5. Click “Stop Rec” to stop record.

Step 3

Select pattern number, click “Start” to begin pattern, the button will be switched to “Stop”, click “Stop”
again to stop pattern.

3.2.2.5 Pan

Pan means 360° endless rotation with a certain speed for the camera PTZ.

Step 1

Select “Setup > PTZ Setting > Function > Pan”. The system will display the interface of “Pan”, which is
shown in Figure 3-15.
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Figure 3-15
Step 2
Set rotation speed, click ‘Start” and the camera PTZ will start pan, the button will be switched to “Stop”,
click again to stop pan.

3.2.2.6 PTZ Speed

PTZ speed means the rotation speed of the camera PTZ.

Step 1

Select “Setup > PTZ Setting > Function > PTZ Speed”. The system will display the interface of “PTZ
Speed”, which is shown in Figure 3-16.
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Function

» Preset PTZ Speed Low @ Middle ' High
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» Tour

» Scan

» Pattern

» Pan

» PTZ Speed

» |dle Motion

» PowerUp

ssansaNLRRNANEY

» Time Task
» PTZ Restart

» Default

Figure 3-16
Step 2
Select PTZ speed, and complete config.

3.2.2.7 Idle Motion

Idle motion means the camera PTZ implements the action which was set in advance it receives no valid
orders within the specified period. Please make sure the selected action has completed config before
setting idle motion.

Step 1

Select “Setup > PTZ Setting > Function > Idle Motion”. The system will display the interface of “Idle
Motion”, which is shown in Figure 3-17.
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» Time Task
» PTZRestan
» Default

Figure 3-17
Step 2
Set idle motion.
1. Select “Enable”.
2. Select idle motion and its corresponding number, set idle time.
3. Click “Save” to complete setting.

3.2.2.8 Power up

It means the auto movement after the camera is powered up.

Step 1

Select “Setup > PTZ Setting > Function > Power up”. The system will display the interface of “Idle
Motion”, which is shown in Figure 3-18.
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Figure 3-18
Step 2
Set powerup.
1. Select “Enable”.
2. Selectidle motion and its corresponding number.
Note:
The system will operate the last motion before power off when selecting ‘Auto”.
3. Click ‘Save” to complete setting.

3.2.2.9 Time Task

It means implementing related actions within the specified period.

Step 1

Select “Setup > PTZ Setting > Function > Time Task”. The system will display the interface of “Time
Task”, which is shown in Figure 3-19.
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Figure 3-19
Step 2
Set time task.
1. Select “Enable”.
2. Select “Time task Number.”
3. Select “Time task action” and “Action number”.
4. Set the period of auto home.
The auto home period means the time needed for auto restore to time task when manually calling PTZ
and interrupting time task.
5. Set period for time task.
6. Select new task number; click “Copy” to copy the time task information to its corresponding time
task number.
7. Click ‘Save”.

3.2.2.10 PTZ Restart

Manually restart the PTZ

Step 1

Select “Setup > PTZ Setting > Function > PTZ Restart”. The system will display the interface of “PTZ
Restart”, which is shown in Figure 3-20.
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Function

» Preset
PTZ Restart

» Tour

» Scan

» Pattern

» Pan

» PTZ Speed
» |dle Motion
» PowerUp
» Time Task

» PTZRestart

» Default

Thenm Al

Figure 3-20
Step 2
Click “PTZ Restart” to restart the PTZ.

3.2.2.11 Default

Attention:

The function will delete all the configurations made by users, please confirm first and then operate.
Step 1

Select “Setup > PTZ Setting > Function > Default’. The system will display the interface of “Default”,
which is shown in Figure 3-21.
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Function

» Preset
Defat__x_lt

» Tour

» Scan

» Pattern

» Pan

» PTZ Speed
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» PowerUp
» Time Task

Therm =l » PTZRestart
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Figure 3-21
Step 2
Click “Default” and the PTZ will restore its default config.

3.2.3 PTZ Control
Note:

Users need to complete “3.2.1 Setting Protocol” and “3.2.2 Setting Function” before using PTZ control.

Click on the live interface to display the control panel of the PTZ, which is shown in Figure 3-22.
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Figure 3-22

Parameter

Note

(DQuick position

Quick position function. Use the mouse to draw a box in the monitoring
image, and the PTZ will quickly rotate and zoom to the scene.

(2Direction button

Support 8 directions, which are up, down, left, right, upper left, upper
right, lower left and lower right.

(3 Speed

It is mainly used for speed operation, the bigger the speed is, the faster
it becomes. The speed is valid to PTZ direction control, zoom, focus
and iris adjustment.

@®Zoom, focus, iris

Clickand corresponding parameter value becomes bigger, click

and correspoding parameter value becomes smaller.
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Parameter

Note

®PTZ function

The supported PTZ functions include:

Scan

Select scan number, click “Start” to make PTZ scan.

Preset

Select preset number, click “Go to” and the camera moves to the
corresponding location of the preset.

Tour

Select tour number, click “Start” to begin tour.

Pattern

Select pattern number, click “Start” to begin pattern.

Assistant

Reserve extended functions.

Wiper

Click “Enable” to enable wiper function.

Quick position

Input the needed horizontal and vertical angle, click “Quick
position” to accurately locate some spot.

Sheet 3-5
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4 Playback

It can playback the saved video or picture in the playback interface.
Note:

® |t needs to refer to period setting of record and snapshot, storage mode and record control in “6.7
Storage Management”.

® Some devices may not have playback function, please refer to the actual interface.
® Different devices may have different functions and interfaces, please refer to the actual interface.
Click “Playback” and the system will display the interface of ‘Playback”, which is shown in Figure 4-1.

Thermal Camera

[3E =R GO SD Card hd

Channel O visual ® Thermal

‘Sun Mon Tue Wed Thu Fri Sat
1 2
3 4 5 ] 7 8 9

112 13 14 15 16

7 18 19 20 21 22 23

24| 25 [26] 27 | 28| 29 30
3

-
00000 O CIEXTETEED

5 6 7 8 9 0 2 3 5 ] 7 8 9 20 2 22 23 24
I

Stop Record Type Al General W Motion M Alarm Manual B

[Czin] e | G| @amn)

Figure 4-1
4.1 Video Playback

It is to play captured video according to the needs.

Select the file type as “dav” and the system will display the interface of video playback, which is shown
in Figure 4-2.
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Figure 4-2

The video playback interface of WEB client includes six functions, which is shown in sheet 4-1.

Function Note

SN
@ Play control button, please refer to “4.1.1
Play Control” for more detalils.

Play control

® It is to control the volume during playback,
which includes the following two statuses.

Volume adjust [ , currently it is in a mute state.

() E currently it is in a volume play
state, you can adjust the volume.

® It includes four types which are general,
motion, alarm and manual, you can select
the record type to check according to
needs.

Record type

@ It is to display the record type and its
period.

Click some spot in the color area and it will
Progress bar playback from that time.

Different record types have different colors,
please refer to the record type for more
details.




® It includes four time formats which are
| Ozihr |'| @ zhr |’| Qi g

© 30min TakeI Oz Ifor example, it

means the whole progress bar is 24 hours.

Progress bar time format

® Clip some piece of video and save it.
Video clip Please refer to “4.1.3 Video Clip” for more
details.
@ Hear you can select file type, data source

Playback file

and record date etc.
Sheet 4-1

4.1.1 Play Control Bar
The function of play is shown as in Figure 4-3.

00000

® ©@ ®@ @ ©

- it )

Figure 4-3

Parameter Function

When you see this button, it means pause or not played record. Click this button,

© Play switch to normal play status.

@ Stop Click this button to stop playing.

Click this button to go to next frame.

® Play by Note:

frame
You need to pause playback when you use this function.
@ Slow Click on this button to play slowly.
® Quick Click on this button to play quickly.

Sheet 4-2

4.1.2 Playback Video
Video playback may be different according to different data source. Data source is divided into SD card
and local.

4.1.2.1 SD Card Video

Step 1
Select the record type which is to be checked in “Record Type Select Bar”, which is shown in Figure 4-4.
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Record Type Al General Motion W Alarm Manual |

Figure 4-4
Step 2

Select “File Type” as “dav” and select “Data Source” as “SD Card”, which is shown in Figure 4-5.

File Type dav ¥

Data Src S0 Card ¥

Channel O visual ® Thermal

Jul Wl < PGl

Sun Mon Tue Wed Thu  Fri

4 15167

1112 13 14

18 19 20 21

25 27 | 28

Figure 4-5

Parameter Function

File type includes following two types:

File Type e “dav’, it means video playback.
e “jpg’, it means picture playback.
Sheet 4-3
Step 3
Select “Channel” as “Visual” or “Thermal” according to needs.
Step 4

Select the year and month of the video to be checked, click the date in blue.

It will display the record file progress bar with color.

Note:

It displays the date with blue shading; it means there is record file for this date.

Different colors mean different record types on progress bar, please refer to Figure 4-4 for more details.
Step 5
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Play recorded video

Click thel®d. The system will play the record file of the selected date (according to time sequence)
Click some spot on the progress bar (area with color), which is shown in Figure 4-6. The system will
play record file from that time.

Figure 4-6

Click file list option = , the record file with selected date will be displayed in the list, double click the

file in the list.
The system will play the file and meanwhile display the file size, start time and end time. Please refer to
sheet 4-4 for more detalils.
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End Time: 2016-07-25 15:00:00
File Size: 1349132(KB)

Figure 4-7

Parameter

Function

Search

Enter start time and end time, click E
Search all the record files between start time and end time.
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Parameter Function

Select “Record Type” as “dav” or “mp4”, clickm.
The file will be downloaded to the storage path which has been set. Please refer

Download to “6.1.2.5 Storage Path” for more dedetails.
Note:
T_he system does not support download and playback of MP4 file at the same
time.
Back click € 1o go back to calendar interface.
Sheet 4-4

4.1.2.2 Local Video

Step 1

Select the record type which needs to be checked in “Record Type Column”, which is shown in Figure
4-8.

Step 2

Select “File Type” as “dav” and “Data Source” as “Local”.

The system will display the list of playback file, which is shown in Figure 4-8.
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file Mame
1 20160421_161729_channelV.das
20160428 _140341_channelV day
20160428_140501_channelV day
20160428 _140623_channelV.da
20160428 145425 dav

<11 v EEED

Figure 4-8
Step 3

Double click file name. The system will play the file, which is shown in Figure 4-9.
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file Name
1 20160421_161729_channelV.da
2
3 20160428_140501_channelV.da
4 20160428_140623_channelV.da
5 20160428_145425.dav

CREVRAC] 1 [»]

Figure 4-9

4.1.3 Video Clip
Clip some piece of video and save it to the storage path which has been set, which is shown in Figure
4-10.

00:00:00 - 00:00:00

Figure 4-10

Step 1
Select “Video Type” as “dav” or “mp4’.
Step 2

iT
Click the start time of the clipped video on the progress bar, and then click @ to start clip.
Step 3

Click the end tiem of the clipped video and click @. to end clip.
Step 4

Click E The system will prompt that playback and download can’t be implemented at the same
time, which is shown in Figure 4-11.
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You can't download file and playback at the same
time, close the player?

’ OK ‘ Cancel

Figure 4-11
Step 5
Click “OK” and the system will close playback, save the clipped file into the storage path which has
been set. Please refer to “6.1.2.5 Storage Path” for more details.

4.1.4 Assistant Function
Move the mouse to top right corner of the video during video playback, then it will display assistant

function icon, which is shown in Figure 4-12.

Figure 4-12

Parameter Note

::l Click the button to record video and save it into the storage path which
Local has been set. Please refer to “6.1.2.5 Storage Path” for more details.

Click the button to take snapshot upon the playback video, the picture

ESnapshot will be saved into the storage path which has been set. Please refer to
“6.1.2.5 Storage Path” for more details.
Sheet 4-5

4.2 Picture Playback

It is to search and play snapshot pictures according to the needs.
Select “File Type” as “jpg”, the system will display the interface of “Picture Playback”, which is shown in
Figure 4-13.
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Figure 4-13
SN Function Note
It includes the following two modes:
° E] default state icon, it means pausing or
not playing picture, click the button to play the
@) Play control column pictures.
° E , it means playing pictures; click the
button to stop playing.
It can be mutually switched between two states.
It includes three types such as general, motion
@ Snapshot type and alarm. You can check the snapshot type
according to the needs.
® Playback file column ;ire you can select file type, snapshot date and
Sheet 4-6
Step 1

Select the snapshot type which needs to be checked in “Snapshot Type Column”, which is shown in

Figure 4-14.
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Snapshot Type All General Motion W Alarm

Figure 4-14
Step 2
Select “File Type” as “jpg”, which is shwon in Figure 4-15.

Data Src S0 Card

Channel  '© visual ® Thermal

Jul W < L

Sun Mon Tue Wed Thu Fri Sat

501 6

1171213

18 19 20

252?

Figure 4-15

Parameter Note

It includes two types which are shown as follows:
File type ® “dav’, it means video playback.

® “jpg”, it means picture playback.

Sheet 4-7
Step 3
Select “Channel” as “Visual” or “Thermal” according to the needs.
Step 4

Select the year and month of the video to be checked and the date with blue shading.

Note:

The date which displays blue shading means it has record file.

Step 5

Play picture

Click thel2d. The system will play the pictures of the selected date (according to time sequence)
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Click file list option = , the picture file of selected date will be displayed in the list, double click the

file in the list, which is shown in Figure 4-16.
The system will play the double-clicked file.

00 - 00 - 00 - 23 : 59 : 59 |fe]

Start Time  File Type
155123 n
15:51:24
155125
15:51:27
15:51:28
15:51:29
15:51:31

CIERVEN N1 [

Figure 4-16
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Parameter Function
Search Enter start time and end time, cIickn.
Search all the picture files between start time and end time.
CIickm to download file to local.
Download Note:
The download operations are different by using different browsers, please refer to
the actual interface.
Back click € 1o go back to calendar interface.

Sheet 4-8
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5 Report

The preconditions to make report function valid are as follows:

® Users have set the rules of temperature measurement (including spot, line and area). Please refer
to “6.6.1 Rule Setup” if the rules of temperature measurement are not set.

® The device has been inserted with SD card.

Note:

Some devices don’'t have the function of report; please refer to the actual interface.

Step 1

Click “Report” and the system will display the interface of “Report”, which is shown in Figure 5-1.

Search

Search Time 2016 - 07 - 08

16 - 54 © 00
to
2018 - 07 - 09

16 . 54 © 00
Period 10 v

Type ¥ Spot Line Area

Figure 5-1
Step 2
Set search condition, click “Search” and the system will display the searched temperature data, which is
shown in Figure 5-2.

48



Search

Search Time 2016 - 07 - 08

6 - 0
16 A4 00

5 F
s
2

Period

Type ) SpotWl Line ¥ Area

Figure 5-2
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6 Setup

Web client setup interface supports Camera, Network, Peripheral, Smart Thermal, Event, Temperature,
Storage, System and Information etc.

6.1 Camera

It is to set the camera, video and audio condition, which is to guarantee normal monitoring for the device.
6.1.1 Conditions

6.1.1.1 Visual

The interface mainly sets the visual image condition of the camera; adjust the image parameter to
realize optimal preview effect. The camera parameters are different due to different models; please refer
to the actual model for parameter setup.

Config File | Normal Y
m Brightness (2) 0 50
» Exposure Space Exclude (&) O 50
i » Backlight BELG
' WG Saturation (=) 0 50
' » Day&Night Chroma CNT (=)~} (ERE
]
I » Focus &Zoom Starpness: () 0—®@mn
! v Detog sharpness CNT (2)—(} @15
: Gamma (3)() 0
Wirror . Enable '® Disable
Flip | 0° v
| Restore H Refiesh H g2 l Picture Freeze . ' Enable '® Disable
Cin O @
°.° @ Focus @
Iris
Speed 5 v @ @
Figure 6-1
Parameter Note
Config file It is to set the camera config mode, including normal, day and night.

It is to set the camera picture, including Brightness, Saturation, Chroma CNT,

Picture Gamma, Sharpness, Sharpness CNT and so on
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Parameter Note

It is to set the camera exposure mode, including auto, manual, iris priority and

Exposure shutter priority.

Backlight It is to set the camera backlight mode, including WDR, HLC and BLC.

WB It is to set the camera WB mode, including auto, manual, ATW, outdoor, indoor,
outdoor auto, sodium lamp auto and sodium lamp.

Day & Night It is to set the camera day & night mode, type includes electrical, ICR; mode includes

auto, black & white, color and Photoresistance.

It is to set the zoom and focus mode of camera lens, for zoom, it can set digital zoom
and zoom speed, focus mode includes auto, manual and semi auto.

Focus & Zoom

Defog It is to set the picture defog mode, including Off and Auto.
Default It is to restore the camera default setting.
Sheet 6-1
Picture
Step 1

Click “Picture” and the system will display the interface of “Picture”, which is shown in Figure 6-2

Config File| Normal v
Brightness (2 0 50
» Exposure Space Exclude (&) O 50
- » Backight Erible

: » WB Saturation (5) O 50
: » Day&Night Chroma CNT (2)~(} @12
] » Focus & Zoom Sharpness: (=) O @70
| e Sharpness CNT () —(} @15
'! Gamma (5)(} 0

: WMirror . Enable '® Disable
Flip | 0° v

\ Restore H Refresh H Save I Picture Freeze . Enable '® Disable

Figure 6-2
Step 2
Please configure each parameter info according to actual needs, please refer to sheet 6-2 for more details.
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Parameter Note

Brightness It is to set the image overall brightness, the bigger the value is, the brighter the
image will become.

Saturation It is to set image color purity, it appears brighter with higher purity, and it appears
darker with lower purity.

Chroma CNT | Itis to set the control degree of image color, the bigger the value is, the more
obvious the control becomes.

Sharpness It is to adjust the sharpness degree of image edge. The bigger the value is, the
more obvious it becomes, it is opposite if the value is smaller. It may be easy for
image to generate noise if the value is set too big.

Sharpness It is to adjust the grade of sharpness control, the bigger the value is, the stronger

CNT Grade the control becomes.

Gamma It is to set the image gamma value.

Mirror It is to set left and right flip of the image.

Flip The function can be used to change the direction of video monitoring. You can
select normal and inverted, it is normal by default.

Picture The image will directly skip to the image when the preset is called, it won’t display the

Freeze image during PTZ rotation.

Sheet 6-2
Step 3

Click “Save” to make the config valid.

Exposure
Step 1

Click “Exposure” and the system will display the interface of “Exposure”, which is shown in Figure 6-3.
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Config File: Normal v
» Picture Anti-flicker | Outdoor v
» Exposure EXDOSure[Auto '|
» Backlight Exposure Comp () 0 50
» WB slow Expo (=)} @7
» Day&Night Slow Shutter ‘® Enable Disable
» Focus & Zoom 88 Limit| 1/25 v
» Defog AE Recovery | 15m v

Basic NR ® Enable '’ Disable

Grade (' Low '® Widdle High

Advanced NR ® Enaple '’ Disable
| Restore | | Refresh I | Save |

X0

Grade | Custom ¥y

=0 @2

-
(>

Speed 5 v

Figure 6-3
Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-3 for more
details.

Parameter Note

Anti-flicker e 50Hz: When AC power is 50Hz, according to the scene brightness, auto

adjust exposure and ensure no cross stripe in the image.

e 60Hz: When AC power is 60Hz, according to the scene brightness, auto
adjust exposure and ensure no cross stripe in the image.

e Outdoor: It can switch exposure mode under this mode, and realize the
effect of corresponding exposure mode.
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Parameter

Note

Exposure mode

It is to set the camera exposure mode, including auto/manual/iris priority/shutter
priority, see the details below:

e In auto exposure mode, the image overall brightness can auto adjust within
normal exposure range according to different scene brightness.

e In manual exposure mode, it can manually adjust gain value and shutter
value, besides it supports long exposure as well.

e In iris priority mode, iris value is fixed, it can auto realize best brightness
according to the mode that it drives exposure time first and followed by
driving gain.

e In shutter priority mode, the image overall brightness can auto adjust within
normal exposure range according to different scene brightness and
adjustment shutter range by priority. If image brightness is still not proper,
and meanwhile gain value has reached threshold, then auto adjust gain
value again to make the image normal.

Exposure Comp

Adjust the image brightness via adjusting brightness value of exposure target,
which is to apply to different scenes.

Slow Expo

It is to set the speed of exposure adjustment.

Gain upper limit

It is to limit the max gain of the camera.

Slow Shutter In the low illuminance environment, it is to capture image via extending auto
exposure time, which can effectively reduce image noise, however, it may
generate smear for the mobile object; it is optional only in auto mode.

SS Limit It is to limit the min shutter value of the camera.

AE Recovery After manually adjusting “iris+"or “iris—", recover back to the exposure mode
before adjustment regularly.

Basic NR It is used to restrain noise, the higher the level is, the smaller the noise becomes,

Grade and the image seems smooth than before.

Advanced NR

Grade

It is used to restrain noise, the higher the level is, the smaller the noise becomes,
and it may generate smear for mobile objects.

Step 3

Sheet 6-3

Click “Save” to make config valid.

Backlight
Step 1

Click “Backlight” and the system will display the interface of “Backlight”, which is shown in Figure 6-4.
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Conditions

Visual

Thermal

Config File Normal v
1 » Picture Mode | Off v
» Exposure
|
» WB
» Day&Night

» Focus & Zoom

» Defog

| Restore

Save |

@ Zoom
@ Focus

Iris

®
®
®

Speed | 5
Figure 6-4

Step 2

Please configure info of each parameter according to actual needs; please refer to sheet 6-4 for more

details.

Parameter Note
Mode It supports four modes below:
® BLC
In the environment with intense contrast between bright and dark, such as
backlighting environment, it will auto adjust image brightness to make the main
image clear to see.
® HLC
It will auto adjust image brightness when there is quite intense light source in the
image, which is to improve the image influence caused by overexposure.
® WDR
In the environment with intense contrast between bright and dark, auto adjust
image contrastness to make both bright area and dark area clear to see.
® Self-adaptive
It can auto adjust image brightness according to environment, which is to make the
main image clear to see.
Sheet 6-4
Step 3

Click “Save” to make config valid.
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WB
Step 1
Click “WB” and the system will display the interface of “WB”, which is shown in Figure 6-5.

Config File.' Normal v
™ » Picture WB Mode | Auto v
» Exposure

» Backlight

|

» Day&Night

» Focus & Zoom

» Defog

| Restore ‘ l Refresh | l Save I

Figure 6-5
Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-5 for more
details.

Parameter Note

WB mode e ltisto set the camera WB mode, which includes auto, manual, ATW, outdoor,
indoor, outdoor auto, sodium lamp auto and sodium lamp.
e |t can manually input red gain and blue gain value during manual mode.

Sheet 6-5

Step 3
Click “Save” to make config valid.

Day & Night

Step 1
Click “Day&Night” and the system will display the interface of “Day&Night”, which is shown in Figure 6-6.
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Conditions

Visual

Thermal

Config File: Normal v
» Picture Type Electrical ‘® ICR
d » Exposure Day&Night | Photoresistor v
» Backlight
» WB

» Day&Night

» Focus &Zoom

» Defog

Save I

Step 2

Figure 6-6

Please configure info of each parameter according to actual needs; please refer to sheet 6-6 for more

details.

Parameter

Note

Type

It is to set the camera day & Night mode, including electrical and ICR.

Day&Night mode

It is to set the camera day & night mode, including black & white, color, auto and
Photoresistance.

Sensitivity

It is to set the day & night sensitivity.

Focus & Zoom
Step 1

Click “Focus&Zoom” and the system will display the interface of “Focus&Zoom”, which is shown in Figure

6-7.

Sheet 6-6




Thermal

Config File | Normal v
S » Picture Digital Zoom '/ Enable '® Disable
3 .| » Exposure Zoom Speed () O 100
» Backlight Focus Mode | Semi Auto v
» WB Focus Limit | Auto ¥
» Day&nNight Sensitivity | Default v

» Defog

l Restare H Refresh “ Save ]

®
@ e @
@ - .o

Figure 6-7
Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-7 for more
details.

Parameter Note

Digital zoom Select it to enable digital zoom function.

Zoom speed It is to set camera zoom speed, the bigger the value is, the faster the zoom speed
will become.

Focus mode It is to set camera focus mode, including auto, manual and semi auto.
Auto

Full auto mode, it will auto trigger focus if there is image moving or object changes
and image becomes blurry in the scene.

Semi-auto

Manually trigger focus, including pressing focus button, zoom trigger focus, preset
trigger focus, 3D position trigger focus and PTZ rotation trigger focus.

Manual
It the mode is selected as manual, then it won’t manually focus; it needs to click

and E to manually focus to make the image clear.




Focus limit It is to set the camera focus distance, and avoid focusing on the enclosure due to
the too short focusing distance, meanwhile it can change focus speed via
changing focusing distance.

Sensitivity It is to set the camera focusing sensitivity, it is easier to trigger focus with higher
sensitivity; on the contrary, and it will be harder to trigger focus with lower
sensitivity.

Sheet 6-7
Step 3

Click “Save” to make config valid.

Defog
Step 1

Click “Defog” and the system will display the interface of “Defog”, which is shown in Figure 6-8.

Conditions

Config File | Normal Y
» Picture Mode | Off v
» Exposure
» Backlight
» WB
» Day&Night

» Focus &Zoom

| Restore I |

Refresh l | Save |

Step 2

Figure 6-8

Please configure info of each parameter according to actual needs; please refer to sheet 6-8 for more

details.
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Parameter Note

Mode It is to set the camera defog mode, you can select Auto and Off. It is Off by default

medium by default.

Intensity It is to set the camera defog intensity; you can select low, medium and high. It is

Sheet 6-8

6.1.1.2 Thermal

It can set indoor, outdoor and general scene, it can set and check config and effect in corresponding

scene after selecting proper scene .

Step 1

Select “Setup > Camera > Conditions > Thermal” and the system will display the interface of “Thermal”,

which is shown in Figure 6-9.

Visual -im-

L) Preset

[J Scene

Colorization

- Advanced Settings

Basic Settings

Brightness
Sharpness
Gamma
EZoom

Smar Scene

Tharmal

Restore

ROl Type

Mirrar

Flip
Picture Freeze
l#| Basic NR

#| Advanced NR

Agc Settings

FFC Settings

[1

Indoor

| White Hot

¥
Tole) { 50
@0 20
|_|2|E) 3
@=0 0
== 15
| Full Screen
ON * OFF
* Low Middle
Low Middle * Customized
e
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Figure 6-9
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Step 2

Please configure info of each parameter according to actual needs; please refer to sheet 6-9 for more

details.
Parameter Note
Preset It is to select preset.
Scene A package of video config parameter, which can be used for image optimization in
different scenes.

61



Parameter

Note

Colorization

It is able to add color to the IR image, there are 14 colors to select:
White Hot:

In grayscale image, the place is brighter with higher temperature.
Black Hot:

In grayscale image, the place is brighter with lower temperature.
Fusion:

The color is concentrated within color range of purple-red-yellow; it becomes
purpler with lower temperature, and yellower with higher temperature.

Rainbow:

The color is concentrated within color range of blue-green-red-yellow; it becomes
bluer with lower temperature, and yellower with higher temperature.

Globow:

The color is concentrated within color range of red-yellow; it becomes redder with
lower temperature and yellower with higher temperature.

[ronbow 1:

The color is concentrated within color range of blue-purple-red-yellow; it becomes
bluer with lower temperature and yellower with higher temperature.

Ironbow 2:

Color distribution is close to Ironbow 1, but brightness is lower than Ironbow 1.
Sepia:

The main color is brown; the place with higher temperature becomes brighter.
Color 1:

The color is concentrated within color range of purple-red-yellow-green; it becomes
purpler with lower temperature, and bluer with higher temperature.

Color 2;

The color is concentrated within color range of blue-red-yellow; it becomes bluer
with lower temperature, and yellower with higher temperature.

Icefire:

The object with high temperature appears red in the color image, the object with
low temperature show blue. Generally it can be used as warning mode.

Rain:

The color is concentrated within color range of purple-blue-green-yellow-red; it
becomes purpler with lower temperature, and redder with higher temperature.

Red Hot:
The color is mainly wine red, the place with higher temperature becomes brighter.
Green hot:

The color is mainly aquamarine, the place with higher temperature becomes
brighter.

The default is white hot.




Parameter Note
It is to adjust image overall brightness via linear adjustment mode. The larger the
value is, the brighter the image becomes. Please note the video may become hazy
Brightness if the value is too high.
The value ranges from 0 to 100. The recommended value ranges from 40 to 60.
The default value is 50.
The value here is to adjust the edge of the video. The larger the value is, the
Sharpness clearer the edge is and vice versa. Please note there is noise if the value here is
P too high. The value ranges from -20 to 100. The recommended value ranges from
5 to 50. The default value is 10.
It is to adjust the contrast of the scene. It will enhance the contrast of bright area
Gamma for image (high temperature area) when the value is bigger than 0. It will enhance
the contrast of dark area for the image when the value is smaller than 0.
EZoom It can zoom in part of the area in the scene to get clear view.

Smart Scene

The temperature measurement information of the image can be well saved through
smart scene function (for example, the gray scale gradient difference between two
objects can represent the temperature difference between them). The image
contrast will be weakened to some extent.

The value ranges from 0~100, default is 15.

It is able to select such modes as: center 25%, center 50%, center 75%, custom,
full screen, ground, horizon and sky. The image brightness and definition within the

ROI Type . . . . .
selected ROI (regional image quality enhancement) become higher, but it appears
correspondingly blurry within the non ROI area.

Mirror It is to set left and right flip of the image.

Flip The function can be used to change the direction of video monitoring. You can

select normal and inverted, it is normal by default.

Picture freeze

The picture will directly display the preset when calling preset after the picture
Freeze, besides, there is no rotation during the process.

Basic NR

Grade

It is used to restrain the noise, the higher the level is, the smaller the noise
becomes, the picture seems blurrier than before.

Advanced NR

Grade

It is used to restrain the noise, the higher the level is, the smaller the noise
becomes, it may generate smear for moving object.
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Parameter

Note

AGC It is to set the image auto gain, ranging from 0~255.
AGC Max Gain It_ is to thg image max gain, ranging from 0_~25_5. The t_)lgger the value is, the
bigger the image contrastness becomes, but with bigger noise.
AGC Plateau It is to set the image AGC Plateau, ranging from 0~255.
It can select three modes: low temperature, high temperature and auto, it is low
temperature by default. Under auto mode, it can set threshold of switching low to
high temperature, low temperature area percentage, threshold of switching high to
low temperature, high temperature area percentage.
® In low temperature mode, when the temperature exceeds “threshold of
switching low temperature to high temperature”, and the pixel that
temperature exceeds the threshold is greater than “low temperature area
Gain Mode percentage, then it will switch to high temperature mode.
® |n high temperature mode, when temperature is lower than “the threshold of
switching high temperature to low temperature”, and the pixel that
temperature is lower than threshold is greater than “high temperature area
percentage”, then it will auto switch low temperature mode.
® Setrule: the temperature threshold of switching low to high temperature needs
to be higher than that of switching high to low temperature, the sum of two
area percentage needs to be bigger than 100.
Auto: it means that the thermal shutter is regularly corrected according to the
FFC Mode . o
switch cycle which is set by users.
FFC Switch | It means how much time it takes to implement shutter correction for once, it is valid
Cycle only when FFC mode is auto.
Shutter. Click it to trigger shutter correction for once.
Correction
Note:

Click “Default” to restore “camera condition” back to initial state.

6.1.1.3 Profile Management
There are three types of profile management which are “Normal”, “Full Time” and “Schedule”.

Step 1

Select “Setup > Camera > Conditions > Profile Management” and the system will display the interface of
“Profile Management”, which is shown in Figure 6-10.
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Conditions I Profile Management _

Profile Management '# Maormal Full Time Schedule
| Default | | Refresh | | Save |
Figure 6-10
Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-10 for more
details.
Parameter Note
Profile It includes three types below:
Management Normal
The video will be monitored according to the normal config of the camera when
selecting “Normal”.
Full Time
When selecting “Full Time”, it can set day or night mode and video monitoring will
be implemented according to the day or night mode of the camera config
Schedule
When selecting “Schedule”, it can select a period of time as day config and
another period of time as night config. For example it can set day config from 6:00
to 18:00 next day, and it can set night config from 18:00 to 5:00 next day.
Note:
Please refer to “6.1.1.1 Visual” for checking and making config file.
Sheet 6-10
6.1.2 Video

It needs to set the video, snapshot, overlay, ROl and path of the camera.

6.1.2.1 Video

Note:

Video config can be divided into thermal and visual, the config method for both is similar. Here we take
visual config as an example to introduce operation steps.

Step 1

Select “Setup > Camera > Video > Video Stream” and the system will display the interface of “Visual”,

which is shown in Figure 6-11.
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Video |

Main Stream Sub Stream
#| Enable

Code-Stream Type | General v Code-Stream Type | General v

Encode Mode H.264H v Encode Mode H.264H v
Resolution 1080P (192071080) v R CIF (352"288) v

Frame Rate(FPS) 25 v Frame Rate(FPS) 15 v

Bit Rate Type CBER v Bit Rate Type CBR v
Reference Bit Rate  1024-8192Kb/S Reference BitRate  32-640KW/S

Bit Rate 4096 v Bit Rate 192 v

| Frame Interval a0 (25~150) | Frame Interval 30 (15~150)

# Watermark Settings

Watermark Character| DigitalCCTV

De

fault | | Refresh | | Save

Figure 6-11
Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-11 for more
details.
Parameter Note
[ ]

Code-Stream
Type

ACF means using different fps to record. Use high fps rate for important event
while using low fps rate for scheduled event. The frame rate of dynamic
detection video and alarm video can be set separately.

Main stream includes general, motion and alarm stream, sub stream only
supports general stream. Select different code stream for different record
events.

Encode Mode

It can select H.264B, H.264, H.264H, MJPEG encode
H.264B: baseline profile encoding mode.

H.264: Main Profile encoding mode.

H.264H: High Profile encoding mode.

MJPEG: In this encode mode, the video needs large bit stream value to
guarantee the video definition. You can use the max bit stream value in the
recommended bit to get the better video output effect.

Resolution

stre

There are several types of resolutions. For each resolution, the recommended bit

am value is different.

FPS

PAL: 1~25f/s, NTSC: 1~30f/s..
The frame rate may vary due to different resolutions.
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Parameter

Note

Bit Rate Type

There are two options: VBR and CBR.
® You can set video quality only in VBR mode rather than CBR.
® Under MJPEG mode, only CBR is available for bit stream control mode.

Reference Bit
Rate

Recommend users to set a reasonable bit rate value range according to the
resolution and frame rate they have set.

® In VBR, the bit rate here is the max value. In CBR, the value is fixed.

Bit Rate ® Refer to “Reference Bit Rate”, which can provide the best reference range.
Here you can set the P frame amount between two | frames, the range can be
I Frame . . .
changed according to the frame rate, the max is 150, and the recommended value is
Interval
2 X of frame rate.
Watermark o . ) . )
Setting ® By calibrating watermark, to see if video is modified. Select Watermark function.
Default watermark is Digital CCTV.
Watermark e Watermark character can only be number, letter, _, - within 128 characters.
Character
Sheet 6-11
Step 3

Click “Save” to make config valid.

6.1.2.2 Snapshot

Note:

Snapshot can be divided into two parts of config which are visual and thermal; the config method of both is
similar. Here we take visual as an example to introduce operation steps.

Step 1

Select “Setup > Camera > Video > Snapshot”. The system will display the interface of “Visual”, which is
shown in Figure 6-12.

Video

Snapshot Type

Image Size
Quality

Interval

I Snapshot I Overlay I ROI I Path
Thermal

Zeneral v
1080P (1920*1080)

A L
15 v

Default | | Refresh | | Save
Figure 6-12
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Step 2
Please configure info of each parameter according to actual needs; please refer to sheet 6-12 for more
details.

Parameter Function

Snapshot type There are two modes: General and Event.
® General: to snapshot in the area set by the schedule.
® Event: to snapshot after triggering motion detect and local

alarm,

Image size It is the same with the resolution of snapshot (main stream or

sub stream).
: It is to set the image quality. There are six levels to select.

Quality )
Level 6 is the best.

Interval It is to set snapshot frequency. The value ranges from 1s to 7s,
customized.

Figure 6-12
Step 3
Click “Save” to make the config valid.

6.1.2.3 Video Overlay

Note:

Video overlay can be divided into two parts of config which are visual and thermal; the config method of
both is similar. Here we take visual as an example to introduce operation steps.

Step 1

Select “Setup > Camera > Video > Overlay >Visual > Privacy Masking”. The system will display the
interface of “Privacy Masking”, which is shown in Figure 6-13.



Video I Snapshot I Overlay I ROI I

» Privacy Masking
» Channel Title
» Time Title

» Text Overlay

» Picture Overlay

Remaove All Delete (Or Rightclick )

| Default || Refresh H Save ‘

Figure 6-13

Select “Enable”.

Press the left mouse button and drag a rectangular box.
It can draw max 4 boxes.

Click “Save” to make setting valid.

Channel Title

Select “Setup > Camera > Video > Overlay >Visual > Channel Title”. The system will display the interface
of “Channel Title”, which is shown in Figure 6-14.

Enable ‘e Disable
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Video I Snapshot I Overlay I ROl I Path _

Thermal
» Privacy Mask ® Enable Disable
» Channel Title Input channel title:
» Time Title | Visual
» 0SDinfo

» Picture Overlay

Default I l Refresh ] I Save !
Figure 6-14
Step 2
Select “Enable” and input channel title.
Step 3
Drag the channel title (yellow box) to proper location on the preview image.
Step 4

Click “Save” to make settings valid.

Time Title
Select “Setup > Camera > Video > Overlay >Visual >Time Title”. The system will display the interface of
“Time Title”, which is shown in Figure 6-15.
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Video | Snapshot | Overlay | RO | Path

Thermal

» Privacy Mask * Enable Disable

» Channel Title ¢ \Week Display

» 0OSDinfo

» Picture Overlay

l Default I l Refresh ] I Save

Figure 6-15
Step 2
Select “Enable”.
Step 3
Select “Week Display” (Optional).
Step 4
Drag time title (yellow box) to proper location on the preview image.
Step 5
Click “Save” to make settings valid.

Text Overlay

Note:

Text overlay and picture overlay can’'t be enabled at the same time.

Step 1

Select “Setup > Camera > Video > Overlay >Visual >Text Overlay”. The system will display the interface
of “Text Overlay”, which is shown in Figure 6-16.
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Video | Snapshot | Overlay | ROI | Path _

Thermal

» Privacy Masking Enable '® Disable
» Channel Title Input Text:

» Time Title

» Text Overlay

» Picture Overlay

Text Align
Right

| peaut || Reesn || save |
Figure 6-16

Step 2
Select “Enable”, input text and select alignment mode.
Step 3
Drag text (yellow box) to proper location on the preview image.
Step 4
Click “Save” to make settings valid.
Picture Overlay
Note:
Text overlay and picture overlay can’'t be enabled at the same time.
Step 1

Select “Setup > Camera > Video > Overlay >Visual >Picture Overlay”. The system will display the
interface of “Picture Overlay”, which is shown in Figure 6-17.
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Video I Snapshot I Overlay I ROI ' Path -

Thermal

» Privacy Mask Enable ‘e Disable
» Channel Title Picture Preview:

» Time Title

» 0OSDinfo

» Picture Overlay

Upload Picture

Requirement for picture upload

Defaut || Reresn || saw 1. Maxsize is 16k
2. Max resolution is 128x128 pixels.
3. 256 colors, bmp format.
Figure 6-17

Step 2

Select “Enable”.

Step 3

Click “Upload Picture” to select picture.

Step 4

Drag picture (yellow box) to proper location on the preview image.

Step 5

Click “Save” to make settings valid.

Privacy Mask

Step 1

Select “Setup > Camera > Video > Overlay > Privacy Mask”. The system will display the interface of
“Privacy Mask”, which is shown in Figure 6-18.
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Video | Snapshot | Overlay | ROI | Path -

Thermal

» Privacy Mask SN 1 ¥

» Channel Title

7# Draw H T Delete I

[ i Clear H Q Goto ]

» Time Title

» 0SDinfo

» Picture Overlay

Figure 6-18
Step 2
Select “SN” of privacy mask.
Step 3
Adjust the preview image to proper location.
Step 4
Click “Draw” and press left mouse button to drag rectangular box in the preview image.

OSD Info

Step 1

Select “Setup > Camera > Video > Overlay > OSD Info”. The system will display the interface of “OSD
Info”, which is shown in Figure 6-19.
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Snapshot | Overlay | ROI | Path -

Thermal

» Privacy Mask Preset ® Enable Disable

» Channel Title

Default | |

: ; Coordinates Enable (® Disable

» Time Title

P el Zoom Enable '® Disable

» Picture Overlay
Text Overlay Enable (@ Disable
Input Text:

Refresn || sawe

Text Align
Right v

Figure 6-19
Step 2
It is to set parameters, please refer to sheet 6-13 for more details.
Parameter Note
After preset is enabled, it will switch to the preset which has been set in
the preview image, it will display preset info, such as
Preset

2.5 7212
after 3 seconds.

, the info will disappear

PTZ Coordinates

It will display current PTZ coordinates info after it is enabled.

Zoom

After zoom is enabled, the interface will display zoom info, such as

P:89 ; iz :
- (LWESEEEE, which means 12x zoom rate.

Text Overlay

It will display the input text info after selecting “Text Overlay”.

Input Text
Text Align It is to display text align info.
Sheet 6-13
Step 3

Click “Save” to make config valid.
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6.1.2.4 ROI

Note:

Video stream can be divided into two parts of config which are visual and thermal; the config method of
both is similar. Here we take visual as an example to introduce operation steps.

Step 1

Select “Setup > Camera > Video >ROI”. The system will display the interface of “ROI”, which is shown in
Figure 6-20.

Video I Snapshot I Overlay I ROI I Path

Thermal

® Enable Disable

Image Quality | 6 ';

Yisual

I Remaove All || Delete I(OrRightclick)

[ Default l | Refresh I | Save

Figure 6-20
Step 2
Select “Enable” to enable ROI function.
Step 3
Press the left mouse button to draw an area in the video image. It can set max four areas.
Click “Delete” to delete the corresponding area.
Click Remove All” to remove all the areas.
Step 4
Set the image quality of corresponding ROI.
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Step 5 Click “Save” to make config valid.

6.1.2.5 Path

The storage path is linked to snapshot and record in the preview interface, which can set the storage

path of live snapshot and live record respectively.

The storage path is linked to snapshot, download and clip in the playback interface, which can set the

storage path of playback snapshot, playback download and video clip respectively.

Step 1

Select “Setup > Camera > Video >Path”. The system will display the interface of “Path”, which is shown in

Figure 6-21.
Video |

Live Snapshot

Live Record
FPlayback Snapshot
Flayback Download
Video Clips

Heat Map Path.

Step 2

Snapshot I Overlay I ROI I Path
ClUsers\28788\WWebDownload\LiveSnapshot
ChlUsers\28788\WebDownload\LiveRecord
C\Users\28788\WebDownload\PlaybackSnapshot
CUsers\28788\WebDownload\PlaybackRecord
C-\Users\28788\WebDownload\VideoClips
C\Users\28788\WebDownload\heatmap

Default ‘ ‘ Save
Figure 6-21

Set corresponding storage path respectively, please refer to sheet 6-14 for default path.

Parameter

Note

Live Snapshot

Default storage path
C:\Documents and

Settings\Administrator\WebDownload\LiveSnapshot.

Default storage path

Live Record C:\Documents and Settings\Administrator\WebDownload\LiveRecord.
Default storage path

er?gb:ﬁgt C:\Documents and

P Settings\Administrator\WebDownload\PlaybackSnapshot.

Default storage path

g?%ﬁ?;: d C:\Documents and
Settings\Administrator\WebDownload\PlaybackRecord.

Video Clips Default storage path

C:\Documents and Settings\Administrato\WebDownload\VideoClips.

Heat Map Path

Default storage path
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Parameter

Note

C:\Documents and Settings\Administrator\WebDownload\heatmap .

Note:

Sheet 6-14

The Administrator appeared in default path is the account to log in PC.

Step 3

Click “Save” to make config valid.

6.1.3 Audio
Step 1

Select “Setup > Camera > Audio”. The system will display the interface of “Audio”, which is shown in

Figure 6-22.
Audio
Attribute

Sampling Frequency | 8K

Microphone Volume =) D 100
Speaker Volume = O 100
Main Stream Sub Stream
Enable Enable
Encode Mode GT1A v Encode Maode G.T711A
Default | | Refresh | | Save |
Figure 6-22
Step 2
Configure info of each parameter according to the actual needs, please refer to sheet 6-15 for more
details.
Parameter Function
Sampling It includes two sampling frequencies: 8K and 16K.
Frequency
Microphone It is to set microphone volume.
Volume

Speaker Volume

It is to set speaker volume.

Audio enable

® Check “Enable”: the stream is A/V composite stream,
otherwise it contains video image only.

® Audio is available only when video function is enabled.
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Encode mode The audio encode mode includes G.711A and G.711Mu.
The default is G.711A.
Note:

The audio encode mode set here can make both audio stream
and talk valid at the same time.

Sheet 6-15

Step 3
Click ‘Save” to make config valid.

6.2 Network

6.2.1 TCP/IP

You need to configure the IP address and DNS server of the camera, and make sure it can be
intercommunicated with other devices in the networking.

Step 1

Select “Setup > Network > TCP/IP” in the system menu and the system will display the interface of
“TCP/IP”, which is shown in Figure 6-23.

e

Host Mame TPCDome

Ethernet Card Wire(DEFAULT) v

Mode * Static' ' DHCP

MAC Address 90 . 02 . a% . 43 . B1 . 25
IP Version [P v

IP Address 10 . 24 . 201 . 40

Subnet mask 255 255 0 0 .0

Default Gateway m .24 .0 . 1

Preferred DNS Server] 8 . 8 . 8 . 8
Alternate DMNS Server a .8 . 4 . 4

«| Enable ARF/Ping to set IP address senvice

Default | | Refresh | | Save

Figure 6-23
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Step 2

It is to configure the parameter of TCP/IP, please refer to sheet 6-16 for more details.

Parameter

Function

Host Name

It is to set the name of current host device. It supports max 15
characters.

Ethernet Card

Please select the Ethernet card to be configured. Default is
wired.

Note:

You can modify the default Ethernet card if there is more than
one card. It needs to reboot the device to activate the new
setup once you modify the default setup.

Mode There are two modes: static mode and the DHCP mode. Select
DHCP mode, it will auto search IP, and at this moment you
cannot set IP/subnet mask/gateway; Select static mode, you
need to manually set IP/subnet mask/gateway.

Mac Address It is to display Mac address of the device.

IP Version It is to select IP version. IPV4 or IPV6. Currently both of IP
addressed are supported, and you have access to them.

IP Address Input corresponding numbers to modify IP address.

Subnet Mask

It is to set according to actual situation, the prefix of subnet is
number, input 1~255, the prefix of subnet identifies a specific
network link; generally it includes a layering structure.

Note:

The device will make legal inspection to all the IPv6 addresses,
make sure the IP address and default gateway have to be in
the same segment, which means the field of specific length of
subnet prefix has to be the same to pass inspection.

Default Gateway | It is to set according to actual situation, make | Note:
sure it is in the same segment with IP There is no
address. default gateway
Preferred DNS DNS server IP address. for “.DVG
version. For

Server

preferred DNS

Alternate DNS
Server

and alternate
DNS, input 128
bit, it can’t be
null.

Alternate IP address of DNS server
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Enable You can use ARP/Ping command to modify or set the device IP
ARP/Ping to set | address if you know the device MAC address after it is
IP address enabled.

service When the function is enabled by default, it can set device IP via
ping package with specific length within 2 minutes during
device reboot, the service will be closed after two minutes, and
the service will be closed immediately after successfully setting
IP. Ping package can’t set IP when the function is not enabled.

Sheet 6-16

Step 3

Click “Save” to make config valid.

An example of setting device IP via ARP/Ping

Step 1

Acquire unoccupied IP address, it needs to make sure the device and PC in the same LAN.
Step 2

Acquire physical address of the device from device label.

Step 3

Input following commands on the computer.

System Command

Arp -s <IP Address> <MAC>

Ping -l 480 -t <IP Address >

Windows syntax Example:

Arp -s 192.168.0.125 11-40-8c¢c-18-10-11
Ping -1 480 -t 192.168.0.125

Arp -s <IP Address> <MAC>

Ping -s 480 < IP Address >

Example:

UNIX/Linux/Mac

syntax Arp -s 192.168.0.125 11-40-8c-18-10-11
Ping -s 480 192.168.0.125
netsh i i show in
netsh -c¢ “ii” add neighbors Idx <IP Address> <MAC>
ping -I 480 -t <IP Address >
Win7 syntax Example:
netsh i i show in
netsh -c “ii” add neighbors 12 192.168.0.125 11-40-8¢-18-10-11
ping -| 480 -t 192.168.0.125
Sheet 6-17
Step 4
Cut off the power and reboot the device or reboot the device via network.
Step 5

The setting is successful when there is similar info of “Reply from 192.168.0.125...” which is output from
computer command line. You can close the command line.
Step 6
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Input http://<IP address> in the browser to visit

6.2.2 Connection

6.2.2.1 Connection

Here you can configure max connection port quantity and each port value in this interface.
Step 1

Select “Setup > Network > Connection > Connection” and the system will display the interface of
“Connection”, which is shown in Figure 6-24.

Max Connection 10 (1~20)
TCP Port ITTTT (1025~65534)
LUDP Port arira (1025~65534)
HTTP Part g0
RTSP Port fh4
HTTPs
HTTPs Part 443
Default | | Refresh | | Save
Figure 6-24

Step 2
It is to configure the value of each port, please refer to sheet 6-18 for more details.

Parameter | Function

Max It is the max Web connection for the same device. The value ranges from 1
connection | to 20. Default connection amount is 10.

TCP port Port range is 1025~65534. The default value is 37777. You can input the
actual port number if necessary.

UDP port | Portrange is 1025~65534. The default value is 37778. You can input the
actual port number if necessary.

HTTP port | Port range is 1025~65524. The default value is 80. You can input the
actual port number if necessary.
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RTSP port | ® The default value is 554. Please leave blank if use default. User uses
QuickTime or VLC can play the following formats. BlackBerry can play
too.

® Real-time monitoring URL format, please require real-time RTSP
media server, require channel no., bit stream type in URL. You may
need username and password.

® User uses BlackBerry need to set encode mode to H.264B, resolution
to CIF and turn off audio.

URL format is:
rtsp://lusername:password@ip:port/cam/realmonitor?channel=1&subtype=0
username/password/IP and port.

The IP is device IP and the port default value is 554. You can leave it in
blank if it is the default value.

Follow standard RTP protocol and when encode mode is MJPEG; the max
resolution only supports 2040*2040.

HTTPs Check HTTPs enable, login as https://ip:port. Protect data. Default port is
Enable ttps://ip . It is disabled by default.

HTTPs HTTPs communication port, range is 1025~65534, default is 443.
Port

Sheet 6-18
Note:
Except “Max Connection”, it needs to reboot the device to make it valid after modifying other parameter
settings.

6.2.2.2 ONVIF

ONVIF (Open Network Video Interface Forum) , this standard describes network video mode,
interface, data type and data interaction mode. ONVIF Standard’s aim is to achieve a network video
frame agreement and makes the network video products (including video front-end, video equipment,
etc.) from different manufacturers completely compatible.

Step 1
Select “Setup > Network > Connection > ONVIF” and the system will display the interface of “ONVIF”,
which is shown in Figure 6-25.
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https://ip:port
https://ip/

Authentication ® Enable Disable
| Diefault | | Refresh | | Save |
Figure 6-25
Step 2
Set “Authentication” as “Enable”.
Step 3

Click “Save” to make config valid.

6.2.3 PPPoE

It is to build network connection via enabling PPPoE (Point-to-Point Protocol over Ethernet) dial mode;
the device will acquire a dynamic IP address of WAN. Please acquire PPPoE user name and password
provided by ISP (Internet service provider) before operation.

Step 1

Select “Setup > Network > PPPoE” and the system will display the interface of “PPPoE”, which is shown in

Figure 6-26.

Enable

Username none

Fasswaord

Default | | Fefresh | | Save
Figure 6-26

Step 2
Select “Enable”, input PPPOE user name and password.
Step 3

Click “Save” to make config valid.
The system will prompt that it is successfully saved and realtime display the acquired IP address of
public network, which is shown in Figure 6-27. Users can get access to device via the IP address.
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¥ Enable

Username hzhz01902107

Passward

IP Address 118 . 199 . 262 . 240

Subnet mask 202 1010 172 . 35

Default | | Fefresh | | Save
Figure 6-27
6.2.4 DDNS

DDNS (Dynamic Domain Name Server) is used in a situation when the IP address of device changes

frequently, which is used to dynamically update the relationship between the domain name of DNS

server and IP address. It is to guarantee that the users can get access to the device via domain name.

Note:

® Please confirm if the device supports the type of DNS server before configuration and log in the
website of DDNS service provider in the WAN PC to register domain name and so on.

» It doesn’t need to register domain name if the DDNS type is Private DDNS or Quick DDNS.

» It needs to log in corresponding DDNS website to register user name, password, and domain name
etc if the DDNS type is other types.

® After users successfully register and log in DDNS website, it can check all the info of connected
devices under this registered user.

Step 1

Select “Setup > Network > DDNS” and the system will display the interface of “DDNS”, which is shown in

Figure 6-28.

85



Server Type CH99 DDNS v

Server Address www_3322.0rg

Domain Mame nane

sername naone

Password

pdate Period 10 Minutes (1~500)
Diefault | | Fefresh | | Save

Figure 6-28

Step 2

Select “Server Type” and configure relevant parameters of DDNS according to actual situation.

If it is to select DDNS type as “QUICK DDNS”, please refer to sheet 6-19 for more details about DDNS
config parameters.

Parameter Function

Server Address | The “Server Address” of QUICK DDNS has been configured by
default, it doesn’t have to modify.

Mode Default is auto, you can choose manual
Domain Name | The config has been completed by default, it doesn’t have to
modify.
Test It is used to test if the domain name is available. The parameter
exists only when selecting “Mode” as “Manual’.
Username The username you input to log in the server, optional.
Sheet 6-19

1. Click “Test” after filling in, you can confirm if the domain name is successfully registered.
Please implement step 2 if it is successful; if not, please check if the info of domain name is correct
and clear the cache of browser.

2. Click “Save”.

3. Input complete domain name into the browser and press “Enter” button.
It means config is successful if it can display the device WEB interface; if not, then it means config
falied, please configure it again.
Please refer to sheet 6-20 for configuring DDNS parameter if it is to select DDNS as other types.
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DDNS

Senver Type

Server Address

Dyndns DDMNS v

members_dyndns_org

Ciomain Mame none
Lsername none
Fassword
Update Period 10 Minutes (1-~500)
Ciefault ‘ | Refresh | | Save
Figure 6-29
Parameter Function
DDNS Type The following is the name and address of DDNS server provider, the

Server Address

corresponding relationship is as follows:

e Dyndns DDNS address: members.dyndns.org
e NO-IP DDNS address: dynupdate.no-ip.com
e CN99 DDNS address: members.3322.org

PRIVATE DDNS address: www.privateddns.com, for private DDNS server, its port
number can be configured according to actual situation; it can realize device
access with the form of domain name + port number.

Domain Name

It is the domain name which is registered by users on the website of DDNS service
provider.

Username

Password

Input the user name and password acquired from the DDNS service provider.
Users need to register account on the website of DDNS server provider (including
user name and password)

Update Period

After the update of designated DDNS is enabled, it will launch the interval of
update request regularly, the unit is minute.

Sheet 6-20

Click “Save” after filling in.
Input domain name into the browser of PC and press “Enter” button.
It means config is successful if it can display the device WEB interface; if not, then it means config

falied.
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6.2.5 IP filter

It can set the users who can have access to the device via IP Filter.

® White list: Only the IP/MAC of users is in the white list, then can it have access to the device,
otherwise it won’t have access to the device.

® Black list: When the IP/MAC of users is in the black list, then other users can have access to the
device except the users on the black list.

® |t can only create white list or black list; you can’t create both black list and white list at the same
time.

® Users are not allowed to set the device IP/MAC as white list.

® MAC verification is valid only when the device IP and the IP of user PC are in the same LAN.

Note:

® MAC verification can only be limited according to the router MAC during the access of WAN.

® White list

Step 1

Select “Setup > Network >IP Filter” and the system will display the interface of “IP Filter”, which is shown

in Figure 6-30.

ve rieer |, ]

Trusted Sites BannedList

IP address IMAC address Modify Delete

Add IP/MAC Remaove All

‘ Default H Refresh H Save

Figure 6-30
Step 2
Check corresponding box to enable white list or black list.
® Add the IP/MAC of user into the white list.
1. Click “Add IP/MAC” and the system will pop up a dialogue box of “Add IP/MAC”.
2. Configure IP address info, click “Save”. Please refer to sheet 6-21 for more parameter details.

Parameter Note
IP Address Input the IP address of host which needs to be added.
IP Segment Input the start address and end address of the network segment which
needs to be added.
MAC Input the MAC address of host which needs to be added.
Sheet 6-21
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3. Select “White List” and click “Save”.
Use the IP in white list to log in device WEB interface, it can successfully log in the device.
Add the IP/MAC of user into black list.
1. Click “Add IP/MAC”.
The system will pop up a dialogue box of “Add IP/MAC”.
2. Configure IP address info, click “Save”. Please refer to sheet 6-21 for more details.
3. Select “Black List” and click “Save”.
Use the IP in the black list to log in the device WEB interface. The system will prompt that it has
been added into the black list, so it failed to log in.

6.2.6 SMTP (E-mail)

By setting SMPT (E-mail), it will immediately send e-mail when alarm, video detection and abnormity
happen.

When alarm, video detection and abnormity are triggered, it will send the Email to the server of
addressee via SMPT server. The receiver can log in the server to receive email.

Step 1

Select “Setup > Network >SMPT” and the system will display the interface of “SMPT”, which is shown in
Figure 6-31.

89



sureenan

SMTP Server none

Port 25

Anonymity

Usermname anonymity

Passwaord

Sender none

Authentication Mone r

Title Message ¥ Attachment

MMail Receiver

Interval 1] Second (0~3600)

Health Mail Update Period &0 Second (1~3600)
| Email Test |
| Default | | Fefresh | | Save

Figure 6-31
Step 2
Configure info of each parameter according to the actual needs, please refer to sheet 6-22 for more
details.

Parameter Function

SMTP Server Input server address and then enable this function.

Port Default value is 25. You can modify it if necessary.
Anonymity For the server supports the anonymity function. You can auto

login anonymously. You do not need to input the user name,
password and the sender information.

User Name The user name of the sender email account.

Password The password of sender email account.




Parameter

Function

Sender

Sender email address.

Authentication
(Encryption
mode)

You can select SSL, TLS or none.

Title (Subject)

Input email subject here.

System can send out the email of the snapshot picture once

Attachment
you check the box here.

Mail receiver Input receiver email address here. Max three addresses.

Interval The send interval ranges from 0 to 3600 seconds. 0 means
there is no interval.
Please note system will not send out the email immediately
when the alarm occurs. When the alarm, motion detection or
the abnormity event activates the email, system sends out the
email according to the interval you specified here. This
function is very useful when there are too many emails
activated by the abnormity events, which may result in heavy
load for the email server.

Health mail Please check the box here to enable this function.

enable

Email test The system will automatically sent out a email once to test the

connection is OK or not .Before the email test, please save
the email setup information.

Sheet 6-22

Step 3
Click “Save” to make config valid.

6.2.7 UPnP

It allows you to establish the mapping relationship between the LAN and the public network.

Here you can also add, modify or remove UPnP item. For UPnP on different routers, you must disable
UPNP function. See Figure 6-36.

In the Windows OS, From Start->Control Panel->Add or remove programs. Click the “Add/Remove
Windows Components” and then select the “Network Services” from the Windows Components Wizard.
Click the Details button and then check the “Internet Gateway Device Discovery and Control client” and
“UPnP User Interface”. Please click OK to begin installation.

Enable UPnP from the Web. If your UPnP is enabled in the Windows OS, the network camera can auto
detect it via the “My Network Places”.

Under manual mode, you can modify external port. Under auto mode, select idle port for auto port
mapping without user modification.

The operation steps of configuring UPnP are as follows:
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Step 1
Select “Setup > Network >UPnP” and the system will display the interface of “UPnP”, which is shown in
Figure 6-32.

Enable Mode Manual v Router State Mapping Failed
Port Mapping List

HTTP WebSemice TCP 80 8080 Mapping Failed
TCP PrivBenice TCP 37777 37777 Mapping Failed

"
<
”
7

upP PrivSenice:UDP 37778 37778 Mapping Failed
RTSP RTSPSenvice:TCP 554 554 Mapping Failed

Default ‘ ‘ Refresh | | Save

Figure 6-32
Step 2
Ckeck the box to enable UPnP function.
Step 3
Select mode.
UPNP is divided into two mapping modes which are auto and manual. As for manual mapping mode, it
allows users to modify external ports, as for auto mapping mode, it selects unoccupied port to complete
port mirroring, users don’t have to modify mapping.
Step 4
Click “Save” to make config valid.
6.2.8 SNMP
The SNMP allows the communication between the network management work station software and the
proxy of the managed device. Please install the software such as MG MibBrowser 8.0c software or
establish the SNMP service before you use this function. You need to reboot the device to activate the
new setup.
Step 1
Select “Setup > Network >SNMP” and the system will display the interface of “SNMP”, which is shown in
Figure 6-33 and Figure 6-34.
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SNMP

SMMP Version

SMMP Port

Read Community
Write Community
Trap Address
Trap Port

keep Alive

SHMP v SMMP v2 SMMF v3

161 (1~65535)
public
private
162
Default | | Fefresh | | Save
Figure 6-33
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SMNMP Version SMMP v SMMP w2 v SNMP v3
SNMP Port 161 (1~65533)
Read Community public
Write Community private

Trap Address

Trap Port 162

Keep Alive

Read-only Username public
Authentication Type * KMO5 SHA

Authentication Password
Encryption Type * CBC-DES

Encryption Password

Read&write Usermname private
Authentication Type * MDO5 SHA
Authentication Password

Encryption Type * CBC-DES

Encryption Password

Diefault | | Refresh | | Save

Figure 6-34
Step 2
Configure info of each parameter according to the actual needs, please refer to sheet 6-23 for more
details.



Parameter

Function

SNMP Version ® Check SNMP v1, device only process vl info.
® Check SNMP v2, device only process v2 info.
® Check SNMP v3, can set username, password and
encryption method. Server calibrate corresponding
username, password and encryption method too access
device and v1/v2 are unavailable.
SNMP port The listening port of the proxy program of the device. It is a
UDP port not a TCP port. The value ranges from 1 to 65535.
The default value is 161
Community It is a string, as command between management and proxy, ,

defining a proxy, and a manager’s authentication.

Read community

Read-only access to all SNMP targets, default is public.
Note: Only number, letter, , and — supported.

Write community

Read/write access to all SNMP targets, default is private.
Note: Only number, letter, , and — supported.

Trap address

The destination address of the Trap information from the
proxy program of the device.

SNMP trap is a proxy message sent to admin as important

Trap .
event notice or status change.

Trap Address Address where to send Trap message.

Trap Port Port which send Trap message, default is 162, range
1~65535.

Read-only Itis public by default.

username Note:
The name can only be made up by number, letter and
underline.

Read/write It is private by default.

username Note:
The name can only be made up by number, letter and
underline.

Authentication It can select MD5 or SHA, it is MD5 by default.

Type

Authentication The password length is no less than 8 characters.

Password

Encryption Type

Itis CBC-DES by default.

Encryption
Password

The password length is no less than 8 characters.

Sheet 6-23

95



Step 3
Click “Save” to make config valid.

6.2.9 Bonjour

Bonjour is based on the multicast DNS service from the Apple. The Bonjour device can automatically
broadcast its service information and listen to the service information from other device.

You can use the browse of the Bonjour service in the same LAN to search the network camera device
and then access if you do not know the network camera information such as IP address.

You can view the server name when the network camera is detected by the Bonjour. Please note the
safari browse support this function. Click the “Display All Bookmarks: and open the Bonjour, system can
auto detect the network camera of the Bonjour function in the LAN.

Step 1

Select “Setup > Network >Bonjour” and the system will display the interface of “Bonjour”, which is shown
in Figure 6-35.

+ Enable
Server Name 1MO3E40Y AZ00001
Cefault ‘ ‘ Refresh | | Save
Figure 6-35
Step 2
Select “Enable” to set server name.
Step 3

Click “Save” to make config valid.

As for the operating system and client which support Bonjour, the steps of visiting WEB interface of
network camera via Safari browser are shown as follows:

Step 1

Click “Display All Bookmarks” of the Safari browser.

Step 2

Open “Bonjour” to auto detect the network cameras which have enabled Bonjour function in the LAN,
click to visit corresponding WEB page.

6.2.10 Multicast

Multicast is a transmission mode of data packet. When there is multiple-host to receive the same data
packet, multiple-cast is the best option to reduce the broad width and the CPU load. The source host
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can just send out one data to transit. This function also depends on the relationship of the group

member and group of the outer.

Note:

® Open preview, streaming media protocol, select multicast, and monitor via multicast format.

® Here you can set multicast address and port. You also need to go to Live interface to set the
protocol as Multicast.

Step 1

Select “Setup > Network >Multicast” and the system will display the interface of “Bonjour”, which is shown

in Figure 6-36.

Main Stream Sub Stream
#| Enable #| Enable
Multicast Address 224 1 0 0 (224.0.0.0~239.255.255 255) Multicast Address 224 1 1 1 (224 0.0.0~239.255 255 255)
Port 40000 (1025~65534) FPort 40008 (1025~65534)
Default || Refresh || Save |
Figure 6-36

Step 2
Select “Enable” to enable multicast.
Step 3

Input multicast address and port.
The range of multicast IP address is limited while multicast port number is not limited, which is shown in
Figure 6-37.
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Hulticast @® tack izt

HMuolticast Introdoction

#* Multicast iz a transmission mode of data packet. When there i1z multiple—host to receiwe the zame data packet,
multiple—cast 1=z the best option to reduce the broad width and the CFU load The source host can just zend out one

data to transit. This funetion also depends on the relationship of the group member and group of the outer.
Hulticast Setup

* Here wou can set multicast IP address (D-type address-224 0.0, 07233 255 255 255].
# Rezerved local multicast address: 224.0.0.07224.0.0.255 .

* Wanage address range: 239.0.0.07239. 255. 255. 255 .

® Multicast port renges: 1025765534,

* System goes to the login interface after you successfully modified multiple—cast address or port .
Operation

#* (Open the Liwe and select the Multicast from the protocol dropdown list. You can wiew the monitor wideo wia the

multicast mode.

Figure 6-37
All the other addresses can be used except the addresses above with specific meaning, which is shown
in Figure 6-38.

Multicast IP:235.8.8.36
Multicast Port:3666

Figure 6-38
Step 4
Click “Save” to make config valid.

6.2.11 802.1x

802.1x (port based network access control protocol) supports manual selection of authentication
method to control if device connected to LAN can join the LAN. It well supports authentication, charging,
safety and management requirement of network.

Step 1
Select “Setup > Network >802.1x” and the system will display the interface of “802.1x”, which is shown in
Figure 6-39.

98



Enable
Authentication FEAF v
Lsername none
FPasswaord
Default | | Refresh | | Save
Figure 6-39
Step 2
Select “Enable” to enable 802.1x function.
Step 3

Select authentication mode, set username and password; please refer to sheet 6-24 for more details.

Parameter Function

Authentication | PEAP (protected EAP protocol).

Username It needs the username to login, which is authenticated by the
server.
Password Please input password here.
Sheet 6-24

Step 4
Click “Save” to make config valid.

6.2.12 QoS
Qos (Quality of Service) is network security mechanism. It is a technology to fix the network delay and
jam problem and etc. For the network service, the quality of service includes the transmission bandwidth,
delay, the packet loss and etc. We can guarantee the transmission bandwidth, lower the delay, reduce
the loss of the data packet and anti-dither to enhance the quality.
We can set the DSCP (Differentiated Services Code Point) of the IP to distinguish the data packet so
that the router or the hub can provide different services for various data packets. It can select the
different queues according to the priority (64 different priority levels) of the packets and select the
bandwidth of the each queue. Level 0 is the lowest, and level 63 is the highest. It can also discard at the
different ratio when the broad bandwidth is jammed.
Step 1
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Select “Setup > Network >QoS” and the system will display the interface of “QoS”, which is shown in

Figure 6-40.
Fealtime Monitor ] (0~B3)
Command ] (0~B3)
Default | | Fefresh | | Save
Figure 6-40
Step 2
It is to set realtime monitor and command, please refer to sheet 6-25 for more details.
Parameter Function
Real-time It is the data packet of network video monitoring; the value
monitor ranges from O to 63.
Command It is the non-monitoring data packets which implement config and
query etc to the device, the value ranges from 0 to 63.

6.3 Peripheral

Note:

Sheet 6-25

Different devices support different peripheral devices, please refer to the actual interface for more

details.
6.3.1 IR Light
Step 1

Select “Setup > Peripheral > IR Light” in the system menu and the system will display the interface of “IR
Light”, which is shown in Figure 6-41.
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IR Light

Mode | Manual v

Nearlight () [ |e—— ) 0
Farlight EJ h 0

Default | | Refresh ‘ ] Save

10510 Man

Figure 6-41
Step 2
It is to configure IR light parameter, please refer to sheet 6-26.
Parameter Note
It includes auto and manual.
e When itis set as “Manual’, you can manually adjust the brightness
Mode of near light and far light.
e When it is set as “Auto”, it can auto adjust the brightness of near
and far light according to the visual scene.
Sheet 6-26
Step 3

Click “Save” to make config valid.

6.3.2 Wiper
Step 1

Select “Setup > Peripheral > Wiper” in the system menu and the system will display the interface of
“Wiper”, which is shown in Figure 6-42.
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Mode Manual ¥
Interval Time 10 Second
Start | | Stop | | ance
Figure 6-42
Step 2
It is to configure parameter, please refer to sheet 6-27 for more details.
Parameter Note
It is to set wiper mode, you can select timing and manual, it is timing by default.
Mode ® Timing mode, it needs to set the period of wiper operation.
® Manual mode, it needs to manually operate to enable wiper.
Interval Time It is the interval from wiper stops to wiper enables.
Start In manual mode:
® Click “Start” and the wiper will operate regularly according to the interval
Stop which has been set.
® Click “Stop” and the wiper stops.
Once ® Click “Once” and the wiper operates for once.
Period In timing mode, select “Period” to set the period of enabling wiper in timing
mode.
Sheet 6-27
Step 3

Click “Save” to make config valid.

6.3.3 Fan

Step 1

Select “Setup > Peripheral > Fan” in the system menu and the system will display the interface of “Fan”,
which is shown in Figure 6-43.

Mode Auto ¥
Diefault | | Refresh | | Save |
Figure 6-43

Step 2
Configure parameters; please refer to sheet 6-28 for more details.
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Parameter

Note

Mode

It is to set fan mode, you can select auto and manual.
In manual mode, it needs to select “Enable” to enable fan.

Step 3
Click “Save” to make config valid.

6.3.4 Heater
Step 1

Select “Setup > Peripheral > Heater” in the system menu and the system will display the interface of

Sheet 6-28

“Heater”, which is shown in Figure 6-44.

Mode Auto r
Start Tem K] (1-12)
Stop Tem 12 (B-18})
Default | | Fefresh | | Save
Figure 6-44
Step 2
It is to configure parameters, please refer to sheet 6-29 for more details.
Parameter Note
The mode includes auto and manual.
® When itis in auto mode, it needs to set “Start Temp” and “Stop
Mode Temp”.
® When itis on auto mode, it needs to select “Enable” to enable
heater.
Sheet 6-29
Step 3

Click “Save” to save the config.

6.4 Smart Thermal

Note:
® Different devices may have different functions, please refer to the actual interface for more details.
It is mutually exclusive among IVS, face detection and fire warning of visual.

103



6.4.1 IVS Analyse
6.4.1.1 Basic Requirements of Scene Selection

The total proportion of the target shall not exceed 10% of the image.

The target size in the image can’t be less than 10 pixel X 10 pixel, the size of abandoned target
can’t be less than 15 pixel X 15 pixel (CIF image); The height and width of the target can’t exceed
1/3 of the image; it is recommended that the target height is about 10% of the image height.

The difference of brightness value between target and background can’t be less than 10 gray levels.
Make sure the target appears at least over 2 seconds continuously in the field; the movement
distance has to be bigger than the width of the target itself and makes sure it is no less than 15
pixels (CIF image).

Try to lower the complexity of the monitoring scene analysis if it is possible; it is not advised to use
IVS functions in the environment where the targets are dense and light change is very frequent.
Try to keep away from the areas such as glass, ground reflected light, water surface, branch,
shadow, mosquito disturbance and etc; try to keep away from the backlight scene to avoid direct
light.

6.4.1.2 Rule Config

Rule config includes two parts of rule config in both visual and thermal image. The application and
config method of both are similar. Here it is to take visual rule config as an example to introduce.
Note:

The hybrid thermal bullet doesn’t support preset, please ignore the preset selection step during rule
config.

The modes of entering rule config for different devices are different, please refer to the actual interface
for more details, and select one of the following modes to enter.

Select “Setup > Smart Thermal >IVS Analyse” and the system will display the interface of “IVS
Analyse”, which is shown in Figure 6-45.

Select “Setup > Event > IVS Analyse”, the system will display the interface of “IVS Analyse”, which
is shown in Figure 6-45.
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IVS Analyse I Global

Preset | 1 v

No. Rule Name

Default | | Refresh I | Save
Target Filter ® MaxSize 8191 * 8191 Draw Target
WMin Size 0 =0
Figure 6-45

Note:

The speed dome enters the interface of “IVS Analyse”, lock function can be auto enabled, the lock time
is 180s, during this period, and all other control modes are invalid except manual control upon PTZ. You
can manually click “Unlock” to unlock.

Tripwire

It will trigger alarm when the target crosses the warning line according to the movement direction which
has been set.
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wsaase | Gwa | mesgeniroc

[ vess LT @

Preset 1 v ®
T No  RuleName Rute Type £
v 1 3] Rutet Tripwire [ ]
T/ Rule2 Intrusion |
ISTTIY Z
Working Period ‘ Setup
Dirsction Ac->B v

) Track Alarm

Oraw Rule Rf‘ Clear Track Time 30 Second (0~300)

|

Record
@ Target Fister ® MaxSte 5191 * 8191 lDuwIarcﬂ, RecordDetay. | 10 S (10~300)
MinSize 0 0 Ciear Ralagout m 2
unlock PR{122s) Alarm Delay 10 S (10-300)
Send Email
P12
«; Snapshot
l Detault H Retresh n Save ‘ @
Figure 6-46
Step 1
Select “Preset” and the camera will move to the corresponding location of the preset.
Step 2
Click &= to add rule.
Step 3
Double click the new rule to modify “Rule Name” and “Rule Type”.
Step 4

Click “Draw Rule”, press the left mouse button to draw rule in the monitoring image, click right mouse

button to finish drawing rule.

Note:

Click “Clear” to delete the tripwire which has been drawn when it is in the state of drawing rules.

Step 5

Select max or min size, click “Draw Target” and drag any angle of the filtering frame to zoom in or out

to proper size of the filtering frame.

Note:

® |t will trigger alarm only when the size of target which crosses tripwire is between two filtering
frames

® In the state of drawing rules, select “Max Size” or “Min Size”, click “Clear” to delete the
corresponding rectangular frame.
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Step 6

It is to set parameters, please refer to sheet 6-30 for more details.

Parameter Note
Working It is to set working period and enable alarm within the time range which has been
Period set, please refer to “Working Period Setup” for more details.
Direction It is to select tripwire direction, you can select A->B. B->A. A<->B
Select “Alarm Track” and it will auto track when there is human or object triggering
intelligent rules.
Alarm Track Note:
Please select track mode before using the function, please refer to “6.4.1.4
Intelligent Track” for more details.
Track Time It means the time of auto track after track is enabled when alarm is triggered.
The system will auto record when motion detection alarm occurs.
Note:
® Please refer to “6.1.2.5 Storage path” for storage location query and setting of
record file.
Record ® The system record needs to meet the two following conditions when motion

detection alarm occurs:

<~ Motion detection has been enabled, please refer to “6.7.1.2 Record Plan’ for
more details.

<~ Auto record has been set, please refer to “6.7.3 record Control” for more
details.

Record Delay

It can continue to record a period of time after motion detection alarm is over.

Connect alarm devices to relay-out port (such as light, alarm whistle and so on), the

Relay-out system will transmit alarm info to alarm devices when motion detection alarm
happens.

Alarm Delay It can continue to alarm for a period of time after motion detection alarm is over.
It will send email to designated mailbox to remind alarm when motion detection
alarm happens.

Send Email Note:

Email can be successfully sent after setting Email, please refer to “6.2.6 SMPT (E-
mail)” for more details.
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Parameter

Note

PTZ

When motion detection alarm happens, the video monitoring image is linked and
moves to the selected preset, tour or pattern.

Note:

PTZ linkage can be valid after completing PTZ setting, please refer to “3 PTZ” for
more details.

Snapshot

It is to trigger to capture the picture of selected channel when motion detection
alarm happens.

Note:

® Motion detection snapshot has been enabled, please refer to “6.7.1.2 Record
Plan” for more details.

® Please refer to “6.1.2.5 Storage Path” for storage location query and setting of
snhapshot.

Sheet 6-30

Step 7 Click “Save” to make config valid.

Intrusion

It will trigger alarm when the target enters, leaves or appears in the area.

wanase |G| ook

TR e @
Presat' 1 v @
@ No  RuleName Rule Type &
e 1 Rule2 Intrusion |

Alarm
Working Period | Setup
Rule Type Cross/Inside !
Direction Enter&Leave v
- Max TargetNo. | 15
L—E] Min TargetNo. | 1
Target Fiiter e Max8ke 8191 * 8191 Diaw Tal(;el‘ Last Period 1 S (1~600)
MinSize 0 =0 l Clgar ‘ Reportinterval | 5 S (0~600)
| unlock Pri80s) Track Alarm
Track Time 30 Second (0~300)
Record
Record Delay | 10 S (10~200)
Relay-out E 2
AMarm Detay 10 S {10~300)
Send Email
P12
< Snapshot

l Cefaul ] l Refresh I l Save ] @

Figure 6-47
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Step 1

Select “Preset” and the camera will quickly move to the corresponding location of the preset.

Step 2

Click &= to add rule.

Step 3

Double click the new rule to modify “Rule Name” and “Rule Type”.

Step 4

Click “Draw Rule”, draw monitoring area in the monitoring image, click right mouse button to finish

drawing area.

Note:

® |t needs some time and space from when the target appears to when it is confirmed, so it needs to
leave some space when drawing warning area, so do not draw the area near obstacle.

® In the state of drawing rule, click “Clear” to delete the monitoring area which has been drawn.

Step 5

Select max or min size, click “Draw Target’ and drag any angle of the filtering frame to zoom in or out to

proper size of the filtering frame.

Note:

® [t will trigger alarm only when the size of target which crosses tripwire is between two filtering
frames

® In the state of drawing rules, select “Max Size” or “Min Size”, click “Clear” to delete the
corresponding rectangular frame.

Step 6

It is to set alarm parameters, please refer to sheet 6-30 and sheet 6-31 for more parameter details.

Parameter Note
It is to set the rule of intrusion, you can select inside/cross and
Rule Type e
cross/inside.
Direction It is to set “Rule Type” including crossing area, it needs to set the direction

of crossing area, you can select enter, leave and enter&leave.

It is to set “Rule Type” including inside area, it is to set the max target
number which is to trigger alarm in the area, it won’t trigger alarm when
the target number is more than the max target number which has been set
in the area.

It is to set “Rule Type” including inside area, it is to set the Min target
number which is to trigger alarm in the area, it won’t trigger alarm when
the target number is less than the Min target number which has been set in
the area.

It is to set “Rule Type” including inside area, it is to set the time from when
the target appears in the area to when it triggers alarm.

It is to set “Rule Type” including inside area, it is to set the interval of
alarm, and it means alarm for once when it is 0.

Sheet 6-31

Max Target No.

Min Target No.

Last Period

Report Interval
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Step 7
Click “Save” to make config valid.

Abandoned Object Detection
It will trigger alarm when the object is placed in the detection area and exceeds the time which has been
set.

weanase | Goa | sk [
T e @

|Pl.3ﬂ 1 v |

Alarm @ ¥
Working Period Setup
Last Periog 30 S (1~600)
Track Alarm
—_— o T Track Time 30 Second (0-300)
u gt |
Target Fiter ® MaxSte 8191 * 8191 Draw Targel Record Delay | 10 S (10~300)
® MnSze 0 * 0 o Retarout (][ 2
Alarm Delay 10 8 (10~300)
uniock PR4523)
Send Emall
PTZ
¥ Snapshot
l Defaua J l Refresh Save
Figure 6-48

Step 1

Select “preset” and the camera will quickly move to the corresponding location of the preset.

Step 2

Click &4 to add rule.

Step 3

Double click new rules to modify “Rule Name” and “Rule Type”.

Step 4

Click “Draw Rule”, draw monitoring area in the monitoring image, click right mouse button to finish

drawing area.

Note:

® |t also triggers alarm as abandoned object if there is pedestrian or vehicle staying still for too long.
In order to filter this kind of alarm, generally the abandoned object is smaller than people and
vehicle.

® In the state of drawing rule, click “Clear” to delete the monitoring area which has been drawn.
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Step 5

Select max or min size, click “Draw Target’ and drag any angle of the filtering frame to zoom in or out to

proper size of the filtering frame.

Note:

® |t will trigger alarm only when the size of target which crosses tripwire is between two filtering
frames

® In the state of drawing rules, select “Max Size” or “Min Size”, click “Clear” to delete the
corresponding rectangular frame.

Step 6

It is to set parameter, “Last Period” means the time from when the target is placed into the detection

area to when it triggers alarm, please refer to sheet 6-31 for more parameter details.

Step 7

Click “Save” to make config valid.

Missing Object Detection
It will trigger alarm when the target is taken away from the detection area and it exceeds the time which
has been set.

woamse | o | et

s IR o
Preset| 1 v @
¢ 1 Rute2 (3) Migsing Object Detection |
Alarm @ Z
Working Period Setup
Last Perlod 30 S (1~600)
Track Alarm
= o Track Time 30 Second (0~300)
Draw Rule Ciear
Target Filter e MaxSie 8191 * 8191 Oraw Target Record Delay | 10 S {10-300)
@ MinSte 0 0 Clear Refay-out [B 2
Alarm Detay 10 S (10-300)
unlock PL(315)
Send Email
PTZ
! Snapshot
[ Deaus. ][ Rewesn J|__ s;e. | @
Figure 6-49

Step 1
Select “preset” and the camera will quickly move to the corresponding location of the preset.
Step 2

111



Click &= to add rule.

Step 3

Double click new rules to modify “Rule Name” and “Rule Type”.

Step 4

Click “Draw Rule”, draw monitoring area in the monitoring image, click right mouse button to finish

drawing area.

Note:

® In the state of drawing rule, click “Clear” to delete the monitoring area which has been drawn.

Step 5

Select max or min size, click “Draw Target’ and drag any angle of the filtering frame to zoom in or out to

proper size of the filtering frame.

Note:

® |t will trigger alarm only when the size of missing target is between two filtering frames

® In the state of drawing rules, select “Max Size” or “Min Size”, click “Clear” to delete the
corresponding rectangular frame.

Step 6

It is to set parameter, “Last Period” means the shortest time from when the target is taken away from

the detection area to when it triggers alarm, please refer to sheet 6-31 for more parameter details.

Step 7

Click “Save” to make config valid.

Global Config

Note:

® Global config is divided into two parts which are visible and thermal; the config method of both is
similar. Here it is to take visual as an example to introduce the operations steps.

® The hybrid bullet doesn’t support preset, please neglect the step of preset selection during config.

Step 1

Select “Setup > Event > Global > Thermal”. The system will display the config interface of “Thermal”.

The camera will quickly move to the corresponding location of the preset.

Step 2

Configure the global parameters.
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Figure 6-50

Select “Preset” and the camera will quickly move to the corresponding location of the preset.
Click “Add Detect” to draw detection area on the monitoring image, click right mouse button to finish

drawing.
Note:

Click “Add Detect” to draw area again.
Click “Add Exclude” to exclude area in the detection area, click right mouse button to finish drawing.

Note:

® Click “Delete Exclude” to delete the excluded areas which are not needed.
® |tis only valid for the excluded areas which are drawn in the detection area.
® |t supports to draw several excluded areas.

It is to set parameters, please refer to sheet 6-32.

Parameter

Note

Dejitter Filter

It is enabled by default, it implements some restrain upon random
disturbance.

Shadow Filter

It is disabled by default. It will enable the function in the scene with
shadow, which is to make target box only contain the target itself
(exclude shadow), the target with several scenes connected can be

detected and provide more accurate location of initial target to tracking.

The negative side of the function is that if the some part of the target is
similar to the shadow, which will be judged as shadow and excluded.
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Parameter Note

It can set 1~10, it is 5 by default. The bigger the value is, the easier it
Sensitivity becomes to trigger for the target with low contrast and small target, the
higher the false detection is.

After the function is enabled, it can reduce the false alarm caused by
water ripple in the water surface scene of thermal channel. Both “Upper
Limit Threshold” and “Lower Limit Threshold” need to be adjusted

Isotherm Filter according to different scenes.
Note:
This parameter config is not available for visual global.
Sheet 6-32
Step 3

Click “Save” to make config valid.

Intelligent Track

Step 1

Select “Setup > Event > Intelligent Track” and the system will display the interface of “Intelligent track”.
Step 2

Select track mode according to your needs, which is shown in Figure 6-51.

Note:

The screenshot below is an example of selecting “Track Mode” as “Period Auto”.

Track Mode Visible Track Thermal Track '® Period Auto
0:00 4:00 800 12:00 16:00 20:00 24:00

[ Visual M Thermal

Default ‘ ‘ Refresh ‘ ‘ Save

Figure 6-51
Please refer to sheet 6-33 for more details about parameters.
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Parameter Note

There are three track modes:

e Visible Track
It always tracks in the visual channel.

Track Mode e Thermal Track

It always tracks in the thermal channel.

e Period Auto
It is to select corresponding channel to track according to the
period set by users.

Sheet 6-33

Step 3
Click “Save” to make config valid.

6.4.2 Face Detection

It will trigger alarm when human face is detected in the monitoring image.

Step 1

Select “Setup > Smart Thermal” > Face Detect” and the system will display the interface of “Face
Detect”.

Step 2

It is to configure the rue of face detect.

Enable Face Detect (2)

Working Period I Setup
. Alarm Face Amount 1 (1~35)
.
ui Record Channel
:‘ Record Delay 10 S (10~300)
1| Alarm out El 2
! Alarm Delay 10 S (10~300)
: Send Email
: P2

| Snapshot

Target Fiiter Max Siz 8191 * 8191 Draw Target l Restore ‘ i L l ‘ @ - |
) Size  m—————mmea]
: Min Size 200 * 200 W

Figure 6-52
1. Select max size or min size, click “Draw Target” and drag any angle of the filter box to zoom in or
out to adjust the filter box to proper size.
Note:
It will trigger alarm only when the human face is detected between two filter boxes.
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In the state of drawing, select “max size” or “min size”, click “Clear” to delete the corresponding
rectangular box.
2. ltis to set parameters, please refer to sheet 6-30 and sheet 6-34.

Parameter Note

Enable Face L

Detect Click it to enable face detect.
Enable

Temperature After the function is enabled, temperature will be displayed on the human
Measurement | face in the image, meanwhile it is also display on the face snapshot.

Link The temperature display will become red when the face temperature
Temperature exceeds the threshold which has been set.
Threshold
Enable Face After the function is enabled, the detected face becomes clearer.
Enhancement
Alarm Face It will trigger alarm when the number of detected face reaches or exceeds
Amount the quantity which has been set.
Sheet 6-34
Step 3

Click “Save” to make config valid.

6.4.3 Fire Warning

It will trigger alarm when the system is judged as fire warning.

Visual

Step 1

Select “Setup > Smart Thermal > Fire Warning > Visual” and the system will display the interface of
“Visual”.

Step 2

It is to configure the rules of fire warning.
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Fire Warning

Preset @
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Working Period
Last Period 5 S (1~600)
Sensitivity ®- ~(}—@s
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Draw Rule Clear ‘ Snapshot
@TargelFmer ® MaxSke 8191 * 8191 |orawrarget] | Restors|[ Retesn  [[(5) sawe
MinSize 0 =0 | Clear I

Figure 6-53
1. Select “Preset” and the camera will quickly move to the corresponding location of the preset.
2. Click “Draw Rule” to draw monitoring area in the monitoring image.
3. Select max or min size, click “Draw target” and drag any angle of the filtering box to zoom in or out
to adjust the filtering box to proper size.
Note:
It will trigger alarm only when the detected fire is between two filtering boxes.
In the state of drawing, select “Max Size” or “Min Size”, click “Clear” to delete corresponding
rectangular box.
4. Enable fire warning and set parameters, please refer to sheet 6-30 for more details.
5. Click “Save” to make config valid.

Thermal

Step 1

Enter thermal fire warning setting interface.

Different devices have different modes to enter the interface, please refer to the actual interface, and

please select one of the following modes to enter the interface.

® Select “Setup > Smart Thermal > Fire Warning > Thermal” and the system will display the interface
of “Thermal’”.

® Select “Setup > Event > Fire Warning” and the system will display the interface of “Fire Warning”.
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Step 2

It is to configure the rules of fire warning.

rrevarons
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< Relay-out 2]
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Snapshot
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Figure 6-54

1. Select “Preset” and the camera will quickly move to the corresponding location of the preset.
2. ltis to set parameters, please refer to sheet 6-30 and sheet 6-35.

Parameter Note
Enable Select “Enable” to enable the function of fire warning.
It is to select the modes of fire warning; you can select “Anti-jamming” and
Mode oy »
High Response”.
[ | H N
1. Click the color above to select region type, different colors represent
different areas.
Region 2. _Press the left mouse button to drag detection area in the monitoring
image.
Note:
You can draw several detection areas till it covers the whole monitoring
screen.
Name The default name is Region 1, Region 2, Region 3 and Region 4. It
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Parameter Note

supports customized as well.

Sensitivity It is to set the alarm sensitivity. The higher the sensitivity is, the easier it
becomes to generate alarm, but it may generate false alarm.

Sheet 6-35

6.4.4 Cold Hot Spot Follow

After the function is enabled, it will display two spots in the picture which are highest temperature and
lowest temperature, which can be distinguished via color.
Step 1

Select “Setup > Smart Thermal > Cold Hot Spot Follow” and the system will display the interface of
‘Cold Hot Spot Follow”.

Step 2

It is to configure the rules of cold hot spot follow.

¥ Cold Hot Spot Follow @
Color Mode Auto e Manual
High CTMaker Color W 255.0.0 255 T
. = Low CTMaker Color 1 0.0.255255 °
E; Alarm Conaition * Single Combination
E Hot Spot temperature more than 0 ‘c
5 Cold Spottemperaturelessthan 0 c
P Alarm 7
-
Yo - Working Period
: Anti-Dither 0 Second (0~100)
’_:_: L i ¥ Record
Record Delay 10 Second (10~300)
¥ Relay-out @ 2
Alarm Deiay 10 Second (10~300)
Send Emall
PTZ
Snapshot
l Detaut H Refresh ] l Save @j
Figure 6-55

Step 3
It is to set parameters, please refer to sheet 6-30 and sheet 6-36 for more details.

Parameter Note
Enable Click it to enable the function of cold hot spot follow.
Color Mode e Auto: select the color of high and low temperature spot according to
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Parameter Note
the current image.

e Manual: users can set the color of high and low temperature by
themselves.

e Single
When you select “Hot spot temperature more than”, it means it will
trigger alarm when the temperature is higher than the temperature
which has been set.
When you select “Cold spot temperature less than”, it means it will
trigger alarm when the temperature is less than the temperature which

Alarm has been set.

Condition . . L -
If you select both at the same time, it means it will trigger alarm if it
can meet either.

e Combination
It will trigger alarm when the highest temperature is higher than the
temperature set by users and lowest temperature is lower than the
temperature set by users.

When alarm happens, the video monitoring image link will switch to the

selected preset, tour and pattern or hybrid linkage.

Hybrid link is valid only it is within the time of link schedule; please refer to

PTZ “6.4.6 Link Schedule”.

Note:
The PTZ link is valid after PTZ setting is completed, please refer to “3 PTZ”
for more details.
Sheet 6-36
Step 4

Click “Save” to make config valid. Please see Figure 6-56 for more details after config is valid.
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Figure 6-56
Note:

Some devices fail to display the temperature of hot and cold spot.

6.4.5 Picin Pic

The function of pic in pic is to overlay a thermal image on the visual image.
Step 1

Select “Setup > Smart thermal > Pic in Pic” and the system will display the interface of “Pic in Pic”.
Step 2

Select “Enable Pic in Pic”, click blue box in the monitoring image, use mouse to move the location of
thermal image or drag the four corners of the box to change the size of thermal image.
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Pic In Pic

|¥| Enable PiclnPic

l Default I l Refresh I l Save |

Ll 1058400 il

Figure 6-57
Step 3

Click “Save” to make config valid.

6.4.6 Link Schedule

Link schedule is valid to hybrid link of PTZ link during cold hot spot follow.
Step 1

Select “Setup > Smart Thermal > Link Schedule” and the system will display the interface of “Link
Schedule”, which is shown in Figure 6-58.
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Figure 6-58
Step 2
Click “Setup” and the system will display the interface of “Setup”, which is shown in Figure 6-59.
Setup ...B....
] An | Sunday [ Monday [ Tuesday [ | Wednesday || Thursday || Friday [] Saturday
@ Period1: | 00 : 00 : 00 |-| 23 : 59 : 59 |
) Period2 | 00 : 00 : 00 |- 23 : 59 @ 59 |
() Period3: | 00 : 00 : 00 |-| 23 : 69 : 59 |
() Periodd: | 00 : 00 : 00 |-| 23 : 59 : 59 |
() Period5: | 00 : 00 : 00 |-| 23 : 59 : 59 |
() PeriodB: | 00 : 00 : 00 |-| 23 : §9 : 59 |
Save Cancel
Figure 6-59
Step 3
Select week, set period and click “Save”.
Step 4

Click “Save” to make config valid.

6.5 Event
6.5.1 Video Detect
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Video detect adopts the technology of computer vision and image processing, deals with the video
image collected by camera, acquire realtime, dynamic info and implement signal control and info

release etc.

6.5.1.1 Motion Detect

It will trigger alarm when it detects that there is moving target reaches the sensitivity which has been set.
Here we take visual channel as an example to introduce the config of motion detect, which can be
reference for the config of thermal channel.

Step 1

Select “Setup > Event > Video Detect > Motion Detect” and the system will display the interface of
“Motion Detect”, which is shown in Figure 6-60.

«| Enable

Waorking Period Setup

Area Setup

Anti-Drither 0 Second (0~100)

#| Record
Record Delay 10 Second (10~300)
¥ Relay-out 2
Alarm Delay 10 Second (10~300)
Send Email
PTZ

Snapshot

Diefault | | Fefresh | | Save

Figure 6-60
Step 2
It is to set parameters, please refer to sheet 6-37 for more details.
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Parameter

Note

Enable

You need to check the box to enable motion detection function.

Working
Period

® |tis to set the alarm period, it can enable alarm event only in the set time range.

® There are six periods every day for setup and you must check box in front of
each period to enable it.

® Select days (Sunday by default, if select all the week, then it means applying
the setup into the whole week; you can also check the box in front of the day
and make setting for some days separately).

® Click “OK” button after completing setup, go back to motion detect setting page,
click “OK” button to finish working period setup of motion detect

Note:

Period setup can be done by dragging mouse while not releasing left mouse.

Anti-dither

System only memorizes one event during the anti-dither period. The value ranges
from Os to 100s.

Area

Click “Setup” button to enter the interface, you can set the effective area of motion
detect according to the actual situation and set its sensitivity and area threshold
(The higher the sensitivity is, the easier to trigger motion detect; the smaller the
area, the easier to trigger motion detect.) The default covers all regions. You must
click on save before enabling your setup.

Record

Check it and so when alarm occurs, system will auto record.
Note:

® Please refer to “6.1.2.5 Storage path” for storage location query and setting of
recorded file.

® \When motion detect alarm happens, system record needs to satisfy the
following two conditions:

<~ Motion detect record has been enabled, please refer to “6.7.1.2 Record
Plan” for more detalils.

< Auto record has been set, please refer to “6.7.3 Record Control” for more
details.

Record Delay

System can delay the alarm record for specified time after alarm ended. The value
ranges from 10s to 300s.

Connect alarm devices to relay-out port (such as light, alarm whistle and so on), the

Relay out system will transmit alarm info to alarm devices when motion detection alarm
happens.
System can delay the alarm output for specified time after alarm ended. The value
Alarm Delay

ranges from 10s to 300s.
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Parameter

Note

It will send email to designated mailbox to remind alarm when motion detection
alarm happens.

Send Email Note:
Email can be successfully sent after setting Email, please refer to “6.2.6 SMPT (E-
mail)” for more detalils.
When motion detect alarm occurs, video monitoring image will switch to the
selected preset, tour or pattern.
PTZ Note:
The PTZ link is valid after completing PTZ setting, please refer to “3 PTZ” for more
details.
When motion detect alarm occurs, it will trigger to snapshot the picture of selected
channel.
Note:
Snapshot ® Motion detect snapshot has been enabled, please refer to “6.7.1.2 Record
Plan” for more details.
® Please refer to “6.1.2.5 Storage Path” for query and setting of snapshot storage
location.
Refresh Click the button and the system will display the config data which is saved last time.
Default Click the button and the config data of motion detect will be restored to factory

default.

Sheet 6-37

Set Working Period

Step 1

Click the “Setup” on the right of “Working Period’ and the system will display the interface of working
period setup, which is shown in Figure 6-61.
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Figure 6-61
Step 2

Set alarm period.

Method 1: Press the left mouse button to drag on the interface to set.

Method 2: Select week and period at the bottom of the interface and input time, there are totally six
periods to be set.

Step 3

Click “Save”.

Set Area

Step 1

Click the “Setup” on the right of “Area” and the system will display the interface of “Area Setting” ,which
is shown in Figure 6-62.

127



Area
Region i) |
/ o ; / . % Name | Region1
[ i T
/_ % __|'{ v _r_r—_]/(/ A
C ; TooeTminel | S i T ] [ | :
B T IR T LI E S | Sensitiity & —a@mn
|7 G e e T e T T s G AR TIE I R 1 T Y R e 7 :
| 3 S b4 1 B B i 8 |
C IREEEE TR R P o R e e N ¥ |
C ~ABAE B SRR TR CREIE B i g W A R R | Threshold - &} @5
- ST e E SN A L ke g R A= F_F_Fi_ i
- B ) BTl o | B 41 A (1 O I B R ol |
C Tk BEE E B RTR Bl R gV T @R R e |
| = == ZF sl et Rt LA Rt I et I =4 8 0 [t ‘\'— |
| 1 ) |} 1 |} I | | 1 | gl 1l
C o e A B BB e e e I X i L 2 |
= T T e s e 3 T (T T B T —r——r“—l—‘r—“l——ri‘:— |
| 1 | i I I 1 | 1 1 1 1 |
B B BEET b iR 50 SA DB B 1 ) BF B B AT |
| = o, T T Tl W] T T T B s (i Tl G 5 5y 1T T P B AT T |
| 1 |} I I 1 1 1 | |} Ig! ||
= CELCER o T AR el bl el i s {
______ e 2Py AR T A AT Vo B <= R |
o A Vs A i) Pl i (55 o 0 PV 24 1 sl
l Remove All I Delete (Or Rightclick )
[ Save ” Cancel
Figure 6-62
Step 2
Select a region in “Area”, different regions are distinguished by color.
Step 3
Press the left mouse button to draw a detection area in the monitoring image.
Note:
You can draw several detection areas until it covers the whole monitoring screen.
Step 4
It is to modify region name, set sensitivity and threshold, please refer to sheet 6-38 for more details.
Parameter Note
Name It is to modify the region name, which is used to identify different
regions.
Sensitivity The bigger the sensitivity is, the easier it becomes to trigger motion

detect, but meanwhile it increases false alarm rate, it is advised to
use default value.

It will trigger alarm when the target covers a higher percentage of
Threshold the detection area than the value which has been set. For
example, set threshold as 10, the moving target covers more than
10% of the total detection area, and then it will trigger alarm.

The bigger the threshold is, the more difficult it is to trigger motion
detection.

Sheet 6-38
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Step 5
Click “Save” to make settings valid.

6.5.1.2 Video tamper

Step 1

Select “Setup > Event > Video Detect > Video Tamper” and the system will display the interface of
“Video Tamper”, which is shown in Figure 6-63.

¥ Enable

Waorking Period

¥ Record

Record Delay 10 Second (10~300)
#| Relay-out E 2

Alarm Delay 10 Second (10-~300)

Send Email

FTZ

Snapshot

Ciefault | | Fefresh | | Save

Figure 6-63
Step 2
Select “Enable” to configure each parameter info according to the actual needs, please refer to sheet 6-
37 for more details.
Step 3
Click “Save” to make config valid.

6.5.2 Temperature Alarm

Note:

Some devices don’t support temperature alarm function, please refer to the actual interface.

The precondition of realizing temperature alarm is to complete temperature measurement rule setting,
please refer to “6.6.1 Rule Setting” for more details.
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Step 1

Select “Setup > Event > Temperature Alarm” and the system will display the interface of “Temperature
Alarm”, which is shown in Figure 6-64.

Step 2

Enable

Anti-Dither 0

Working Period

Secand (0~100)

Record

Record Delay 10 Second (10~300)
Relay-out E 2
Alarm Delay 10 Second (10-~300)
Send Email
PTZ
Snapshot
Default | | Refresh | | Save

Figure 6-64

Select “Enable” to configure each parameter info according to the actual interface, please refer to sheet
6-37 for more details.

Step 3

Click “Save” to make config valid.

6.5.3 Alarm Setting

Step 1

Select “Setup > Event > Alarm” and the system will display the interface of “Alarm”, which is shown in

Figure 6-65.
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Relay Activation

¥ Enable

Relay-in

Waorking Period

Anti-Dither

« Record
Fecord Delay

+| Relay-out
Alarm Delay
Send Email
PTZ

Snapshot

Step 2

Alarm1 v
1] Second (0~100) Sensor Type | NO r
10 Second (10~300)
[1][2
10 Second (10~300)
Diefault | | Refresh | | Save
Figure 6-65

It is to configure each parameter info according to the actual needs, please refer to sheet 6-37 and

sheet 6-39 for more details.

Parameter Note

Enable It is the enable switch of relay activation.

Relay-in The bigger the sensitivity is, the easier it becomes to trigger motion
detect, but meanwhile it increases false alarm rate, it is advised to
use default value.

Sensor Type Please select No and NC according to the type of access sensor.

Sheet 6-39
Step 3

Click “Save” to make config valid.

6.5.4 Abnormity

Abnormity includes No SD Card, Capacity Warning, SD Card Error, Disconnection, IP Conflict and

lllegal Access.
Note:

131



Only device with SD card function has these three statuses: No SD card, capacity warning, and SD card
error.

6.5.4.1 SD Card Abnormity

Step 1

Select “Setup > Event > Abnormity > SD Card Abnormity” and the system will display the interface of
“SD Card Abnormity”, which is shown in Figure 6-66.

SD Card | Network | llegal Access -

Event Type Mo 5D Card v
Enable
¥ Relay-out E 2
Alarm Delay 10 Second (10~300)
Send Email
| Default | | Refresh | | Save
Figure 6-66

Step 2
Configure each parameter info according to the actual needs, please refer to sheet 6-37 and sheet 6-40
for more details.

Parameter | Function

SD card abnormity includes: No SD card, SD card capacity warning, and

Event
Type SD card error.
Enable Click it to trigger alarm when SD card is abnormal.

SD Card User can set SD card capacity that is left free. When SD card space left
Capacity | is smaller than this limit, alarm occurs.

Limit Note:
It needs to set when the “Event Type” is set as “Capacity Warning”.
Sheet 6-40

Step 3
Click “Save” to complete config.

6.5.4.2 Network Abnormity
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Step 1

Select “Setup > Event > Abnormity > Network” and the system will display the interface of “Network”,
which is shown in Figure 6-67.

Note:

The figure is an example of “Event Type” which is set as “Disconnection”.

SD Card I Network I llegal Access -

Event Type Disconnection ¥
Enable
#| Record
Record Delay 10 Second (10~300)
#| Relay-out E 2
Alarm Delay 10 Second (10~300)
| Default | | Refresh | | Save
Figure 6-67
Step 2
It is to configure parameter info according to actual needs, please refer to sheet 6-37 and sheet 6-41.
Parameter Note
Event Type It includes disconnection and IP conflict.
Enable Select “Enable” and it will trigger alarm when network is abnormal.
Sheet 6-41
Step 3

Click “Save” to make config valid.

6.5.4.3 lllegal Access

When the login password has been wrong for certain times, it will trigger alarm of illegal access.
Step 1

Select “Setup > Event > Abnormity > lllegal Access” and the system will display the interface of “llleg
Access”, which is shown in Figure 6-68.

al
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SD Card I Metwork I lllegal Access -

Enable
Login Errar 3 time (3~10)
«| Relay-out 2
Alarm Delay 10 Second (10~300)
Send Email
| Default | | Refresh | | Save
Figure 6-68

Step 2
It is to configure parameter info according to the actual needs, please refer to sheet 6-37 and sheet 6-42
for more details.

Parameter Note

Enable Select “Enable” and it will trigger alarm when illegal access occurs.

After entering the wrong password for certain times, it will trigger alarm
of illegal access, and then the account is locked.

Sheet 6-42

Login Error

Step 3
Click “Save” to make config valid.

6.6 Temperature

Note:

Some devices don’t support temperature measurement function, please refer to the actual interface.
6.6.1 Rule

6.6.1.1 Parameter Config

Step 1

Select “Setup > Temperature > Rule” and the system will display the interface of “Rule”, which is shown
in Figure 6-69.
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Rule

» Parame Config [MECEESR] v

2016-07-11 11:15:31 Mon

» Temperature J ¥ Measurement items
E: I Default | I Refresh l | Save
Tt
Figure 6-69
Step 2
Click “Parameter Config” to enter the setting interface.
Step 3

It is to configure rule and parameter, which is shown in Figure 6-70.

gean I sw (3)]

-
-
-
-
-
-
-
=
-
-
-
-
-
-
-
-
-

Figure 6-70
1. Click kx to add measurement items.
2. Double click new rule to modify the name of measurement item.
3. Press the left mouse button to draw rules on the monitoring image, click right mouse button to end
drawing.
Note:
Select the drawn rule, click “Redraw Rule” to delete the rule and draw it again.
4. ltis to set alarm parameters, please refer to sheet 6-43 for more detalils.
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Parameter Note

Open Local . ) .

Config Check it to enable local config function.
Target radiation : L .
coefficient It is to set the target emissivity, 0~1 optional.

Target distance

It is to set the distance between camera and target, 0~1000m optional.

Target
reflection It is to set the target temperature, 0~550"Coptional.
temperature
Relay out Check it to enable relay out function.
It is to set the temperature value mode of triggering alarm.
e  Spot: optional value
Alarm result

e Line: able to select max, min and average.
e Area: able to select max, min, average, standard and middle

Alarm condition

It is to set alarm condition, optional below, match and above.

Alarm threshold

It is to set the threshold temperature of triggering alarm, 0~550°C optional.

temperature
;’rerr;perature It is to set temperature error, 0~10°Coptional.
T ¢ It will trigger alarm when the temperature is above the alarm threshold

emperature temperature and exceed the set duration temperature. Temperature
duration ) :

duration 0~1000s optional.
Sheet 6-43
Step 3

Click “Save” to make config valid.

6.6.1.2 Temperature Contrast

Temperature contrast function means comparing the temperature of selected spot, line or area and
display the result on the preview interface.

Note:

It can configure temperature contrast after completing config of at least two rules.

Step 1

Select “Setup > Temperature > Rule” and the system will display the interface of “Rule”, which is shown

in Figure 6-71.
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Rule

» ParameConfig | .| Temperature Contrast

(RARAL

Default l I Refresh ] I Save

|
‘\ T rmdl'

Figure 6-71
Step 2

Click “Temperature Contrast” to enter the setting interface.
Step 3

It is to configure rule and parameter, which is shown in Figure 6-72.
Rule

» Parame Config | ¥ Temperature Contrast

Eh

Alarm
Alarm Results Aver v
é Alarm Condition Below v |
Lo a - | Alarm Threshold Temperature | 20 i °C
! Thl';frrnal. l Default ' l Refresh I | Save

Figure 6-72

Click s to add contrast record.
Double click new contrast record to select contrast target.
It is to set alarm parameters, please refer to sheet 6-44 for more details.

137



Parameter

Note

Alarm Results

e Average: it means average temperature contrast between two rules.

e Max: it means max temperature contrast between two rules.
e Min: it means min temperature contrast between two rules.

Alarm . . S
Conditions It is to set alarm condition, which includes below, match and above.
Alarm : . .
It is to set the threshold temperature of triggering alarm, you can select
Threshold 0~550°C
Temperature '
Sheet 6-44
6.6.2 Global

It can enable temperature switch, isotherm and color code.
® After the temperature switch is enabled, the temperature rule is valid and the interface will display
the temperature rule which has been set.

® [sotherm is mainly used to highlight the object in the image with high brightness, take medium

temperature as basic, both max and min temperature are fluctuation range, it is expressed by bright

color if it exceeds min temperature, the area which is lower than min temperature displays black

and white.

® Color code is located on the right of the preview interface, which is used to display the color change
from the highest temperature to the lowest temperature.

Step 1

Select “Setup > Temperature > Global” and the system will display the interface of “Global”, which is

shown in Figure 6-73.
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Global

¢/ TempreatureSwitch

Tempreature Unit | °C v
Relative Humidity @0 o \
- : :
| Atmospheric Temperature ) '_"O— 22 ;?2 ‘
E: Target Radiation Coefficient E)'=-O 1 (1 \
= E Target Distance E)O— 10 |10 \
; . - Target Reflection Temperature E)-=-O= 22 122 \
- - Advanced Settings A
. Isotherm () ON (@ OFF
Win Limit Temperature =) O— 100 | 100
| .-j'l"‘hérmal., Medium Temperature @@ 120 [120
: Wax Limit Temperature @140 1140
Saturation Temperature = -EO 160 | 160
Color Code ® ON OFF
| petaut || Reesn || sae |
Figure 6-73
Step 2
Click “Thermal” to enter the setting interface.
Step 3
It is to set alarm parameters, please refer to sheet 6-45 for more details.
Parameter Note
Temperature . . .
Swit(?h Check it to enable temperature switch function.

Temperature Unit

It is to set the displayed temperature unit, and F optional.

Relative Humidity

It is to set the environment relative humidity, 0~100 optional.

Atmospheric
Temperature

It is to set environmental temperature, 0~100 optional.

Physical Radiation
Coefficient

It is to set physical radiation coefficient, 0~1 optional.

Object Distance

It is to set physical distance, 0~100 optional.

Object  reflection
Temperature

It is to set the object reflective temperature, 0~100 optional.

Isotherm

It is to select if enable isotherm function.
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Parameter

Note

Min Temperature

It is to set min temperature.
® When gain mode is low temperature mode, it is
-40°C ~160°C optional.

® When gain mode is high temperature mode, it
is -40°C~600°C.

Medium
temperature

It is to set medium temperature.

® When gain mode is low temperature mode, it is
-40°C~160°C optional.

Note:

® When gain mode is high temperature mode, it | temperature

is -40°C~600C.

Max Temperature

It is to set max temperature.
® When gain mode is low temperature mode, it is
-40°C ~160°C optional.

® \When gain mode is high temperature mode, it
is -40°C~600C.

Min temperature<=medi
temperature<=Max
temperature<=saturation

It is to set saturation temperature.

Saturation . . . . .
Temperature ® \When gain mode is low temperature mode, it is -40°C ~160°C.
® When gain mode is high temperature mode, it is -40°C~600°C.
Color Code It is to select if it is to enable color code.
Figure 6-45
Step 4

Click “Save” to make config valid.
After the config is valid, the result figures are shown in Figure 6-74, Figure 6-75 and Figure 6-76.
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Min:25.1

Figure 6-74

Figure 6-75
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Min:25.1

Figure 6-76

6.6.3 Heatmap

Heatmap is used to acquire the temperature value of each pixel on the thermal image, which can be
analyzed via heatmap tool.

Step 1

Select “Setup > Temperature > Heatmap” and the system will display the interface of “Heatmap”, which

is shown in Figure 6-77.

Expart heathap |

Figure 6-77
Step 2
Click “Export Heatmap” to export heatmap.
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6.7 Storage Management

6.7.1 Schedule

Before schedule setup, user must set record mode is auto or manual.

Note:

If record mode in record control is off, then device will not record or take snapshot according to the plan
in the schedule.

Select “Setup > Storage Management > Schedule” to enter the config interface of “Schedule”, which is
shown in Figure 6-78.

Record scnedute | Snapsnat stneaue | oy serecue [N

|« General @ || Motion I« Alarm

[

- 4 ] 8 10 12 14 16 18 20 22 24

Sunda]{IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Monday |
Tuesday |
Wednesday
— —_——————
ey _————————
o -_—
Hollday -
| Default | | Refresh ‘ ‘ Save ‘
Figure 6-78

6.7.1.1 Record Schedule

Note:

Record schedule is divided into two parts of config which are visual and thermal, both config methods
are similar. Here we take thermal config as an example to introduce operation steps.

Step 1

Select “Record Schedule > Thermal” and the system will display the interface of “Thermal”, which is
shown in Figure 6-79.
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|« General @ [+ Motion |« Alarm W

0 2 4 ] g 10 12 14 16 18 20 22 24
SuijIFIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Monday |
Tuesday |

Wednesday |
Thursday
Friday |
Saturday |
Holiday |
| Default ‘ ‘ Refresh | | Save ‘
Figure 6-79

Step 2

Select record time from “Monday to Sunday”, click “setup” on the right of the interface and the system
will display the interface of “Setup”, which is shown in Figure 6-80.

® |tisto setrecord period according to your needs, there are six periods available every day.

® You can select or cancel record schedule. Record schedule includes: General, Motion and Alarm.
Green: it means general record.

Yellow: it means motion record.

Red: it means alarm record.

Note:

You can also set period by pressing the left mouse button and dragging directly in the “Record
Schedule” interface.
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Setup %
1Al # Sunday || Monday || Tuesday || Wednesday | | Thursday || Friday || Saturday || Holiday
Period 1: Qo0 - 00 00 |- 23 :© 89 . 59 || General ¥ WMotion |« Alarm
Period 2: oo - 00 00 |- 23 : 89 59 |LJ General || Motion || Alarm
Period 3: oo - 00 00 |- 23 : 89 59 |LJ General || Motion || Alarm
Period 4: 0 @ 00 : 00 |- 23 : 59 : &9 |LJ General || Motion | | Alarm
Period &: 0 @ 00 : 00 |- 23 : 59 : &9 |LJ General || Motion | | Alarm
Period &: 0 @ 00 : 00 |- 23 : 59 : &9 |LJ General || Motion | | Alarm
Save || Cancel
Figure 6-80

Step 3
Click “Save” and the system will return to the interface of “Record Schedule”, which is shown in Figure
6-81, the area with color means that period has been set in the area.

Record Schedule | Snapshot Schedule | Holiday Schedule _

l# General @ |/ Motion |« Alarm

0 2 4 ] ] 10 12 14 16 18 20 22 24
Sundaymlllllllllllllllllllll
Monday
Tuesday |

Wednesday
huresay e —
Friday |
saturday e —
Holiday e —
| Default ‘ ‘ Refresh | | Save |
Figure 6-81

Step 4
Click “Save” and the system will display “Successfully Saved”, then the setting of record schedule is
completed.

[EEN
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6.7.1.2 Snapshot Schedule

Snapshot schedule is divided into two parts of config which are visual and thermal, both config methods
are similar. Here we take thermal config as an example to introduce operation steps.

Step 1

Select “Snapshot Schedule > Thermal” and the system will display the interface of “Thermal”, which is
shown in Figure 6-82.

Record Schedule ISnapshutScheduleI Holiday Schedule _

¥ General @ w/ Motion |« Alarm

0 2 4 & 8 10 12 14 16 18 20 22 24

SunleIyIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Monday |
Tuesday |
Wednesday
— -
Friday |
S -
Holidzy e

‘ Default | | Refresh | | Save ‘

Figure 6-82

Step 2

Select snapshot time from “Monday to Sunday”, click “setup” on the right of the interface and the system

will display the interface of “Setup”, which is shown in Figure 6-83.

® [tis to set snapshot period according to your needs, there are six periods available every day.

® You can select or cancel snapshot schedule. Snapshot schedule includes: General, Motion and
Alarm.

Green: it means general snapshot.

Yellow: it means motion snapshot.

Red: it means alarm snapshot.

Note:

You can also set period by pressing the left mouse button and dragging directly in the “Record

Schedule” interface.

[EEN
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Setup B
1Al + Sunday || Monday | | Tuesday || Wednesday || Thursday | | Friday | | Saturday || Holiday
Period 1: go - 00 00 - 23 0 88 :© &9 || General # Motion |# Alarm
Period 2: o0 - 00 : 00 | -| 23 : 59 : A9 || General || Motion [ | Alarm
Period 3: o0 - 00 : 00 | -| 23 : 59 : A9 || General || Motion [ | Alarm
Period 4 go - 00 00 -0 23 89 : &9 | General || Motion || Alarm
Period 5: 0o . 00 - 00 |- 23 : 59 : A9 |L| General || Motion [ | Alarm
Period 6: o0 - 00 : 00 | -| 23 : 59 : A9 || General || Motion [ | Alarm
Save H Cancel
Figure 6-83

Step 3
Click “Save” and the system will return to the interface of “Snapshot Schedule”, which is shown in
Figure 6-84, the area with color means that period has been set in the area.

Record Schedule |5napshut5cheuu|e| Holiday Schedule _

|# General @ ¥/ Motion |« Alarm H

] 2 4 G g 10 12 14 16 18 20 22 24
Sunday W
Monday
e
Tuesday |
Wednesday
— e —————
iday _——————————
— e —————
Haliday
T
| Default ‘ ‘ Refresh | | Save |
Figure 6-84

Step 4
Click “save” and the system will display “Successfully Saved”, then the setting of snapshot schedule is
completed.

[EEN
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6.7.1.3 Holiday Schedule

In the holiday schedule, it can set specific date as holiday, when the record and snapshot in the holiday
schedule are enabled, the specific date which is set in the holiday schedule will record and snapshot
according to the holiday period.

Step 1

Click “Holiday Schedule” and the system will display the interface of “Holiday Schedule’, which is shown
in Figure 6-85.

Record Schedule | Snapshot Schedule | Holiday Schedule
Record Snapshot

Calendar Jul r

Sun Mon Tue Wed Thu Fri Sat

101 | 11 120 |13 [ (14| [ 15] | 16
17 |18 [ (19 | 20 | 21 22 |1 23
24 | (25 (26| |27 |28| (298] | 30

31

Refresh

| Save

Figure 6-85
Step 2
Select the date which needs to be set as holiday. The selected date will be displayed with yellow
shading.
Step 3
Select “Record” or “Snapshot” and click “Save”. The system will prompt “Successfully Saved”.
Step 4
In the interface of “Record Schedule/Snapshot Schedule”, set the record schedule or snapshot schedule
of the holiday. Please refer to “6.7.1.1 Record Schedule” and “6.7.1.2 Snapshot Schedule” for more
details.
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6.7.2 Destination

6.7.2.1 Path

Path can config record and snapshot storage path. There are three options: Local SD card, FTP and
NAS. You can only select one mode. System can save according to the event types. It is corresponding
to the three modes (general/motion/alarm) in the Schedule interface. Please check the box to enable
the save functions.

Note:

The device which supports SD card is equipped with the function of “Local”, the device which fails to
support SD card doesn’t display “Local’.

Step 1

Select “Setup > Storage > Destination > Path” and the system will display the interface of “Path”, which
is shown in Figure 6-86.

R I .

Record Snapshot

Event Type Scheduled Motion Detect Alarm Event Type Scheduled Motion Detect Alarm

Local td td td Local td td td
FTP FTP
MNAS MNAS
| Default | | Refresh | | Save
Figure 6-86
Step 2

Select corresponding event type and storage mode according to the actual needs.

Parameter | Function
Event It includes: scheduled, motion detect and alarm.
Type
Local It is saved in the SD card.
FTP It is saved in the FTP server.
NAS It is saved in NAS server.
Sheet 6-46

Step 3
Click “Save” to make config valid.

6.7.2.2 Local

Local storage list only displays various info of SD card, which can implement operations like read only,
read-write, hot swap and format.
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Select “Setup > Storage > Destination > Local” and the system will display the interface of “Local”,
which is shown in Figure 6-87.

] e | ] we

| Read Only | | Read & Write || Hot Swap | ‘ Refresh |

Figure 6-87
Click “Read only” and you can set the SD card as read-only.
Click “Read-write” and you can set the SD card as read-write.
Click “Hot swap” and you can hot swap the SD card.
Click “Format” and you can format the SD card.

6.7.2.3 FTP

FTP function can be enabled when path selects FTP storage mode. When network disconnection
occurs or there is malfunction. Emergency storage can save the needed record/snapshot picture to the
local SD card.

Step 1

Select “Setup > Storage > Destination > FTP” and the system will display the interface of “FTP”, which
is shown in Figure 6-88.

Path [ Local [ FTP [ NAS
Enable
Server Address 0.0.00
Fort 21 (0~65533)
User Mame anonymity
Password
Remote Directory share

Emergency (Local)

Default | | Refresh | | Save

Figure 6-88
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Step 2
Configure parameter info according to the actual needs; please refer to sheet 6-47 for more parameter
details.

Parameter Note

Enable FTP Select “Enable” to enable FTP function.

Server address | FTP server address.

Port FTP server port.
User Name It is the user name which is used to log in FTP server.
Password It is the password which is used to log in FTP server.
Remote . . S
Directory It is the directory which is stored to the FTP server.
Emergency Select “Emergency Local” and it will store to the local SD card when there
(Local) is FTP storage abnormity.
Sheet 6-47
Step 3

Click “Save” to make config valid.

6.7.2.4 NAS

NAS function can be enabled when path selects NAS storage mode. After selecting NAS storage, you
can store the file into the NAS server.

Step 1

Select “Setup > Storage > Destination > NAS” and the system will display the interface of “NAS”, which
is shown in Figure 6-89.

Path I Local I FTP I MAS
Enable
Semnver Address 0000

Remaote Directory

Default | | Fefresh | | Save

Figure 6-89
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Step 2

Configure parameter info according to the actual needs, please refer to sheet 6-48 for more parameter
detalils.

Parameter Function

Enable NAS Select ‘Enable” to enable NAS function.

Server Address | NAS server address.

Remote , .
Directory Store it to the directory of NAS server.
Sheet 6-48

Step 3

Click “Save” to make config valid.

6.7.3 Record control

Step 1

Select “Setup > Storage > Record Control” and the system will display the interface of “Record Control”,
which is shown in Figure 6-90.

Pack Duration 30 Minutes (1~120)
Pre-event Record g Second (0~58)
Disk Full Orwverwrite v
Record Mode & Auto Manual Off
Record Stream Main Stream v
Diefault | | Fefresh | | Save
Figure 6-90

Step 2
Configure parameter info according to the actual needs, which is shown in Sheet 6-49.

Parameter Function

Pack Here you can select file size within 1min~120min. Default setup is 30

Duration minutes.
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Pre-event Please input pre-event record time, for example, when you input 5,

Record the system will read the video of the first 5 seconds and copy it into
the file after alarm occurs.
Note:
Configure pre-event record time, when alarm record or motion
detection occurs, if there is no record, system will record the
preceding n seconds video and copy it into the record file.

Disk Full There are two options: stop recording or overwrite the previous files
when HDD is full.
® Stop: Current working HDD is overwriting or current HDD is full,

it will stop record.
® Overwrite: Current working HDD is full; it will overwrite the
previous file.

Record There are three modes: Auto/Manual/Off. Select manual mode to

mode start recording, it will record within the schedule when it selects auto
mode.

Record You can select main stream and sub stream.

stream

Sheet 6-49
6.8 System
6.8.1 General

6.8.1.1 General
Step 1

Select “Setup > System > General > General” and the system will display the interface of “General’”,

which is shown in Figure 6-91.

Device Mame 1MO3E40Y AZ00001
Language English v
Video Standard PAL T
Default | | Fefresh | | Save
Figure 6-91

Step 2

It is to configure parameter info according to the actual needs, please refer to sheet 6-50 for more

details about parameters.
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Parameter Function

It is to set device name.
Note:
Different devices have different names.

Device
Name

Language You can select the language which needs to be displayed.

Video It is to display the video standard of the device, such as PAL.
Standard

Sheet 6-50

6.8.1.2 Date&Time

Step 1

Select “Setup > System > general > Date&Time” and the system will display the interface of
“‘Date&Time”, which is shown in Figure 6-92.

Date Format Year-Month-Day i

Time Format 24-Hour-based System *

Time Zone GMT+08:00 v

Current Tirme 2016 - 07 - M 15 10 @ &
DST Enable

DEST Type * [Date Weelk

Start Time Jan ¥ ¥ | 00 : 00 : 00

End Time Jan v 2 v| 00 : 00 : 00

Synchranize with MNTP

MTP Server clock.isc.org
Port 123
pdate Period 10 Minutes (0~30)
Default | | Refresh | | Save
Figure 6-92

Step 2
Configure parameter info according to the actual needs, please refer to the sheet 6-51.
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Parameter Function

Select the corresponding date display format which needs to be
displayed.
Select corresponding time format which needs to be displayed.

Date format

Time Format

Time zone The time zone of the device.

Current time It is to set system time. It becomes valid after you set.

DST Here you can set the begin time and end time of DST. You can
also set according to the date format or according to the week
format.

NTP Setting Itis to set if it is to enable the function of network time sync.

NTP server You can set the address of time server.

Port It is to set the port number of time server.

It is to set the sync periods between the device and the time

Update period
P P server.

Sheet 6-51

Step 3
Click “Save” to make config valid.

6.8.2 Account
It can implement account management operation only when users management authority is available to
the users.

For the characters in the following user name or the user group name, system max supports 15-
digits. The valid string includes: letter, number, and underline.

Password can be set with 0~32 characters in number and letter only. User can not only modify his
or her own password but also the password of other users.

The user amount is 18 and the group amount is 8 when the device is shipped out of the factory.
User management adopts group/user modes. The user name and the group name shall be unique.
One user shall be included in only one group.

Current logged-in user cannot modify his own right.

There is one default user called admin during initialization. Admin belongs to high authority user
when it is shipped out of the factory.

6.8.2.1 Username
In “Setup > System > Account > Account > User”, you can implement several operations such as
anonymous login enable, add user, delete user and modify user password etc.
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|| Anonymous Login

User Name Group
No. User Name Group Name Remark Modify Delete
1 admin admin admin ‘s account i —]
Authority List
channel 1 maonitor channel 2 monitor channel 1 replay channel 2 replay Record Control Backup
PTZ Account Alarm Log Search Clear Log Upgrade
Auto Maintain General Video/Audio Schedule/Destination Metwark Abnormality
Video Detect PTZ Settings Defaultimport/Export Conditions IR Light Control Wiper Control
Fan Heater Temperature Config Report Config Temperature Correct Fire Warning

Figure 6-93
Anonymous login
Select anonymous login, input IP address without password of user name and you can log in the device
with anonymity mode, as for the user of anonymous login only has the preview right of the list. In the
state of anonymous login, click “Log out” to use other users to log in the device.

Add user

Add users in group and set authority control of the user.

The highest authority user admin can’t be deleted by default.

Step 1

Click “Add user” and the system will display the interface of “Add user”, which is shown in Figure 6-94.
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Add User x|

ser Mame
Password

Passward Strength Strong

Confirm Password

Group admin A
Remark
Autharity List +| All
#| channel 1 monitar
#| channel 2 monitor
+| channel 1 replay
| channel 2 replay
Save | | Cancel
Figure 6-93
Step 2
Input user name and password, select group and authority.
Note:

® Once the group is selected, then the user’s authority is only the subset of the group, which can’t
exceed the authority attribute of the group.

® In order to make user management convenient, the user is recommended to define the authority of
general user lower than advanced user.

Modify user
Step 1

Click the "+ ' of the corresponding user which needs to be modified. The system will display the

interface of “Modify User”, which is shown in Figure 6-94.
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Modify User x|

User Mame admin ¥

Modify Password

Group admin v
Remark admin s account
Authority List 1 All

channel 1 monitor
channel 2 monitor
channel 1 replay

channel 2 replay

Save || Cancel

Figure 6-94
Step 2
Modify user info according to the actual needs.
Step 3
Click “Save”.

Modify password

Step 1

Select the check box of “Modify Password’.

Step 2

Input old password, input new password and confirm it.
Step 3

Click “Save”.

Delete user

Click the ® of corresponding user which needs to be deleted, and then it will delete the user.

6.8.2.2 Group

In “Setup > System > Account > Account > Group”, you can implement several operations such as add
group, delete group, modify group password and so on.

Please refer to “6.8.2.1 User” for more details about operations.
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Account

Anonymous Login

User MName Group
HNo. Group Name Remark Modify Delete
1 admin administrator group * -]
2 user user group i —]
Authority List
channel 1 monitor channel 2 monitor channel 1 replay channel 2 replay Record Control Backup
PTZ Account Alarm Log Search Clear Log Upgrade
Auto Maintain General Video/Audio Schedule/Destination MNetwork Abnormality
Video Detect PTZ Settings DefaultimportExport Conditions IR Light Control Wiper Control
Fan Heater Temperature Config Report Config Temperature Correct Fire Warning
Add Group
Figure 6-95

6.8.3 Default

Attention:

Except network IP address, user management and so on, other configurations of the device will be
restored to default, please operate carefully.

In “Setup > System > Default”, click “Default” to restore default of the device.

Default |
Figure 6-96

6.8.4 Import & Export
When the config method is the same for several devices, it can realize quick config of several devices or
restore device config via import and export of config file.

6.8.4.1 Export Config

Back up the device config to local in the form of backup.

Step 1

Select “Setup > System > Import & Export”. The system will display the interface of “Import & Export”,
which is shown in Figure 6-97.
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Backup Path

Impart || Export |

Figure 6-97
Step 2
Click “Export” to save the config file (.backup file) to local.

6.8.4.2 Import Config

It is to quickly configure device via importing .backup file. It is mainly used to restore device config to
backup node or quickly configure device.

Step 1

Select “Setup > System > Import & Export”. The system will display the interface of “Import & Export’,
which is shown in Figure 6-98.

Step 2

Click “Import” to select config file and import it into the system.

6.8.5 Auto Maintenance

Here users can auto reboot the system or auto delete file, it needs to set period and time to auto reboot
the system, it is 02:00 every Tuesday by default. It needs to set the period of the file if it needs to auto
delete the old files; it is to delete the files within some certain period.

Step 1

Select “Setup > System > Auto Maintenance”. The system will display the interface of “Auto
maintenance”, which is shown in Figure 6-98.

| Auto Reboot Tuesday v | 02 00

Auto Delete Old Files

Manual Reboot |

| Refresh | | Save

Figure 6-98
Step 2
It is to configure parameter info according to actual needs, please refer to sheet 6-52 for more details.
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Parameter Function

Auto Reboot Click it and set auto reboot time.

Auto Delete Old

Files Click it and you can customize period, the range is within 1~31 days.

Sheet 6-52
Step 3
Click “Save” to make config valid.

6.8.6 Upgrade
You can implement the operation of firmware upgrade in “Setup > System > Upgrade”.

Select Firmware File | Browse. .. || LUpgrade ‘

Figure 6-99
During firmware upgrade, click “Browse” to select upgrade file and click “Upgrade” to realize firmware
upgrade. The upgrade file is in the form of “*.bin”.
Note:
It needs to reboot the device when upgrade file is wrong, otherwise some of device module functions
will be closed.

6.9 Information

6.9.1 Version

Here you can view system hardware features, software version, release date and etc. Please note the
following information is for reference only.

You can check the version info of current WEB in “Setup > System > Version”, which is shown in Figure
6-100.
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Version

Software Version
WEB Version

OMYIF Version

2.401.0000.0.R.3019.9ANMR, build : 2016-07-11
3.21.360078

242

PTZ Version 3.00.3.RHMRFOC
Camera Version 01.06.07
SN AMO3E40YAZ 00001

Copyright 2016, All Rights Reserved.

Figure 6-100

6.9.2 Log
In “Setup > System > Log”, you can check the device operation info implemented by users, and some

other system info, which is shown in Figure 6-101.

Start Time | 2016 - 07 - 10 15 19 © 06 End Time | 2016 - 07 - 11 15 19 © 06
No. Log Time User Name Event
Detailed Information
M 411> PlGoTo (®)
Figure 6-101
Please refer to sheet 6-53 for more details about system log.

Parameter | Function
Start time It is the start time of searching log. (The earliest time is 2000/1/1)
End time It is the end time of searching log. (The latest time is 2037/12/31)
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Parameter | Function

Type It includes system operation, config operation, data management,
alarm event, record operation, users management and log clear.

Search Firstit is to set the begin time and end time of the log which needs to
be searched, and select log type, click “Search” and display the
search results; click “Stop” to pause log search and display the
searched results and period area.

Log Click log record to display the detailed info of the log.

information

Clear You can click this button to delete all displayed log files. Please note
system does not support log clear by type.

Backup You can click this button to backup log files to current PC.

Sheet 6-53

The exact meaning of different log types is shown as below:

System operation: it includes application program enable, abnormal exit, exit, application program
reboot, close/reboot device, system reboot and system upgrade.

Config operation: It includes save config, delete config file.

Data operation: It includes setting hard drive type, clear data, hot swap, FTP state and record mode.
Event operation (it is to record video detection, intelligent, alarm, abnormity and other events): It
includes event start and event end.

Record operation: It includes file access, file access error and file query.

User management (it is to record the modification of user management and user login, logout): It
includes login, logout, add user, delete user, modify user, add group, delete group and modify
group.

Clear log: clear log.

6.9.3 Online User
In “Setup > System > Online user”, you can check the user info of the current WEB, which is shown in
Figure 6-102.
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Online User

No.
1

|

User Local Group

admin

IP Address
10.34.7 .46

User Login Time
2016-07-11 14:22:18

Figure 6-102
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7 Alarm

Alarm module is used to subscribe alarm events; it will record the alarm info in the right column when it
triggers the alarm event which has been subscribed by users.

Note:

Different devices have different functions, besides, there is slight difference between interfaces, please
refer to the actual interface for more detalils.

Step 1

Click “Alarm” and the system will display the interface of “Alarm”, which is shown in Figure 7-1.

Alarm Type No. Time Alarm Type Alarm Channel
Motion Detect Disk Full
Disk Error Video Tampering
External Alarm lllegal Access
s Temperature Alarm
Fire Warning Temperature Different
Hot Spot Alarm Cold Spot Alarm
Operation
Prompt
Alarm Tone
Play Alarm Tone
Tone Path
Figure 7-1
Step 2

Select alarm type according to actual needs and set if it is to enable “Prompt” and set alarm tone,
please refer to sheet 7-1 for more details.
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Type

Parameter

Function

Operation

Prompt

After selecting “Prompt”, it is not the alarm

interface; it will generate the icon of 1 on the
“Alarm” column of the mainmenu column when it
triggers the subscribed alarm event, besides, it will
auto record the alarm info. The icon will disappear
after users click alarm menu column.

Note:

If alarm interface is displayed, when alarm is
triggered, there will be no image prompt, but alarm
record will be in list on the right.

Alarm
Tone

Play Alarm Tone

Select “Play Alarm Tone” and select the audio file
path to be played in the audio path column, when
the subscribed alarm event is triggered, it will play
the selected audio file to prompt there is alarm
event triggered.

Tone Path

It is to customize the storage path of alarm tone.

Sheet 7-1
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8 Logout

Click logout button, system goes back to login interface. See Figure 8-1.

Thermal Camera

Username: II

Password: |

l Login ” Cancel |

Figure 8-1
Note:
® This manual is for reference only. Slight difference may be found in user interface.
® All the designs and software here are subject to change without prior written notice.
® All trademarks and registered trademarks mentioned are the properties of their respective
owners.
® If there is any uncertainty or controversy, please refer to the final explanation of us.
® Please visit our website for more information.
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